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1. OBLLIASI XAPAKTEPUCTUKA PABOYEI TIPOT'PAMMBI YUEBHOI
JNCIHATTJINHBI

OI1.B.18 MeTo/bI M Cpe/ICTBA 3aIIUTHI HHpOpMALIUU
(HaumeHosanUe OUCYUNTUHDL)

1.1. MecTo AMCUMIIMHBI B CTPYKTYPE OCHOBHOM 00pa30BaTe/IbHOM MPOrpaMMBbI

VuebOnag aucruiinaa OII.B.18 Metoasl U cpeacTBa 3aliUThl HHOOPMAIIUNA
ABJISIETCS 00sS3aTEJIbHOM YacThI0 00A3aTEJILHOM 4YacThI I[MKJIa OCHOBHOH
oOpazoBarenbHOil mporpamMmMmbl B cooTBeTcTBUM PI'OC «10.02.05 OOGecneueHue
uH(OpMaIMOHHOW 0€30MaCHOCTH aBTOMATU3UPOBAHHBIX CHUCTEM»IIO CHEIUAIBLHOCTH .
Oco0oe 3HaueHHe OUCHUMNINHA UMeeT Npu (OPMHUPOBAHUU U PA3BUTHUHU OOIIMX
kommerennuii (OK), mpodeccuonanbupix kommnerennuii (I1K):

1. TIK 2.2. O6ecneunBaTh 3amuty UHGOPMAIIMA B aBTOMATH3UPOBAHHBIX CHUCTEMaxX
OT/ICJIbHBIMH MIPOTrPAaMMHBIMHU, POTPAMMHO-aNNIapaTHEIMU CPEJCTBAMU

1.2. He.m, N IVIAHUPYEMBbIC PE3YJJabTAThl OCBOCHHUSA NJUCHUILIHHBI

B pamkax mporpaMmbl y4eOHOUW AUCIUIUIMHBI OOYUYaIOMMMHUCS OCBAUBAIOTCS
YMEHUSI U 3HAHUS



Kon Ymenus 3uanus

OK,

K

MK 2.2.|lIlpuMeHsTh TeXxHHUYecKue cpenctBa AnsA|/OCHOBHBIE CMOCOOB (U3HYECKON 3amuTHl OO0BEKTOB
KpUnrorpapuyeckoil 3aimMTH  WH}OpMaIUu|uHDOpPMATH3ALNH;;

KOHCbI/IIIGHIII/Ia.IILHOFO XapakTepa;;

IIpuMeHATs TeXHUYECKHE CPEACTBA IJISI YHUYTOKCHHS
nHpopmManuu U HOoCUTeIeH HMHGOPMALHH, 3AIIUTHI
HHGOPMANNH B YCIOBUSAX HPUMEHEHHS MOOMIBHBIX
YCTPOUCTB 00pabOTKHM U Iepenadn JaHHbIX;;

HpI/IMCHHTb cpeacrsa OXpaHHOﬁ CUTHaJIn3alnuu,
OXpPaHHOI'O TCJICEBUACHUA U CHUCTEM KOHTPOJA H
YIpaBJICHUSA OOCTYIIOM;;]

IIpUMEHATh HMHXCHEPHO-TEXHHYECKHE CpEJCTBa
(uzudeckol 3amUTH 00BEKTOB HH(OPMATH3ALUH.

MeToauKH HHCTPYMEHTAIBHOTO KOHTPOJIS 3 ()EeKTHBHOCTH 3aIIUTHI
uHpopMmanuu, obpabaTeiBaeMOH CpeICTBAMU BBIYHCIUTEIBHOM
TEeXHUKH Ha O0BEKTaX HH(OPMATH3AINY;;

OCHOBHBIC NPUHIMINBI JCHCTBUS U XapaKTEPUCTHKH, MOPSIOK
TEXHUYECKOTO OOCIyKHUBaHHs, YCTPAHCHHE HEHCIPABHOCTCH U
OpPraHU3alHI0 pPEMOHTAa TEXHHYECKHUX CPEACTB 3aLIUTHI
nHpOpMAIHH;;

HoMmeHKnaTypy U XapakTepUCTHUKH alapaTypsl, HCIIONb3yEeMON JUIs
U3MEPEHHUS [IapaMeTPOB MOOOYHBIX 3JIEKTPOMATHUTHBIX U3JIy4CHHI
u HaBo#ok (nmanee - [ID9MUH), a Takke mapameTpoB (HOHOBBIX
MyMOB M (GHU3UYECKUX MOJICH, CO3aBaEeMbIX TEXHHYECKUMHU
CpelcTBaMU 3allUThl HH(GOPMALUH;;

@®u3nYeCKUE OCHOBBI, CTPYKTYPY H yCIOBHS (HOPMHPOBaHUS
TEeXHMYECKHX KaHAJIOB yTEYKH HHPOpMAamUu, cHOoCoOBl HX
BBISIBJICHUST U METOJbl OLECHKH OMNACHOCTH, KJacCHU(UKAIHUIO
CYILECTBYIOIHUX (PU3HUYECKHX ITOJICH U TEXHHYECKHX KaHAJIOB YTCUKU
nHpOpMAIHH;;

HoMeHKIaTypy MPUMEHSEMbIX CPEJICTB 3alIUThl HHOOPMALMH OT
HECAaHKIMOHUPOBAHHON YTEYKH 1O TEXHHYECKUM KaHalaM M
(uzudeckoll 3amUTH 00BEKTOB MH(OPMATH3ALUH.




2. CTPYKTYPA U COAEPKAHUE YYEBHOM JJUCUUILIVMHBI

2.1. O0béM yueOHOM TUCHMIIINHBI U BUAbI Y4€OHOI UCIUNIMHBI

Bun yueGHoii padoThI O061Bém B yacax
JIeKIMOHHBIE 3aHATHS 32
JlabopaTopHbIe 3aHATUS 6

[IpakTnueckue 3aHATHS

[IpakTuueckast noAroToBKa 46

OO0umit 066EM 00pazoBaTenbHON MPOrpaMMbl y4eOHON TUCIUIUIMHEL, B TOM YHCie B popme 90
MPaKTHYECKOH MOJATOTOBKU

®opma(-b1) kouTpoas: Iuddepenunpopannpiii 3auet




2.2. TemaTuueckuii nj1an u cojepxxkanue yueoHoii qucuuninnbl OI1.B.18 Metoabl U cpeicTBA 3alUMTHI HHGOPMAIIUH




HaumenoBanue
Pa3esioB H TeM

Cozep:xanne yue6HOro marepuasia u JopMbl Opranuasanuy JesiTeJJbHOCTH 00y YAIONXCsI

Oo0bém B
yacax

Yposennb
OCBOCHHSA

Koapt
KOMIETEeHIHii,
¢opmuposanuio
KOTOpPBIX
crnocodcTByeT
JJIeMeHT
NPOrpaMMbl




HaumenoBanue Cozep:xanne yue6HOro marepuasia u JopMbl Opranuasanuy JesiTeJJbHOCTH 00y YAIONXCsI Oo0bém B| Yposenn Koapt
pasziesioB H TeM yacax | OCBOeHHS | KommneTeHuwui,
¢opmuposanuio
KOTOPBIX
crnocodcTByeT
JJIeMeHT
NpOrpaMMbl
Tema 1 Conepkanne yueOHOro MaTepHasia 1K 2.2.
Meronn Al 1 [JTexumonnnie 3ansTust Nel PetpocneKTHBHBII aHAIN3 Pa3BHTHS MOIXO0IOB K Pa3paboTKe CPeICTB KPHITOrpaduueckoil 3alnTsl HHQOPMAITHH. 1
EZT;:;;ZS;T"TH 2 |/Iaboparopubie 3ansTust Nel Yrposs! 6ezonacHOCTH HHPOPMALHHY HA TPEINPHITHI
Jlexunonnsie 3ansaTust Ne2 Mudopmarmst obuieocTynHas H orpaHndeHHoro gocryna. Kareropun nennoctu nadopmannn. OCHOBHBIC OHATHS M ONPEAICHNUs, OTHOCSIINECS K HHYOPMAIHOHHO 6€30MmacHOCTH: 2 1
aTaKu, yA3BHMOCTH, MONUTHKA OE30IIACHOCTH, MEXaHH3MBI M CEPBHCHI 0€30IIACHOCTH; KJIACCH(UKAIINS aTaK.
4 |/TaGoparopnbie 3ansTust No2 3ammra nHQOPMALMH OT TPAJAHLHOHHOTO IIMHOHAKA U INBEPCHIt 2 2
5 |[/lekunonnsie 3ansiTus Ne3 Mozienu ceTeBoii 6e30macHOCTH U 6€3011aCHOCTH HHPOPMALMOHHOM cucTeMbl. H(OpMaIms Kak 00BEKT 3alUThI. 2 1
6 |JIa6opaTopubie 3ansTus Ne3 3auura nHOPMALIMK OT CIyHaitHBIX YIrpo3 2 2
7 |JTekunonnnie 3ansitust Ned OcHOBHBIE 3a/1a4n 00ECTICYSHNs] KPHITOrPaiuecKoii 3aiuThl HHPOPMALHH. 2 1
8 |[IpakTHueckast moaroroska Nel OCHOBHbIC HTAIbl IPOCKTHPOBAHUS CHCTEMBI 3alUThI HHOpMAaIUH 4 2
9 |Jlekumnonnbie 3ansTust Ne5 OCHOBHBIE METO/IbI H CPE/ICTBA 3AIIUTHI MHGOPMALMK B MHPOPMAIHOHHBIX CHCTeMaX. AHAIIN3 yrpo3 HHHOPMAIIMOHHON 6e30macHOCTH; KiaccH(HKaius yrpos. 2 1
10{ITpakTHyeckas noaroropka Ne2 Crieruduka nepcoHaa NpeIpHATHs Kak 00bEKTa 3aI[HThI 4 2
11[{JIeknnonnsie 3aHaTHS Ne6 ApXHTEKTypa JJICKTPOHHBIX CHCTEM 00pabOTKH JaHHBIX; (OpMaNbHBIC MOACIH; MOJEIN 0E30MacCHOCTH; MOIMTHKA 0E30MaCHOCTH; KPHTEPUH U KJIACCHI 3aIMHIICHHOCTH CPEICTB 2 1
BBIYHCIIUTENPHOM TEXHUKH M ABTOMATH3UPOBAHHBIX HHYOPMALIMOHHBIX CHCTEM;
12({IIpaxkTiyeckne 3ansaTus Nel ®opmupoBanue 1 u3ydeHue cBoicTB moaenu bemra—Jlallagyna 2
13|TIpakTiyeckas noaroroka Ne3 PaspaGotka Mozeneit 00bEKTOB 3alUTHI 4 2
14|/Texunonnpie 3ansTus Ne7 CTaHIapThl 110 OIEHKE 3aIMIIEHHBIX CHCTEM; IIPHMEPBI NPAKTHYECKOH peain3aliuy; OCTPOSHHE MaPOJIbHBIX CHCTEM; 0COOEHHOCTH MPUMEHEHHUs KPUITOrPahUUECKHX METOJI0B; CIOCOObI 1
peanm3alii KpUNTorpadudeckoil moACHCTEMBI;
15|TIpakTyeckne 3ausTus Ne2 Mozenb JOMEHOB M TUIIOB JUISL UNiX-CHCTEM 2
16({I1paxkTiyeckas noaroroBka Ned Diexrponnas mudposas noamucs (SLIT) 4 2
17|JTexunonnsie 3ausTus Ne8 Kparkas ucropus passutust kpuntonorud. OCHOBHbIE OHATHS M onpejenenus. [TogcranoBouHsie 1 nepectanoBounbie mudpsl. Iudpsr Llesaps, Bukenepa, Beproma. Hccnenoanus 1
Ilennona B obnactu kpunrorpaduu. HepackpsiBaemocts mmppa Bepaoma. CuMMeTpHYHbIE CHCTEMbI IH(POBAHHS (CHCTEMBI C CEKPETHBIM KITFOHYOM): MOTOYHBIE WH(PBI, 6104HbIe HPBL. AIIUTHBHEIC TOTOUHbBIE
mudpsl. MeTo1bl TeHepaliy KpUITorpaduuecky KauecTBEHHBIX TICEBI0CITyYaifHBIX T0Ce0BaTeIbHOCTEH. AMepHKaHCKui cTanaapT mupposanus DES: anropurM, ckopocTs paboThl Ha pasiHMyHbIX MIaTGopmax,
[PEKMMBI [0JIb30BAHMS, OCHOBHBIE PE3YJIbTATHI 110 AHAJN3Y CTOHKOCTH.
18{IIpaxTiyeckne 3ansTus Ne3 V3ydenue nporpaMMHOIl CHCTEMBI 3aIUTHI 2 2
19|ITpakTH4eckas noaroroBka NeS MeTo/p1 ayTeHTH(UKALMU U CIIOCOOBI yIIPABICHHUS JJOCTYIIOM 4 2
20[/Iexunonnbie 3ansTust Ne9 O6uiue cBeneHust 06 d1aexTporHoit nudposoit noamucu (SLII). Anropurm DL B cummerpuuHoit kpunrocucreme. Anropurm DI B acummerpruHoil kpunrocucreme. [Ipodiema oomena 2 1
OTKpBITBIMU Kt04aMu 1ipu DL, CroxkHble MaTeMaTHuecKue 3a1a4n U anroputmbl DL ¢ oTkpbiThiME Kitodamu. Anroput™ DSA. Anroputv 'OCT P34.10-94. Cranpapt DL P34.10— 2001
21{IIpakTHueckas noaroroska Ne6 3amnta HHGOPMALHHU OT IEKTOMATHUTHOTO U3JTy4CHHs, HABOJOK 4 2
22|/Tekuuonnbie 3ansTust Nel0 Oynkuun xsmmposannst. Knaccnpukanusa. @ynkimu xsumpoanus 6e3 kmoua (MDC) u ¢ kmogom (MAC). Hpunnuns noctpoenus. @ynkuuu xsumposanns Pusecta: MD2, MD4, 2 1
MD5. AmepukaHckuii cTanaapT Gpyskuun xsmuposanus (SHS) u ero nsmenenus. Poceuiicknii crannapt ¢pynkimu xsmuposanus (FOCT P 34.11-94). [Ipumenenne GpyHKUMM X3WUPOBAHUS B cXeMax HU(poBoit
MOJINMCH H TIPH NMOCTpoeHnn kpuntocucteM. Cunbnble xom- ¢ynkiun SHA-1, SHA-2 u T'OCT 34.11-94. OcHOBHBIE MOHATHS, OTHOCSIINECS K 00eCIIeYeHHIO IeJOCTHOCTH coobmennii u Beranciennio MAC ¢
[OMOIIBIO AITOPUTMOB CHMMETPUYHOrO mndposanus, Xam- Gpyskuuit u anropurva HMAC. KoHTpOIb HENOCTHOCTH JaHHbIX. VlenTHuKanus u ayreHTnduKanus
23|IIpakTiyeckas noaroroska Ne7 Vccnenosanue nporokona IPSec 4 2
24|/Texumonnsie 3anarus Nell TIporpammHo-anmaparHeie cpecTsa samutsl [IDBM 1 ceTeil; METOBI CPEACTBA OTPAHUYEHHS JOCTYNA K KOMITOHEHTAM CETH; METO/IBI M CPE/ICTBA MPUBA3KH MPOrPAMMHOT0 00eCTIeueHHUs 1
K anmnapaTHOMY OKPYKEHHIO K (PM3UUECKMM HOCHTEIISAM: METOIbI ¥ CPEACTBA XPAHEHHs KII0UeBOil HH(MOPMALMH; 3alIHTa IPOrPAMM OT M3YUYEHHS; 3alUTa OT Pa3PyIIAIONINX IIPOrPaMMHBIX BO3JICHCTBHIL; 3aluTa OT
M3MEHEHHH U KOHTPOJIb LIENOCTHOCTH
25|TIpakTiyeckas noaroroBka Ne8 M3yuenue cpencts [P-6e3onacHocty, obecrneunBaeMbIx poTokoioM IPsec 4 2
26|/Iexunonnnbie 3ansTus Nel2 Knaccupukanus crnoco6oB 3amuTel. 3anuTa OT 3aKIajgok U AusacceMOnauposanus. CrnocoObl BCTPaHBaHMS 3alIMTHBIX MEXaHM3MOB B IporpamMmHoe obecneuenue. IlonsaTue 2 1
pa3spyIIaKoIIEro NporpaMMHOIo BO3/JeHCcTBHIA. MoJenn B3auMOIeHCTBUS IIPHKIIAIHOM IIPOrpaMMbl U NPOrPaMMHOM 3akiajki. MeTo/ibl iepexsaTa ¥ HaBs3bIBaHUA HH(OpMaLMK. MeTo/Ibl BHEPEHHs PO PAMMHbIX
3akanok. KoMmbroTepHbIe BUPYChI Kak 0COOBIN KIace pa3pymarouX IPOrpaMMHbIX BO3AEHCTBUH. 3aIUTa OT pa3pyIAOIINX MPOrPAMMHEIX Bo3/ieicTBHit. [TOHATHE H30IMPOBAHHOI MPOrPAMMHOIT Cpe/ibl
27|IIpakTiyeckas noaroroBka Ne9 Opranu3saiiisi KOMIUIEKCHOI CHCTEMbI 3alIMTH HHPOPMALK 00beKTa 2 2
28|Jlexumonnbie 3ansTust Nel3 IIpuMeHeHHEe MEKCETEBBIX YKPAHOB JUIs OPraHH3alHH BUPTYaIbHBIX KOPIOPATUBHEIX ceTeil. IIporpaMmubie MeTob! 3auThl. [IporpaMMHO- ammaparHbie cpeicTsa 3amuTel [I19BM 2 1
29|IpakTiyeckas noaroroska Nel0 3ammra nHGOPMALHH MPABOBBIMH U OPraHU3aLHMOHHBIMU MeTogamu (ITP) 4 2
30|/Iekunonnbie 3ansaTus Nel4 KoHuenuus KOMIUIEKCHON 3amuThl HHOOPMAIMHA. AHAIN3 CXeMbl (YHKIMH 3alIUTHl ¥ PE3YJIbTATOB 3alIUTHl MH(popManuu. [locTaHOBKA 3aa4 ONTHMHU3AIMU CHCTEM 3al[HThI 2 1
HHpOpMaIHH.
31{I[IpakTHyeckas noaroroska Nell MojennpoBanne TeXHIYECKHX KaHAJIOB yTEUKH HHPOPMAIHN 4 2
32(/lexunonnbie 3ansTus Nel5 3ammra KOMIBIOTEPHBIX CETEl OT yJAICHHBIX aTaK 2 1
33|IpaxkTiyeckas noaroropka Nel2 Ananus puckoB 6e30macHOCTH HHOPMALH 4 2
34({/lekunonnsie 3ansaTus Nel6 MeTononorus co3ianus, OpraHH3alul H obecredyeHus (pyHKIMOHUPOBAHHS CHCTEM KOMIUIEKCHOH 3amutsl nHbopmanuu (K3M). Ilyti u npo6ieMsl NIpakTHIECKON peaan3alin 2 1 9
rounenmu K3U. Ilepcniextnser K3U: 3amumennsie nndopmanuonnsie Texnonornn (JIK)




HaumenoBanue
Pa3esioB H TeM

Cozep:xanne yue6HOro marepuasia u JopMbl Opranuasanuy JesiTeJJbHOCTH 00y YAIONXCsI

Oo0bém B
yacax

Yposennb
OCBOCHHSA

Koapt
KOMIETEeHIHii,
¢opmuposanuio
KOTOPBIX
crnocodcTByeT
JJIeMeHT
NpOrpaMMbl

Bcero

90

Hna xapakmepucmuKu yposHs 0C80€HUs YUeOH020 MAMEPUaNa UCNOIb3YIOMCs cedyloujue 0003HAUEeHUSL:
1 - o3naxomumenvublli (03HAKOMIEHUE ¢ PaHee U3YUeHHbIMU 00bEKMAMU, C8OUCMEAMU);
2 - penpodykmugnvlil (8binoaHeHUue 0esiImeIbHOCMU RO 00pa3yy, UHCMPYKYUU WU OO PYKOBOOCIEOM);
3 - npoOyKmMusHblil (NIAHUPOBAHUE U CAMOCIOSAMEbHOE BbINOIHEHUE 0esIMEIbHOCU, peuletue NPoOIeMHbIX 3a0aY ).
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3. YCJIOBUSA PEAJIU3ALIUU NPOTPAMMDBI
YUYEBHOWUJIUCHUILJINHDBI

3.1. /s peanu3anuud NporpaMmbl y4eOHOH AMCHMIJIMHBI J0JKHBI OBITh
NpelyCMOTPeHbI CJIeAyIoIIHe MOMelleHuUs :

JlabopaTopusi ceTell U cUCTeM nepenayu HHPOpMAaLIH
JlabopaTtopuss HpOrpaMMHBIX M MOPOTPAaMMHO-ANNapaTHBIX CPEICTB 3aLIUThI
uHbopMaIuu
JlabopaTopusi TEXHUYECKUX CPEJCTB 3aIIUTh HHPOPMALIMHK:

l. Kommbrotepusiii ctoi (15 mit.)

2. Cryn (15 mt.)

3. Hocka (1 mt.)

4. Cucremnsbiii 6510k (15 mmT.)

5. MounwuTop (15 mt.)

6. KinaBuatypa (15 mr.)

7. Kommnsrotepnas mbiib (15 mT.)

8. [TpoekTop (1 mT.)

9. ABTOMaTU3MpOBaHHOE paboyee MeCTO MpemojaBaTesisl, NepCOHATbHBIN
KOMIIBIOTEpP € mojJKiItoueHueM K cetu «Murepuer» (1 mit.)

10. MynbeTumenuitHoe 000pyIoBaHue (BUIACOMPOESKTOP, IKpaH, KOJIOHKH) (1 miT.)
1. MHuorogyHkiroHanbsHOE YCTpoicTBO (1 1IT.)

12. VYuebusbiit crena «CucteMbl KOHTpoJA U yrpasierus: nocrynom» ( CKY ) (1
IIT.)

3.2. UndopmanmonHoe odecnevyeHne peajsn3auuy nporpaMmmbl

3.2.1. OcHOBHBIE NeYaTHbIE U3AHUS
I. EpmakoBa, A. 0. Metonbsl u cpeacTtBa KpunTorpauueckoi 3amUThI
uHpopmanmn : yuebnoe nmocodue / A. FO. Epmakona, B. B. Jlebenes. — Mocksa : PTY
MUPDA, 2024. — 230 c. — ISBN 978-5-7339-2152-5. — TexkcT : 3JeKTpOHHBIH //
Jlausb : PIEKTPOHHO-OUOMUOTEUHASA cucrtema. — URL:
https://e.lanbook.com/book/420980

3.2.2. /lonoJiHUTe/IbHbIE HCTOYHHKH

I. Metoasl U cpeacTBa Kpuntorpadguiyeckon 3amuThl HHGOPMALUK : yueOHOe
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nocobue / H. H. YmkoBa, A. A. AkcenoBa, M. H. HeuaeBa [u ap.]. — Mocksa : PTY
MUPDA, 2024. — 133 ¢. — ISBN 978-5-7339-2211-9. — TekcT : 31eKTPOHHBIH //
Jlanb : PNEKTPOHHO-OMONIUOTEUYHAS cucreMma. — URL:
https://e.lanbook.com/book/421076

3.2.3. UnTepHeT-pecypcbl

1. https://e.lanbook.com/
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4. KOHTPOJIb U1 OLIEHKA PE3YJIbTATOB OCBOEHUSA YUEBHON

JANCIHATTIMHBI

4.1. O0pa3oBaTe/ibHbIE Pe3yJIbTATHI OCBOEHHUSI 00PA30BaTE/ILHOI MPOrpaMMbI

y‘l66HOﬁ JAUCHHUIIIIHHBI, MTOJJECKAINUE IMTPOBEPKE

Pe3yabTaThl 00yueHus

Kputepun ouenku

|MeTOIlbl OLIEHKH

Ymenne

I[IpuMeHsATH TEXHHYECKHE
Kpunrorpaguueckoid  3amUTH
KOH(QHUJICHIIHAIBHOTO XapaKTepa;

cpeacTBa s
nHbOpMaANH

YMeTh NPUMEHSATh TEXHHUECKHE CpEeACTBa ANA
kpuntorpadpuueckoil  3amuTE  HHOOpPMALUHU
KOHQHUIEHINaTbHOTO XapaKTepa;

TectupoBanue

[IpuMeHATh TEXHHUYECKHE CPENCTBA NI YHUYTOXKCHHS
WHPOPMAIUH M HOCHUTENeH WHPpOpPMAIUU, 3aIUThHI
WHPOPMAIUH B YCIOBUAX MPUMEHECHUS MOOWIBHBIX
YCTpOICTB 00pabOTKU U Mepeiaun JaHHbIX;

YMeThr NpUMEHATh TEXHUYECKHUE CcpeicTBa [
YHHYTOXXEHUSI HHPOPMALUU U HOCUTeNeH NHpOopMaIumy,
3aIMUTH MHPOPMALUM B YCIOBUSX IPUMEHEHUS
MOOWIIBHBIX YCTPOHCTB 00pabOTKH M Nepeadn TaHHBIX;

TecrupoBanue

[IpuMeHSATH CcpencTBa OXPaHHON CHUTHANIH3ANHH,
OXPaHHOTO TEJEBUJECHHUS M CHUCTEM KOHTPOISA H
YNpaBIEHUS IOCTYIIOM;

YMeTp IpUMEHSTh CPeJICTBA OXPaHHON CHUTHAIM3AINH,
OXPaHHOTO TEJNEBHUACHUS M CHCTEM KOHTPOJS H
YTIPaBIEHHS JOCTYIIOM;

TectupoBanue

[IpuMeHATh MHXXEHEPHO-TEXHHUYECKUE CpelIcTBa
¢bu3ndeckoil 3amuThl 00BEKTOB MH(GOPMaTHU3ALUH.

VYMeTh NPUMEHITh HHKECHEPHO-TEXHUYECKUE CPEICTBa
(bu3ndecKoi 3aUThl 00beKTOB HHYOPMATH3ALINH.

Tectuposanue

3HaHue

OcHOBHBIE cIOCOOBI (HU3UYECKOH 3aIHUTHl 0OHEKTOB
“HpOpPMaTH3ALUH;

3HaTh OCHOBHBIE CIIOCOOBI (PU3NUECKOH 3alUTHl 0OBEKTOB
“HpOpPMaTH3aLNH;

Konnoxsuym

MeTOAMKH HHCTPYMEHTAJIBbHOTO KOHTPOIS
3¢ eKTHBHOCTH 3amUThl HHpOpManuH, oopadaTsiBaeMoi
Cpe/JCTBaAMH BBIYHMCIUTENBHONH TEXHHUKHM Ha O0OBEKTax
nHpopmaTH3anmy;

3HaTh METOJIMKH HHCTPYMEHTAJIBHOTO KOHTPOJS
3¢ GeKTUBHOCTH 3amnTH HHpOpManuK, oOpabdaTeiBaeMOii
CpeJCTBaMHU BBIYMCIHUTEIBHON TEXHHKH Ha 0OBEKTax
nH(hOpMaTH3aINY;

Konnoksuym

OCHOBHBIC TPHHIUNBI ACHCTBHSA U XapaKTEPHUCTUKH,
MOPSAOK TEXHHYECKOTO OOCIYyXUBAaHHS, YCTpaHCHHE
HEHUCTIPAaBHOCTEH M OPTaHU3AIMI0 PEMOHTA TEXHUYIECKUX
CpEeICTB 3aIUTHI HHPOPMAIIHH;

3HaTh OCHOBHBIC IPUHINIIBI JCHCTBHUS U XapaKTEPUCTUKH,
MOPSIIOK TEXHUYECKOTO OOCIyKHBAaHHS, yCTpPAaHEHHE
HEHCIIPaBHOCTEH M OpraHM3alUI0 PEMOHTA TEXHUIECKUX
CpEJICTB 3alIUTH HH(OpPMAIHY;

Komnnoxsuym

HoMmeHKnIaTypy M XapaKTepPHUCTHKH amnmapartyphl,
UCTIONB3YEMOil JUls U3MEPEHUs MapaMeTpOB MOOOYHBIX
9NEKTPOMATHUTHBIX H3JIy4YE€HUH M HaBOAOK (manee -
[I5MHUH), a takxe mapamMeTpoB (OHOBBIX LIIYMOB H
bu3MUecKUX TOJeH, CO03/aBaeMbIX TEXHHYECKUMHU
CpeJCTBAMM 3alIUThl MHPOPMAINH;

3HAaTh HOMEHKJIATYPY M XapaKTEPUCTHKH amnaparyphl,
UCIIOJIB3YEMOH Ul M3MEPEHHs MapaMeTpoB MOOOYHBIX
9JEKTPOMArHUTHBIX M3JIYyYeHUH W HABOAOK (nmamee -
[I59MUH), a Takxe mapamMeTpoB (OHOBBIX LIYMOB H
¢busnyeckux moJseil, co3qaBaEMBIX TEXHUYECKHUMHU
CpelcTBaMU 3aIlUThl MH(GOPMALUH;

Komnoksuym

du3nyeckue OCHOBBI, CTPYKTYPY U YCIOBUSI
GbopMHpOBaHHS TEXHHUYECKHX KaHAJIOB YTEUKH
nH]pOpMaIVH, CIIOCOOBI X BBISIBICHHS ¥ METOJIBI OLICHKU
OMACHOCTH, KJIACCHDHUKALHMI CYIECTBYOIHUX
¢u3nUecKNX MoJied M TEeXHUYECKUX KaHAJIOB yTEUKH
nHpopmarmn;

3HaTh (QU3MYECKUE OCHOBBI, CTPYKTYpPY M YCIOBUS
bopMHpOBaHHS TEXHHUYECKUX KaHAIOB YTEUYKH
HH(pOPMAIHHU, CTIOCOOB! UX BBISIBICHUS U METOBI OLCHKH
OIaCHOCTH, KJIACCH(HKAIHMIO CYIECTBYIOMIX (QU3HIECKIX
TIOJIeH U TEXHUWYECKHX KaHAJIOB yTEeUKH NMH(OpMaIHy;

Konnoksuym

HoMeHKIaTypy HPUMEHSEMBIX CpEJCTB 3aLIUTHI
nHGOpPMAMY OT HECAaHKIMOHHPOBAHHOH YTEYKH MO
TEXHUYECKUM KaHalaM U (pU3NUECKON 3alnuThl 00BEKTOB
MHPOPMATH3ALIUH.

3HAaTh HOMEHKJIATYPy NMPHUMEHSEMBIX CPEACTB 3AIIUTHI
nHGOPMANUU OT HECAaHKIHOHHPOBAHHOIl yTEYKH IO
TEXHUYECKHM KaHaJaM U (HM3HYECKOil 3alHThl 00bEKTOB
MHPOPMATH3ALUH.

Konnoxsuym

4.2. Marpuua

COOTBETCTBUHA KOHTPOJBHO-OLHCHOYHBIX

o0pa3oBaTeJbHBIM pe3yjbTaTaM Y4eOHOH JAMCHUIIUHBI

cpeacTs

Pe3yabTaThl 00yueHus Konabi DoH/IbI OLIEHOYHBIX CPeICTB
KOMIIeTeHHii
Ymenue
[IpumeHATh TeXHUYECKUE CpencTBa s Kpuntorpadpuueckoil 3amutsi|[1K 2.2. Bompocsl k auddepuHIupOBaHHOMY
rHpOpMaIK KOHQUAECHIIMATBHOTO XapaKTepa; 3ayéty Ne36-40
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Pe3yabTaThl 00yueHus Konabi DoH/IbI OLIEHOYHBIX CPeICTB
KOMIIeTeHIHii
[MpuMeHATs TEXHHYECKHE CPEACTBA IS YHHUTOXeHus nHpopmaruu u(l1K 2.2. Bompocsl x nudpdepunnuposanHoMy
HOCHTENEH WHPOPMALNH, 3alIUTH HHQOPMAINH B YCIOBUAX PUMECHECHUS 3auéty Ned1-45
MOOMIIBHBIX YCTPOUCTB 00pabOTKH M Nepeaadn JaHHbBIX;
[IpumeHsTH CcpecTBa OXpaHHON CUTHAIM3ALUH, OXpaHHOTO TeneBuaeHus u|l1K 2.2. Bomnpocel k nud¢depuHINPOBAHHOMY
CHCTEM KOHTPOJISI U YIPABICHHUS JOCTYIIOM; 3auéty Ne31-35
[IpuMeHATh MHKCHEPHO-TEXHUUYECKHE cpeacTBa (uanueckon 3amuTsi|[1K 2.2. Bomnpocel kK nudGepuHIUPOBAHHOMY
00BEKTOB HH(POPMATH3ALIHH. 3auéty Ned6-50
3HaHue
OCHOBHBIE CIIOCOOBI (PU3UYECKOH 3aIUTH 00BEKTOB HH)OPMATH3AIHH; K 2.2. Bompocel k nuddepuHINPOBAHHOMY
3auéty Nel6-20
MeTonuKH MHCTPYMEHTAJIBbHOTO KOHTpOJs 3¢ dekruBHocTH 3amuThi(ITK 2.2. Bompocsl k aubdepuHIupoOBaHHOMY
nHpopMary, 00padaTeIBaeMOIl CpeICTBAMHU BBIYUCIUTEIBHON TEXHUKHU Ha 3auéty Ne21-25
o0bekTax nHopMaTH3alLNY;
OCHOBHbBIE NPUHLUINBI JEHCTBUSA M XapaKTepucTuku, nopsagok|IIK2.2. Bompocsl k nuddepuHIupoBaHHOMY
TEXHHYECKOTO OOCIYyXHBAaHUS, yCTpaHEHHE HEUCIPABHOCTEH U 3auéry Nell-15
OpraHM3alUI0 PEMOHTAa TEXHHUYECKHUX CPEJCTB 3aIIUThl MH(OPMAINWY;
HoMmeHknaTypy M XapakTepUCTHKU anmnapaTypsl, ucnoiab3dyemoi nusa|lIK 2.2. Bompocsl x nuddepunnuposanHOMy
HU3MEpEeHHs IapaMeTpoOB MOOOYHBIX 3JIEKTPOMArHUTHBIX H3IyUeHUH H 3auéty Ne6-10
HaBo#oK (manee - [IDMUH), a Taxxe nmapaMeTpoB (OHOBBIX OIYMOB H
(GU3NYeCKUX TOJIeH, CO3MaBaeMBIX TEXHHUECKUMH CPEACTBAMH 3aIIUTHI
nHpopmarmn;
®dusnueckue 0OCHOBEI, CTPYKTYPY H YCJIOBHs popmupoBaHus TexHmdeckux |[1K 2.2. Bompoce k nuddepuHINPOBAHHOMY
KaHAJIOB yTEYKH HH()OPMAIIHH, CTIOCOOBI UX BBISBICHUS M METOIBI OLIEHKU 3auéty Nel-5
OMaCHOCTH, KIACCH(HKAIUIO CYMIECTBYIOINX (QHU3MIECKUX MOJIEH H
TEeXHUIECKUX KaHAJIOB yT€UYKU HH(YOPMAIIH;
Homenknatypy mnpuMeHseMBIX CpeACTB 3amuThl nHpopmanuu ot|[IK 2.2. Bompocsl k aubdepuHuupoBaHHOMY
HECaHKIMOHUPOBAHHOHN yTEUKH 10 TEXHUYECKUM KaHajaM U (pu3ndecKon 3auéty Ne26-30
3alIUThl 00BbEKTOB HH(YOPMATH3AINH.

Bonpocsl k mabopaTtopHoil paboTe yka3zaHbl B METOJUUYECKUX YKAa3aHHUAX K
nabopaTopHO# paboTeno nucuumiInHe Meroasl U CpeCcTBa 3alUThl HH(pOpMALUU IS
oOyuvaronuxcsi cnenuaibHocTu "OOecnedenne MHGOPMALMOHHONW 0€30MacHOCTH
aBToMaTu3upoBaHHbIX cuctem". CrtaBpomnonb, 2026 Bompocbl K MpakTUYECKOM
NOJrOTOBKE yKa3aHbl B METOJAMYECKUX yKa3aHUSX K MPAKTUYECKOM MOJATOTOBKEIO
AUCUUIIIMHE MeToabpl W CpeicTBa 3amluThl WHPOpMAIUHU s 00ydaromHUXCs
CIIEIINAJIbHOCTH "Obecneuenue HUHPOPMANMMOHHONW 0€30MacCHOCTH
aBToMaTu3nupoBaHHbIX cucteMm'. CraBpomnosb, 2026 Bonmpockl K NpakTHYECKOMY
3aHATHIO YKa3aHbl B METOJMYECKUX YKA3aHUSAX K NPAKTUYECKUM 3aHATUSIMIIO
AUCUUILINHE MeToabl M cpeicTBa 3alUThl MHpoOpMaUUM AJs 00ydaroUuXcs
cnenuanbHoctu  "OOecnmeueHue HUHPOPMAUMOHHON  Oe30MacHOCTH
aBTOMAaTU3UpOBaHHBIX cucteM'". CtaBponoiib, 2026
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