IIpunoxenue
K OOII no cnenuansHocTH/IIpodeccun

10.02.05 O6ecneuenne nHGpopMaIHOHHONH 0€30ACHOCTH ABTOMATH3HPOBAHHBIX
CHCTEM

PABOYAS ITPOI'PAMMA YYEBHON AUCLUITIJINHBI

OI1.B.18 MeToab! U cpeZicTBa 3aUTHI HH(OpPMAIIAH

2026



[Iporpammy cocraBumu:
1. KononoBa Hatanmust BnagumupoBHa
JNucnumuna: OI1.B.18 Metosas! u cpencTBa 3amuThl HHPOpMauu

PaGouass mporpamma ydeOHOW MHMCIMIUIMHBI pa3paboTaHa B COOTBETCTBHHU C
denepanbHbIM TOCYJAapCTBEHHBIM 00pa30BaTEIbHBIM CTAHAAPTOM CpPEIHEro
npodeccuoHanpbHOTO OOpazoBanus mo cuenuanpHocTH 10.02.05 OOGecneuenue
nHpOpMaMOHHON 0€30MaCHOCTH aBTOMATH3MPOBAHHBIX CUCTEM YTBEPKIAEHHBIM
npukazoM Munobpnayku Poccum ot 09.12.2016 1. Nel553.

Pabouas nporpamma yueOHOM TUCIUILUIMHBI COCTaBJIEHA HA OCHOBAaHUM Y4EOHOTO
wiana 1o crenuaiabHocTH «10.02.05 O6ecneuenrne nHbOOPMAIMOHHON 0€30HaCHOCTH
aBTOMAaTHU3UPOBAHHBIX CUCTEM)




Buzuposanue PII/I a1 ucnosiHeHUs1 B o4epeIHOM y4eOHOM IOy

PaccmoTpeno u pekoMeHI0BaHO Ha 3acemaHuu kadeapsl MHbopManmoHHOM
0€301MacHOCTH
[TpoTtokon Ne7 ot 23.05.2026

3aBenytomuii kadenpoit [lanoBa CeeTiiana AjekcaHapoBHA



1. OBLLIASI XAPAKTEPUCTUKA PABOYEI TIPOT'PAMMBI YUEBHOI
JNCIHATTJINHBI

OI1.B.18 MeTo/bI M Cpe/ICTBA 3aIIUTHI HHpOpMALIUU
(HaumeHosanUe OUCYUNTUHDL)

1.1. MecTo AMCUMIIMHBI B CTPYKTYPE OCHOBHOM 00pa30BaTe/IbHOM MPOrpaMMBbI

VuebOnag aucruiinaa OII.B.18 Metoasl U cpeacTBa 3aliUThl HHOOPMAIIUNA
ABJISIETCS 00sS3aTEJIbHOM YacThI0 00A3aTEJILHOM 4YacThI I[MKJIa OCHOBHOH
oOpazoBarenbHOil mporpamMmMmbl B cooTBeTcTBUM PI'OC «10.02.05 OOGecneueHue
uH(OpMaIMOHHOW 0€30MaCHOCTH aBTOMATU3UPOBAHHBIX CHUCTEM»IIO CHEIUAIBLHOCTH .
Oco0oe 3HaueHHe OUCHUMNINHA UMeeT Npu (OPMHUPOBAHUU U PA3BUTHUHU OOIIMX
kommerennuii (OK), mpodeccuonanbupix kommnerennuii (I1K):

1. TIK 2.2. O6ecneunBaTh 3amuty UHGOPMAIIMA B aBTOMATH3UPOBAHHBIX CHUCTEMaxX
OT/ICJIbHBIMH MIPOTrPAaMMHBIMHU, POTPAMMHO-aNNIapaTHEIMU CPEJCTBAMU

1.2. He.m, N IVIAHUPYEMBbIC PE3YJJabTAThl OCBOCHHUSA NJUCHUILIHHBI

B pamkax mporpaMmbl y4eOHOUW AUCIUIUIMHBI OOYUYaIOMMMHUCS OCBAUBAIOTCS
YMEHUSI U 3HAHUS



Kon Ymenns 3uanus
OK,
IIK
IIK 2.2.|TIpuMEeHATs, HMHKEHEPHO-TEXHUUECKHE cpeacTBalOCHOBHBIE CMOCOOB (HU3UYECKONW 3amHUTHl OO0OBEKTOB
(bU3HUECKON 3aIUTHl OOBEKTOB MH(DOPMATH3AIMH.; UHPOPMATH3ALNH;;

IIpuMeHSATP TEeXHHYECKHE
KPUNTOTPpaUUIECKOH  3aIUTHI
KOH(HJICHIINAIFHOTO XapaKTepa;;

cpexctBa  ais
nHpOpMALHU

HpI/IMCHHTL cpeacTBa OXpaHHOﬁ CUTHAJIM3alluu,
OXpaHHOI'O TCJICEBUACHUA U CHCTEM KOHTPOJIA H
YIpaBJICHUSA OOCTYIIOM;]

IIpuMeHATh TeXHUYECKHEe CPEACTBA IS YHHUTOXKEHUS
nHpopManuu U HOCHTENeH WHPOPMAIUH, 3aI[UTH
nHOPMANNK B YCIOBHUSAX MPUMEHEHHS MOOMIBHBIX
YCTPOHCTB 00pabOTKH M Iepeaadn JaHHbBIX;

HomeHKnaTypy NPUMEHSEMbIX CPEACTB 3alUThl HHGOPMALUU OT
HECAHKIIMOHUPOBAHHON YTEYKHM IO TEXHMYCCKHM KaHallaM |
(uznveckol 3ammUTHl 00BEKTOB HH(OPMATH3ALNH.;

MeToauKy HHCTPYMEHTAIBHOTO KOHTPOJIS 3 ()EKTHBHOCTH 3alIUTHI
nHpopMmaruu, obpadaTeiBaeMON CpeACTBAMH BBIYHCIHTEIHHON
TEeXHUKHM Ha O0BEKTax MH(OPMaTHU3aLUM;;

OCHOBHbIC TPUHIUIBI ACHCTBUS M XapaKTEPUCTHUKHU, MOPSAIOK
TEXHUYECKOr0 OOCIYy)XHBaHUs, YCTpaHCHHE HEHCHPAaBHOCTEH M
OpPraHM3allMi0 PEMOHTAa TEXHHYECKHX CPEICTB 3allUTH
“HpOpMAIHH;;

HoMeHKIaTypy U XapaKTepUCTUKH alIapaTypbl, HCIIOIb3yEeMOH st
U3MEpEHHUs IapaMeTPOB MOOOYHBIX AIICKTPOMArHUTHBIX H3JIy4CHUI
u HaBoJoK (manee - [IDMUH), a Takxke mapameTpoB (GOHOBBIX
MyMOB U (GU3MYECKUX MOJei, CO3JaBaeMbIX TEXHUYECKHMHU
CpeICTBaMK 3alIUTHl HH(OOPMALUH;;

dusznveckue OCHOBBI, CTPYKTYpPY U YCJIOBHS (OPMHPOBAHUS
TEeXHHYECKUX KaHAJIOB YTEUYKH HH(POPMAIHH, CHOCOOBI HX
BBIBICHHUS M METOIBl OIEHKHM ONAacCHOCTH, KiIacCH(HUKAIUIo
CYIIECTBYIOMNX (PU3NIECKUX MONEH U TEXHHIECKUX KAHAJIOB YTEUKH

WHPOPMAIHH;




2. CTPYKTYPA U COAEPKAHUE YYEBHOM JJUCUUILIVMHBI

2.1. O0béM yueOHOM TUCHMIIINHBI U BUAbI Y4€OHOI UCIUNIMHBI

Bun yueGHoii padoThI O061Bém B yacax
JIeKIMOHHBIE 3aHATHS 32
JlabopaTopHbIe 3aHATUS 6

[IpakTnueckue 3aHATHS

[IpakTuueckast noAroToBKa 46

OO0umit 066EM 00pazoBaTenbHON MPOrpaMMbl y4eOHON TUCIUIUIMHEL, B TOM YHCie B popme 90
MPaKTHYECKOH MOJATOTOBKU

®opma(-b1) kouTpoas: Iuddepenunpopannpiii 3auet




2.2. TemaTuueckuii nj1an u cojepxxkanue yueoHoii qucuuninnbl OI1.B.18 Metoabl U cpeicTBA 3alUMTHI HHGOPMAIIUH




HaumenoBanue
Pa3aesioB H TeM

Coaep:kanne yue0HOro marepuasa u JOpMbl Oprannasaliu JesiTeJIbHOCTH 00y YAIOMMXCst

O0bém B
Jacax

Yposenb
OCBOCHHHA

Koast
KOMIETEeHIHi,
¢opmuposanuio
KOTOPBIX
CnocooCcTBYeT
3JIeMeHT
NpOrpaMMbl




HaumenoBanue Coaep:kanne yue0HOro marepuasa u JOpMbl Oprannasaliu JesiTeJIbHOCTH 00y YAIOMMXCst O0bém B| Yposenn Koast
Pa3aesioB H TeM 4yacax | ocBoeHHsl | KOMIeETeHIMii,
¢opmuposanuio
KOTOPBIX
CnocooCcTBYeT
JJIeMeHT
HIporpaMMbl
Tema 1 Conepsxanue yqeOHOTO MaTepuaia 11K 2.2.
Merto b Al 1 |Jlexunonusie 3ansitust Nel PeTpocneKTHBHBIN aHATN3 Pa3BHTHSI MOXO0/I0B K pa3paboTKe CPeCTB KPUIITOrpahuuecKoi 3aIuThl HHPOPMALHH. 2 1
;zzl:;;::;:[m” 2 |/Iexunonnbie 3ausTus Ne2 Yrpossl 6e30macHOCTH HHPOPMALHHI HA MPENPUATHH 1
3 |/Iekunonnbie 3ausTust Ne3 Undopmauns obmenocTynHas 1 orpaHndeHHoro gocrymna. Kareropun nennocti napopmarmi. OCHOBHBIE TTOHATHS U ONPECIICHHUS, OTHOCSIINECS K HH)OPMALMOHHOI 6€30MacHOCTH: 2 1
aTaKu, yS3BUMOCTH, IIOJIHTHKA OE30MIaCHOCTH, MEXaHU3MBI H CEPBICHI 0E30IIaCHOCTH; KIIaCCH(HKALNUS aTaK.
4 |/lexunonnbie 3ausTus Ned 3aumra nHGOPMALMK OT TPAJUIMOHHOTO MITHOHAXKA U THBEPCHI 2 1
5 |/lexunonnsie 3ansiTHst NeS Mozenu ceteBoii 6e30macHOCTH U 6e30IacHOCTH HHPOPMALMOHHO} cicTeMbl. MHpopMarus Kak 00beKT 3aIHThL. 2 1
6 [Jleknmonnpie 3ansTns Ne6 3amura MHGOPMALNH OT CITy4aiiHbIX YTpo3 2 1
7 |/Texumnonnsie 3anstust Ne7 OcHOBHBIE 3a1auH oOeceueHns KpUNTorpaduuecKoi 3aiuThl HHPOPMAIHH. 2 1
8 [Jlekumnonnpie 3ansTus Ne8 OCHOBHBIE STallbl IPOSKTUPOBAHMS CHCTEMbI 3alIMTHI HHPOPMALUN 2 1
9 [Jleknmonnbie 3ansTns Ne9 OCHOBHBIE METO/IBI M CPEICTBA 3AIMTHI HHPOPMALHH B HHYOPMAIIMOHHBIX CHCTeMaX. AHaIN3 yrpo3 HHMOPMAIIMOHHO 6e30MacHOCTH; KacCu(HUKaIus yrpos. 2 1
10{JIexunonnnie 3ansTus Nel0 Crenuduka nepcoHana NpeanpHsATHs Kak 00bEKTa 3alUThI 4 1
11{JIekunonnsie 3ansaTus Nell ApxuTexTypa dJIC€KTPOHHBIX CHCTEM OO0pabOTKH AaHHBIX; (POpMaIbHBIC MOIENIH; MOJCIN OC30MACHOCTH; MOMHTHKA 0C30MACHOCTH; KPUTEPHH U KIACCHI 3aIMHUIICHHOCTH CPEACTB 2 1
BBIYHCIINTEIIBHOM TEXHUKH U aBTOMATH3UPOBAHHBIX HH()OPMALIMOHHBIX CHCTEM;
12|/Iexunonnsie 3ausTus Nel2 dopmuposanue u usydenue coiicts moenu benna—Jlallanyna 2
13]/Iexunonnbie 3ausust Nel3 PaspaGoTka Mozeneit 00beKTOB 3allUThI 1
14{JIexunonnsie 3ansTus Nel4 CTaHnapThl 110 OLGHKE 3aIIHIIEHHBIX CHCTEM; IIPUMEpPHI IPAKTHIECKOH pean3alii; IOCTPOSHHE NapOJIbHBIX CHCTEM; OCOOCHHOCTH IPUMEHEHHUS KPUNTOTpahHIECKHX METOIOB; CIOCOOBI 2 1
peal3ali KpHITOrpaduecKoil MoACHCTEMBI;
15)/Iekumonnpie 3ansTust Nel5 Mojiesib JOMEHOB M THITOB ISl UNiX-CHCTEM 2
16{IIpaxTHyeckne 3ansaTus Nel Diexrponnas mudposas noamucs (DLIT) 2 2
17|I1pakTideckue 3austust Ne2 [logcranoBounsle 1 nepecranoBounble mmdpst. ndpsr Lleszaps, Buxenepa, Bepaoma. Uccnenosannst lllennona B o6nactu kpunrorpadun. HepackpsiBaemocts mmdpa Beproma. 2
CHMMETPHYHBIC CHCTEMBI MH(PPOBAHHUS (CHCTEMbI C CEKPETHBIM KII0YOM): IOTOYHbIEC MHPHI, O010o4unble mU(pPEl. AXANTHBHBIC TOTOYHbIC MH(PEL. METOIb! reHepaui KPUNTOrpapuIecKn KaueCTBeHHBIX|
TICEeB/IOCTyYaliHBIX IOCIEN0BaTeNbHOCTEH. AMEPUKAHCKHI cTannapT mudposanus DES: anroputM, ckopocTs paboThl Ha pa3IHYHBIX IIATGOpPMAax, PEKHMBI II0JIb30BaHMs, OCHOBHBIE PE3YNbTaThl IO aHAIH3Y|
CTOMKOCTH.
18|I1pakTuyeckue 3anstus Ne3 [IporpaMMHast CHCTEMa 3aIATHL 2 2
19{IIpakTHyeckas noaroroska Nel MeTo/ibl ayTeHTHOHKAIMK U CIOCOOBI YIIPaBJICHHS JOCTYIIOM 4
20[/IabopaTopusie 3austust Nel Anroputm DI B cummerpudHoii kpunrocucteme. Anropur DI B acummerpuaHoit kpuntocucreme. IIpobiaema oOMeHa oTkpbiThiMu Kinrodamu mpu DL CrioxkHble MaTeMaTHYeCKUe 2 2
3amaun ¥ anroput™bl DL ¢ otkpeTeivu Kiouamu. Asroputm DSA. Anropurm 'OCT P34.10-94. Cranpapr DLIIT P34.10- 2001
21{IIpakTHueckas noaroroska Ne2 3amura HHGOPMALUHU OT ICKTOMATHUTHOTO U3ITy4YCHHs, HABOJOK 4 2
22|/IaGopaTopubie 3ansTus Ne2 Oynkimu xsmuposanus. Kinaccupukanusa. @ynkimn xsmuposanus 6e3 kmoda (MDC) u ¢ kmouom (MAC). Ipunnuns: noctpoenus. PyHkimu Xsmuposanus Pusecra: MD2, MD4, 2 2
MD5. Amepuxanckuii ctanaapt ¢pyHkuuu xsmuposanus (SHS) u ero usmenenus. Poccniicknii cranpapt ¢ynxuun xsumposanust (TOCT P 34.11-94). IIpumenenne QyHKIME XOUINPOBAHUS B cXeMaX LU(POBOi
TOANNCH U TIPH NMOCTpoeHnn KpunTocucTeM. Cunbnble xom- ¢pynkiun SHA-1, SHA-2 nu I'OCT 34.11-94. OcHOBHBIE NOHATHS, OTHOCAIIHECH K 00€CIIeYeHNIO 1ETOCTHOCTH coobmenuii u Beruncaenuio MAC ¢
TOMOIIBIO AITOPHTMOB CHMMETPUYHOTO IIHdpoBaHus, Xa1u- Gpyskuuii u anropurMa HMAC. KoHTpoIIb 11eTOCTHOCTH JaHHBIX. MieHTHOUKALNS U ay TeHTHUKALHS
23([IpakTHueckas noaroroska Ne3 Vccnenosanue nporokona [IPSec 4 2
24|J1aGopaTopusie 3ansitust Ne3 [Iporpammuo-anmapatasle cpectsa 3amuTsl [IDBM u cereil; METOIBI CpeCTBa OrpaHUYESHHMS JOCTYTIa K KOMITIOHEHTaM CETH; METO/IbI H CPEACTBA MPUBSA3KH IPOrPAMMHOT0 00eCTIeUeHHS 2
K anmapaTHOMY OKPYXKEHHIO K (pH3MYECKUM HOCHTEIISIM: METOMBI U CPECTBA XPAHCHHUS KIIFOYCBON HH(POPMALINH; 3aIUTa IPOTPAMM OT U3YUEHNUST; 3aI[UTA OT Pa3pyIIAIOIINX IPOrPAMMHBIX BO3JEIHCTBHIL; 3aIlHTa OT)|
M3MEHEHUH U KOHTPOJIb IIEIOCTHOCTH
25|I1pakTuyeckas noaroroBka Ned Msyuenne cpezncts IP-6e3onmacHoctH, obecneunBaeMbIxX poTokonoM IPsec 4 2
26([IpakTHueckas noaroroska Ne5 Knaccudukanus cnoco0oB 3amuTsl. 3amuTa OT 3aKIa0K U AusacceMOaupoBanus. Croco6s! BCTpauBaHHs 3aIUTHBIX MEXaHU3MOB B IIporpaMMmHoe obecrnedenue. [Tonstie 2
pa3pyIIAOIIEro IPOrpaMMHOr0 Bo3JeiicTBHs. Mozenn B3auMOACHCTBUS IPUKIIAAHON IPOrpaMMbl U IPOrPAMMHOI 3aKIafKH. MeTobl epexBaTa U HaBs3bIBaHHA HH(GOPMALMH. MeToabl BHEAPEHHs IPOrPAMMHBIX|
3aknagok. KoMmbroTepHbie BUPYChI Kak 0COOBIH KJIace pa3pyIAlomiX NPOrpaMMHBIX BO3ACHCTBHIA. 3amiuTa OT pa3pymarouX NPOrpaMMHbIX Bo3aeicTBHiA. [TOHATHE H30MMPOBAHHOI MPOrPaMMHOIT CpeIbl
27|TIpakTiyeckas noaroroka Ne6 OpraHusaiusi KOMIUICKCHOH CHCTEMBI 3alUThI HHPOPMALHHK 00beKTa 2 2
28|IIpakTuyeckas noaroropka Ne7 IIpuMeHeHHE MEKCETEBBIX SKPAHOB [l OPraHM3alMH BUPTYaJIbHEIX KOPIOPATHBHBIX ceTeid. [IporpaMmublie MeTo/IbI 3amuThl. IIporpaMmHo- annaparHele cpeicTsa 3auutsl [19BM 2 2
29|ITpakTuyeckas noaroropka Ne8 3aumra nHbopMaImu NpaBoBEIMU H OpraHu3armoHHeIMu Metogamu (TTP) 4 2
30[IIpakTHyeckas noaroroBka Ne9 KoHnennus KOMIUIEKCHON 3alMTHI HHGOPMaUH. AHANN3 cXeMbl GYHKIHI 3aIIUTHl H pe3yIbTaToB 3amuThl HHopManuy. [locTaHOBKA 3224 ONTUMHU3AIMHE CHCTEM 3aIlHTHI 4 2
nH(pOPMAIIH.
31|ITpakTnyeckas noaroroBka Nel) MojenmipoBanne TEXHHIECKHX KaHATOB yTEUKH HHPOPMALIHI 4 2
32|I1pakTuyeckas noaroroBka Nell 3amura KOMIBIOTEPHBIX CETEH OT YIAICHHBIX aTaK 4 2
33|I1pakTuyeckas noaroroBka Nel2 Ananu3s prckoB 6e30macHOCTH HHPOPMALTHI 4 2
34|{I1pakTHyeckasi moaroToBka Nel3 MeTomomorus co3aHus, OpraHi3aluy 1 oOecrieueH s (pyHKIHMOHUPOBAHUS CHCTEM KOMIUIEKCHOHU 3amuThl nHGpopmaruu (K3U). Iyt 1 npobieMsl NpakTHYECKON pean3anin 4 2 9

konnenuu K3U. Iepenexktusbl K3U: sammmennsie napopmanuonnsie texuonoruu (JIK)




HaumenoBanue
Pa3aesioB H TeM

Coaep:kanne yue0HOro marepuasa u JOpMbl Oprannasaliu JesiTeJIbHOCTH 00y YAIOMMXCst

O0bém B
Jacax

Yposennb
OCBOCHHSI

Koast
KOMIETEeHIHi,
¢opmuposanuio
KOTOPBIX
CnocooCcTBYeT
3JIeMeHT
NpOrpaMMbl

Bcero

90

Hna xapakmepucmuKu yposHs 0C80€HUs YUeOH020 MAMEPUaNa UCNOIb3YIOMCs cedyloujue 0003HAUEeHUSL:
1 - o3naxomumenvublli (03HAKOMIEHUE ¢ PaHee U3YUeHHbIMU 00bEKMAMU, C8OUCMEAMU);
2 - penpodykmugnvlil (8binoaHeHUue 0esiImeIbHOCMU RO 00pa3yy, UHCMPYKYUU WU OO PYKOBOOCIEOM);
3 - npoOyKmMusHblil (NIAHUPOBAHUE U CAMOCIOSAMEbHOE BbINOIHEHUE 0esIMEIbHOCU, peuletue NPoOIeMHbIX 3a0aY ).
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3. YCJIOBUSA PEAJIU3ALIUU NPOTPAMMDBI
YUYEBHOWUJIUCHUILJINHDBI

3.1. /s peanu3anuud NporpaMmbl y4eOHOH AMCHMIJIMHBI J0JKHBI OBITh
NpelyCMOTPeHbI CJIeAyIoIIHe MOMelleHuUs :

JlabopaTopusi ceTell U cUCTeM nepenayu HHPOpMAaLIH
JlabopaTtopuss HpOrpaMMHBIX M MOPOTPAaMMHO-ANNapaTHBIX CPEICTB 3aLIUThI
uHbopMaIuu
JlabopaTopusi TEXHUYECKUX CPEJCTB 3aIIUTh HHPOPMALIMHK:

l. Kommbrotepusiii ctoi (15 mit.)

2. Cryn (15 mt.)

3. Hocka (1 mt.)

4. Cucremnsbiii 6510k (15 mmT.)

5. MounwuTop (15 mt.)

6. KinaBuatypa (15 mr.)

7. Kommnsrotepnas mbiib (15 mT.)

8. [TpoekTop (1 mT.)

9. ABTOMaTU3MpOBaHHOE paboyee MeCTO MpemojaBaTesisl, NepCOHATbHBIN
KOMIIBIOTEpP € mojJKiItoueHueM K cetu «Murepuer» (1 mit.)

10. MynbeTumenuitHoe 000pyIoBaHue (BUIACOMPOESKTOP, IKpaH, KOJIOHKH) (1 miT.)
1. MHuorogyHkiroHanbsHOE YCTpoicTBO (1 1IT.)

12. VYuebusbiit crena «CucteMbl KOHTpoJA U yrpasierus: nocrynom» ( CKY ) (1
IIT.)

3.2. UndopmanmonHoe odecnevyeHne peajsn3auuy nporpaMmmbl

3.2.1. OcHOBHBIE NeYaTHbIE U3AHUS
I. EpmakoBa, A. 0. Metonbsl u cpeacTtBa KpunTorpauueckoi 3amUThI
uHpopmanmn : yuebnoe nmocodue / A. FO. Epmakona, B. B. Jlebenes. — Mocksa : PTY
MUPDA, 2024. — 230 c. — ISBN 978-5-7339-2152-5. — TexkcT : 3JeKTpOHHBIH //
Jlausb : PIEKTPOHHO-OUOMUOTEUHASA cucrtema. — URL:
https://e.lanbook.com/book/420980

3.2.2. /lonoJiHUTe/IbHbIE HCTOYHHKH

I. Metoasl U cpeacTBa Kpuntorpadguiyeckon 3amuThl HHGOPMALUK : yueOHOe

11



nocobue / H. H. YmkoBa, A. A. AkcenoBa, M. H. HeuaeBa [u ap.]. — Mocksa : PTY
MUPDA, 2024. — 133 ¢. — ISBN 978-5-7339-2211-9. — TekcT : 31eKTPOHHBIH //
Jlanb : PNEKTPOHHO-OMONIUOTEUYHAS cucreMma. — URL:
https://e.lanbook.com/book/421076

3.2.3. UnTepHeT-pecypcbl

1. https://e.lanbook.com/
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4. KOHTPOJIb U1 OLIEHKA PE3YJIbTATOB OCBOEHUSA YUEBHON

JANCIHATTIMHBI

4.1. O0pa3oBaTe/ibHbIE Pe3yJIbTATHI OCBOEHHUSI 00PA30BaTE/ILHOI MPOrpaMMbI

y‘l66HOﬁ JAUCHHUIIIIHHBI, MTOJJECKAINUE IMTPOBEPKE

Pe3yabTaThl 00yueHus

| Kputepun ouenku

|MeTOIlbl OLIEHKH

3Hanue

OcHOBHBIE crOCO0BI (U3HUECKON 3aIIUTH 00HEKTOB
nHpOpPMaTH3ALUH;

3HaTh OCHOBHBIE CIIOCOOBI (PU3NUECKOIT 3aIUTHI 0OBEKTOB
uH(pOpMaTH3aINY;

Komnoksuym

HoMeHKkIaTypy HpUMEHSEMBIX CPEICTB 3allUThI
nHGOpPMAIMK OT HECAaHKIMOHHPOBAHHON yTEYKH IO
TEXHHYECKUM KaHaiaM u (U3UUECKOH 3alIUTH 00BEKTOB
nHpopmaTH3aImy.

3HaTh HOMCHKIATYPY MPUMEHSEMBIX CPEJCTB 3aIIUThI
HHPOPMAIIMU OT HECAHKI[MOHHUPOBAHHOW YTEUYKH II0
TEXHUYECKUM KaHajiaM U (QU3HYECKOH 3aIIUThI 00BEKTOB
nHpopMaTH3amy.

Konnoksuym

MeTOAMKH  HMHCTPYMEHTalbHOTO  KOHTPOJIA
3¢ GEKTHBHOCTH 3aIUTH HHPOPMAIH, 00padaThIBaeMO
CpeICTBAMH BBIYHCIHUTEIbHONH TEXHMKH Ha OOBEKTax
“HpOPMaTH3ALINH;

3HaTh METOAMKH MHCTPYMEHTAJIBHOI'O KOHTPOJIS
3¢ (eKTUBHOCTH 3alIMTH MHPOPMAIUK, 00padaTeiBaeMOi
CPEeICTBAaMH BBIYHCIUTENbHON TEXHHUKH Ha O0OBEKTax
WHpOPMaTH3aLNH;

KonnoxBuym

OcCHOBHBIE IIPUHIUIIBI ﬂeﬁCTBHﬂ N XapaKTEpHUCTHUKH,
NOopAAOK TEXHHYECKOTO 06cny>1<143a1—11/m, yCTpaHEHUE
HEUCIIPaBHOCTEH M OPraHU3alNI0 PEMOHTA TEXHUYECKUX
CpEJCTB 3alMThl HHPOPMAILIUH;

3HaTh OCHOBHEIE NPUHIUIIBI )lel\f'ICTBI/Iﬂ U XapaKTECPUCTUKH,
NOPAAOK TEXHHUYECKOTO O6C_Hy>KHBaHl/I$(, ycTpaHeHue
HEUCIIPABHOCTEH U OPraHU3aIMI0 PEMOHTA TEXHHYECKHX
CPEICTB 3alIUThl HHPOPMALHH;

Konnoksuym

HomenknaTypy ¥ XapaKTEepUCTHKHM amnnapaTypsl,
HCIOJIB3YeMON JJIsi M3MEPEHHs MapaMeTPOB IMOOOYHBIX
9JEKTPOMATHUTHBIX H3IyYeHHH M HABOJOK (nmanee -
[IOMMHH), a Takxe mapamMeTpoB (HOHOBBIX IIYMOB U
¢u3nyecKknx MojeH, Co3JaBaeMBIX TEXHHYECKHMH
Cpe/CTBaMH 3aIUTHl MH(OPMAINW;

3HaTh HOMEHKJIATYpy M XapaKTEepPUCTHKU annapaTyphl,
HCHONB3YyeMOH I M3MEPEHUs IMapaMeTpoB MOOOYHBIX
9JE€KTPOMAarHUTHBIX W3JIyYeHHH W HABOJOK (nanee -
[I5MUH), a Ttakxe mapaMeTpoB (OHOBHIX IIYMOB H
¢u3nueckux T1oJiell, co3maBaeMBIX TEXHHYECKHUMH
CpeICTBaMHU 3alUTHl MH(MOPMALUH;

Komnoksuym

Du3uyecKknue OCHOBBI, CTPYKTYpY H YCIOBUSA
GbopMHpOBaHUA TEXHMYECKMX KaHAJIOB YTEUYKHU
uH(pOpMaIHH, CIIOCOObI UX BBISBICHHUS U METO/BI OLIEHKH
OMAaCHOCTH, KJIAaCCH(PHUKALHMIO CYI[ECTBYOIUIUX
Gu3nYecKUX Moyied M TeXHHYECKHX KaHAJIOB yTEYKU
WHPOPMAIHIH;

3HaTh (QU3HUECKHE OCHOBBI, CTPYKTYPY U YyCIOBUSA
GOpMHUPOBAaHHUS TEXHMYECKHX KaHAJIOB YTEYKH
nHdopmanuu, crocoGsl UX BBISBICHHS U METO/bI OLEHKU
OTAaCHOCTH, KJIACCU(HUKAINIO CYIMIECTBYIOMNX (HUIUIECKUX
TOJIeH M TEXHUYECKHX KaHAJIOB yTeYKH MH(OpMaIHy;

KonnoxBuym

Vmenne

IIpUMEHATh MHXECHEPHO-TEXHUYECKHE CpEJCTBa
¢u3uuecKoi 3amUTHl 00BEKTOB WH(POPMATH3ALUH.

VYMeTh HNPUMEHSATh MHKEHEPHO-TEXHHYECKHE CPEACTBa
(u3nUecKoi 3aUTH 00HEKTOB HHPOPMATH3AIUH.

TectupoBanue

I[IpuMeHsATH TEXHHYECKHE
Kpunrorpaguueckoid  3amUTH
KOH(MHUJICHIIMAIBHOTO XapaKTepa;

cpeacTBa i
nHbOpMaANH

YMeTh NPUMEHATh TEXHHUECKHE CpEeACTBa ANA
kpuntorpadpuueckoil  3amuTe  HHOOPMALUU
KOHQHUIEHINaTbHOTO XapaKTepa;

TectupoBanue

HpI/IMeHﬂTB cpeacrtsa OXpaHHOﬁ CUTHAJIM3aluu,
OXpaHHOTO TCJICBUACHUA U CHUCTEM KOHTPOJAd U
YIpaBJICHUSA HOCTYIIOM;

Ymerb NPUMEHATL CpEACTBa 0XpaHHOI7I CUTHaJIU3aluu,
OXpaHHOI'O TCJIEBUACHUSA U CHUCTEM KOHTPOJSA H
yrpaBJICHUSA NJOCTYIIOM;

TecrupoBanue

ITpUMEHATh TEXHUYECKHE CPEJCTBA A YHHUTOXKCHHS
nHpopManMK M HOCUTedeidl MHpOpMAlMU, 3aI[UTHI
nHGOpPMAIMH B YCIOBUSAX HPUMEHEHHS MOOUIbHBIX
YCTPOHCTB 00paOOTKH U Tepeadn JaHHBIX;

YMeTh NPHUMEHATh TEXHHUYECKHE CpeAcTBa IIA
YHHYTOXXEHUS] HHPOPMALIUN U HOCUTENeH HHpOpMaIuH,
3aIUTH MHPOPMAOUM B YCIOBUSIX INPUMEHEHUS

MOOMIIEHBIX YCTPOHUCTB 00paOOTKH U TIepeiauyl TaHHBIX;

TectupoBanue

4.2. Marpuua

COOTBETCTBUHA KOHTPOJBHO-OLHCHOYHBIX

o0pa3oBaTeJbHBIM pe3yjbTaTaM Y4eOHOH JAMCHUIIUHBI

cpeacTs

Pe3yabTaThl 00yueHus Konabi DoH/IbI OLIEHOYHBIX CPeICTB
KOMIIeTeHHii
3HaHMe
OcHoBHBIE cOcO0BI (Pr3HUecKoi 3aUThH 00BEKTOB HH(POPMATH3ALINY; K 2.2. Bompocsl k auddepuHIupOBaHHOMY
3ayéty Nel6-20
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Pe3yabTaThl 00yueHus Konabi DoH/IbI OLIEHOYHBIX CPeICTB
KOMIIeTeHIHii
HomeHknaTypy HpHMEHSeMBIX CpEACTB 3amuThl nHPpopManuu oT|[1K 2.2. Bonpocsl x puddepuHIupoBaHHOMY
HECaHKIIMOHUPOBAHHOHN yTEUYKH IT0 TEXHUYECKUM KaHajaM U (pU3HYECKOU 3auéty Ne26-30
3aIIUTHl 00BEKTOB HH(OPMATU3ALUH.
MeToauk MHCTPYMEHTAJIBbHOTO KOHTposs 3¢ dextuBHOCTH 3amuThl|[1K 2.2. Bomnpocel k nud¢depuHINPOBAHHOMY
rHpopMaIun, 00padaTeIBAEMOIl CPeICTBAMH BBIYHUCIUTEIHHON TEXHUKH Ha 3auéty Ne21-25
o0beKTax HHPpOpMaTH3AINH;
OCHOBHbIE MNPUHLHUINB JNEHCTBUSA M XapaKTepucTHKHU, nopsanok|IIK2.2. Bompocsl k nuddepuHInpoBaHHOMY
TEXHHYECKOTO OOCIYXHBAaHUs, yCTpaHEHHE HCHUCIPABHOCTEH WU 3auéty Nell-15
OpraHM3al{I0 PEMOHTAa TEXHHYECKHUX CPEICTB 3allUThl WH(OPMALUHY;
HoMmenknaTypy M XapakTepUCTHKU ammnapaTypsl, ucnois3dyemoit nusa|lIK 2.2. Bomnpocsl x nuddepunnupoBaHHOMY
H3MEpeHUs IMapaMeTpoB MOOOYHBIX 3JIEKTPOMArHUTHBIX H3IyYeHUH H 3auéty Ne6-10
HaBo#oK (manee - [IDMUH), a Taxxe nmapameTpoB (OHOBBIX OIYMOB H
(GU3NYeCKHUX MOJIeH, CO3MaBaeMbIX TEXHHYECKUMH CPEICTBAMH 3aIIUTHI
nHpopmarmu;
®du3ndeckue 0CHOBBI, CTPYKTYPY U yClIoBHs (opMupoBaHus TexHrdecknx ([1K 2.2. Bompocsl x nudpdepunnuposanHoMy
KaHaJIOB yTEUKU MH(OPMAIHH, CIIOCOOB! X BBIABICHUS H METOMABI OLIEHKH 3auéry Nel-5
ONaCHOCTH, KJIACCH(UKAIUIO CYIIECTBYIOINUX (QHU3MUIECKUX MOJIeH H
TEeXHUYECKUX KaHAJIOB YTEUYKU HHPOPMAIIH;
YMmeHue
[IpuMeHATh MHKCHEPHO-TEXHUUECKUE cpeicTBa (uanueckon 3amuThi|[1K 2.2, Bomnpocel k nuddepuHIUPOBAHHOMY
00BEKTOB HH(POPMATH3ALUH. 3auéry Ned6-50
[IpuMeHsATH TEeXHUYECKHE CpeACTBa Ui Kpuntorpapuueckoi 3amutsI(I1K 2.2. Bompocsl x nuddepunnuposanHOMy
nHpopMarmy KOHGUICHIINATEHOTO XapaKTepa; 3auéty Ne36-40
[IpuMeHsTH CcpecTBa OXpaHHON CHTHAIH3ALUH, OXpaHHOTO TeneBuaeHus u|[1K 2.2. Bompocel k nuddepuHINPOBAHHOMY
CHCTEM KOHTPOJISI U YIPABICHHUS JOCTYIIOM; 3auéty Ne31-35
[IpuMeHsATh TEXHUYECKHE CPEACTBa sl YHUYTOXEHus: nHpopmaruu u(l1K 2.2. Bompocsl k aubdepuHuupoBaHHOMY
HocuTenel nHpOopMaLny, 3alUThl HTHYOPMAIK B YCIOBUAX NPUMEHEHUS 3auéty Ned1-45
MOOMIIBHBIX YCTPOUCTB 00paOOTKH U Mepesauyl JaHHBIX;

Bonpocsl k mabopaTtopHoil paboTe yka3zaHbl B METOJUUYECKUX YKAa3aHHUAX K
nabopaTopHO# paboTeno nucuumiInHe Meroasl U CpeCcTBa 3alUThl HH(pOpMALUU IS
oOyuvaronuxcsi cnenuaibHocTu "OOecnedenne MHGOPMALMOHHONW 0€30MacHOCTH
aBToMaTu3upoBaHHbIX cuctem". CrtaBpomnonb, 2026 Bompocbl K MpakTUYECKOM
NOJrOTOBKE yKa3aHbl B METOJAMYECKUX yKa3aHUSX K MPAKTUYECKOM MOJATOTOBKEIO
AUCUUIIIMHE MeToabpl W CpeicTBa 3amluThl WHPOpMAIUHU s 00ydaromHUXCs
CIIEIINAJIbHOCTH "Obecneuenue HUHPOPMANMMOHHONW 0€30MacCHOCTH
aBToMaTu3nupoBaHHbIX cucteMm'. CraBpomnosb, 2026 Bonmpockl K NpakTHYECKOMY
3aHATHIO YKa3aHbl B METOJMYECKUX YKA3aHUSAX K NPAKTUYECKUM 3aHATUSIMIIO
AUCUUILINHE MeToabl M cpeicTBa 3alUThl MHpoOpMaUUM AJs 00ydaroUuXcs
cnenuanbHoctu  "OOecnmeueHue HUHPOPMAUMOHHON  Oe30MacHOCTH
aBTOMAaTU3UpOBaHHBIX cucteM'". CtaBponoiib, 2026
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