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1. OBLLIASI XAPAKTEPUCTUKA PABOYEI TIPOT'PAMMBI YUEBHOI
JNCIHATTJINHBI

OI1.01 OcHoBbI MH(OPMAIIMOHHOI 0€301ACHOCTH
(HaumeHosanUe OUCYUNTUHDL)

1.1. MecTo AMCUMIIMHBI B CTPYKTYPE OCHOBHOM 00pa30BaTe/IbHOM MPOrpaMMBbI

Vyeonasa nucuuniarda OI1.01 OcHoBbl HHPOpMATMOHHON 0€30IIaCHOCTH SIBISIETCS
0053aTeJIbHON YacTbl0 0053aTebHOM YaCThIO IIMKJIAa OCHOBHOM 00pa3oBaTelbHOU
nporpamMmmbl B cooTBeTcTBUH PI'OC «10.02.05 ObGecneuenne nHboOpManmoHHON
0€30MacHOCTH aBTOMATU3UPOBAHHBIX CUCTEMM»IIO crienualibHOCTH . Oco0oe 3HaueHue
TUCUUIUIMHA UMEET NMpu GOPMUPOBAHUM U pa3BUTHU oOmux kommneTeHuui (OK),
npodeccronansubix komnerenmmii (I1K):

1. OK 03. IlnanupoBaTh W peasM30BLIBATH COOCTBEHHOE NMPOQPECCHOHATBHOE U
JUYHOCTHOE pa3BUTHE, TPEANPUHUMATEIBCKYIO JIESITEIBHOCTh B MPOodecCuOHATbHON
cdepe, UCTIOIB30BaTh 3HAHMS IO TPABOBOW M (PMHAHCOBOM TPAMOTHOCTH B Pa3IUUYHBIX
KU3HEHHBIX CUTYaIIHSIX

2. OK 09. ITonb3oBatbes npodeccuoHanbHON JOKYMEHTAIMEN Ha TOCYJapCTBEHHOM U
WHOCTPAHHOM SI3BIKaX

3. OK 06. IIposABasATh TPaXAAHCKO-MATPUOTUUECKYIO TO3UIHIO, JEMOHCTPUPOBATH
OCO3HAaHHOE MOBEJEHHE Ha OCHOBE TPAJUIMOHHBIX POCCUMCKHX JyXOBHO-
HPaBCTBEHHBIX [IEHHOCTEW, B TOM YHCJIE€ C YYETOM FapMOHU3ALNN MEKHAIIMOHAIBHBIX U
MEXPEJIUTHO3HBIX OTHOIICHUMW, MPUMEHITh CTaHIApPThl AHTUKOPPYIIITUOHHOTO
MOBEJICHUS

4. TIK 2.4. OcymecTBlIsATh 00pab0TKy, XpaHEHUE MU Tepeaady HHPopManuu
OrpaHUYEHHOr0 JOCTyNa

1.2. ].[e.m; N IVIAaHUPYEMBbIC PE3Y/IbTAThl OCBOCHHUSA NTUCHHUILITHHBI

B pamkax mporpaMmbl y4eOHON JUCHUIIIMHBI O0Y4YaIOIMIMMUCS OCBAaWBAIOTCS
YMEHUSI U 3HAHUS



Kox OK, IIK

YMmenus

3nanus

OK 03., OK 09.,
OK 06., TIK 2.4.

Knaccudumnuposars 3amumaemMyo HHPOPMAIUIO
10 BHaM TalHBI U CTETICHSIM CEKPETHOCTH;

KnaccubpuuupoBaTh OCHOBHBIE YTPO3bI
Oe3omacHOCTH HH(GOPMALIUH;

JKn3HeHHBIe HUKITBI HHQOPMAIUN OTPAHUICHHOTO AOCTYIIA B
IpoIiecce ee co3ianus, 00paboTKu, Mepeaadmn;;

CymHOCTh U MOHATHE HHDOPMAIMOHHON 0€30MacHOCTH,
XapaKTePUCTHKY €€ COCTABIIAIOINX;;

@®akTOphl, BO3JCHCTBYIOIME HAa HHOOPMALHMIO NMpHU ee
00paboTKe B aBTOMATHU3MPOBAHHBIX (HMH(POPMAIMOHHBIX)

CHCTEMaX;;

CoBpeMEHHBIE cpelcTBa M CmOoco0B oOecrnedeHHs
MHPOPMAIIMOHHOW 0e30MacHOCTH;;

OCHOBHBIC METONHMKH aHalu3a yrpo3 U PHCKOB
HHPOPMAaUUOHHONH OGE30MaCHOCTH;;

Bupl, ICTOYHNKY U HOCUTEIH 3alIUIIAeMON HH(OPMAIIUHL;;

Mecto mHpOpManmUOHHOH 0€30MacCHOCTH B CHCTEME
HAaIMOHAIBHON 0Ee30IMacHOCTH CTPaHBI;;

Hcrounnku yrpo3 6e30macHOCTH HHGOPMAIHH U MEpPHI 110 UX
[PEIOTBPAIICHHUIO;




2. CTPYKTYPA U COAEPKAHUE YYEBHOM JJUCUUILIVMHBI

2.1. O0béM yueOHOM TUCHMIIINHBI U BUAbI Y4€OHOI UCIUNIMHBI

Bun yueGHoii padoThI O061Bém B yacax
JIeKIMOHHBIE 3aHATHS 30
[IpakTuueckue 3aHATUSA 18
OO6umit 066EM 00pa3oBaTenbHON IPOrpaMMbl yueOHOH TUCUUIUIMHEL, B TOM YHCIe B popme 48
MIPAaKTUIECKOI MOATOTOBKH

®opma(-b1) kouTpoas: JudpdepenuupoBannnplii 3auer




2.2. TemaTu4yeckuii njian u coaep:xkanue yueonou gucuumamabl OI1.01 OcHoBbl MH(OPMAIIMOHHOI 0€30I1ACHOCTH

HaumeHoBaHue
pa3zesioB H TeEM

Coaepixanue yueGHOro Marepuaia 1 GopMbl OPraHua3aLMH AeATeIbHOCTH 00Y4aI0MUXCS

O0bém B
yacax

YpoBenb
OCBOEHHUs

Koabl koMneTeHIui,
(opMHPOBaAHHMIO KOTOPBIX
CIOCOOCTBYET 3J1eMeHT
NpOrpaMMsbI

Tewma 1
[IpakTuueckue
3aHATHUS

Conepxanue yueOHOTO MaTepuana

IIpakTyeckne 3ansTus Nel Illudposanne nadhopManyuy METOJOM NPOCTOH MTOICTAHOBKH.

IIpakTHyeckne 3ansTus Ne2 [lludposanne upopManny METOIOM YCIOKHEHHON NEPECTAHOBKH 110 TAOIIHIIE .

IIpakTHyeckue 3ansiTus Ne3 Illudposanue uHpopManny METOIOM CIIOXKHOH MOJCTAHOBKH.

IIpakTyeckne 3ansTus Ned [lludposanne nadopmanny Meto0M «JIMHEHHOTo peructpa ¢ 0OPaTHBIMH CBSI3SIMI»

IIpakTnueckne 3ansarus NeS N3yuenne CRC

IIpakTnueckne 3anaTus Ne6 M3yuenue anropurma mudposanus RSA

IIpakTueckue 3ansaTus Ne7 KomnuecTBeHHAs OleHKA CTOMKOCTH MapobHO#M 3amuThl YacTs 1

IIpakTueckue 3anaTus Ne8 KonnuecTBeHHAs OlIEHKA CTOMKOCTH MApOIbHOM 3amuThl YacTh 2

1
2
3
4
5
6
-
8
9

ITpakTnueckne 3ansarus Ne9 [lupposanue napopmaru Metonom «Perretkn Kapnano»
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OK 03., OK 06., OK 09.,
MK 2.4.

Tema 2
Jlekiun

Conepxanue yueOHOr0 MaTepuana

Jlexnuonnsie 3ansaTus Nel Pexumsl mmdpoBanus

Jlexnmonnsie 3ansaTus Ne2 Vs3euMocTs HH(pOpManny, 00padaTsIBaeMoil B aBTOMAaTH3HPOBAHHEIX crcTeMax. YacTs 2

Jlexnuonnsie 3ansaTus Ne3 OtedecTBEHHBIH cTaHAAPT Ha MU(poBaHne TaHHEIX YacTs |

Jlexuuonnsie 3ansaTus Ned OteyecTBEHHBIH CTaHAAPT Ha MM(pOBaHKe TaHHBIX YacTs 2

Jleknmonnsie 3ansaTus NeS Kpunrorpapuueckue mozxemu. Yacts 1

Jlexnuonnsie 3ansaTus Ne6 Kpunrorpapuueckue mozxenu Yacts 2

Jlexnmonnsie 3ansaTust Ne7 Anroputmsl ayTeHTH(GUKanuu nois3osareneil. Yacts 1

IV |WIND ]|~

Jlexnuonnsie 3ansaTus Ne8 Anroputmsl ayreHTH(GUKAINH TTONB30BaTenei. Yacts 2

O

Jlexuuonnsie 3ansaTus Ne9 DnexrporHas nudposas noamuck Yacts 1

10

Jlexumonnsie 3ansTust Nel0 DnexrponHast nudposas moanucs Yacts 2

11

Jlexnmonnsie 3ansTust Nell 3ammra ot ynaneHHbIX atak yepes ceth Internet Yacts 1

12

Jlexnmonnsie 3ansTust Nel2 3ammra oT yaJIeHHBIX aTak 4epe3 ceTh Internet Yacts 2

13

Jlexnmonnsie 3ansaTust Nel3 AnnapaTHo-nporpaMMHBIE CPEACTBA 3aLUTH KOMITbIOTEpHOH nHpopMannu. YacTs 1

14

Jlexnuonnsie 3ansTust Nel4 AnmapaTHo-IIporpaMMHBIE CPEICTBA 3alIUTH KOMITBIOTEpHOH MHpopManuu. Yacts 2

15

Jlexnmonnsie 3ansaTus NelS Vszsumocts nadopmamu, o6padaTsiBaeMoil B aBTOMaTH3HPOBAHHBIX cucTeMax. YacTs 1
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OK 03., OK 06., OK 09.,
[K 2.4.
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ﬂ]lﬂ Xapakmepucmuku YPO6HA OC60EHUS y1l€6H020 mamepuana UcCnoJjib3yromcs czze()yiou;ue 0003HaUeHUsL:




1 - o3nakomumenvHbwiil (03HAKOMACHUE ¢ paAHee U3YHeHHLIMU 00beKMAMU, CBOUCMBAMU);
2 - penpodyKmusHbulil (8bINOIHEeHUE 0esIMeIbHOCHU N0 00pA3YY, UHCIMPYKYUU UTU NOO PYKOBOOCINEOM) ;
3 - npoOyKkmueHwill (NIAHUPOBAHUE U CAMOCINOSMETbHOEC BbINOIHEHUE 0eSIMETbHOCINU, PeleHue NPOoOIeMHbIX 340aY ).



3. YCJIOBUSA PEAJIU3ALIUU NPOTPAMMDBI
YUYEBHOWUJIUCHUILJINHDBI

3.1. /s peanu3anuud NporpaMmbl y4eOHOH AMCHMIJIMHBI J0JKHBI OBITh
NpelyCMOTPeHbI CJIeAyIoIIHe MOMelleHuUs :

JlabopaTopusi ceTell U cUCTeM nepenayu HHPOpMAaLIH
JlabopaTtopuss HpOrpaMMHBIX M MOPOTPAaMMHO-ANNapaTHBIX CPEICTB 3aLIUThI
uHbopMaIuu
JlabopaTopusi TEXHUYECKUX CPEJCTB 3aIIUTh HHPOPMALIMHK:

l. Kommbrotepusiii ctoi (15 mit.)

2. Cryn (15 mt.)

3. Hocka (1 mt.)

4. Cucremnsbiii 6510k (15 mmT.)

5. MounwuTop (15 mt.)

6. KinaBuatypa (15 mr.)

7. Kommnsrotepnas mbiib (15 mT.)

8. [TpoekTop (1 mT.)

9. ABTOMaTU3MpOBaHHOE paboyee MeCTO MpemojaBaTesisl, NepCOHATbHBIN
KOMIIBIOTEpP € mojJKiItoueHueM K cetu «Murepuer» (1 mit.)

10. MynbeTumenuitHoe 000pyIoBaHue (BUIACOMPOESKTOP, IKpaH, KOJIOHKH) (1 miT.)
1. MHuorogyHkiroHanbsHOE YCTpoicTBO (1 1IT.)

12. VYuebusbiit crena «CucteMbl KOHTpoJA U yrpasierus: nocrynom» ( CKY ) (1
IIT.)

3.2. UndopmanmonHoe odecnevyeHne peajsn3auuy nporpaMmmbl

3.2.1. OcHOBHbIE NEYATHBIC U3TAHUSA

l. Peiin, T. C. OcHoBBI HHpOpMaAIIMOHHOI Oe30macHoCTH : yuebHoe nocodue / T. C.
Peitn, B. B. Topryaskun. — Kemeposo : KemI'V, 2024. — 117 c. — ISBN
978-5-8353-3270-0. — TekcT : 3JeKTpOHHBIN // JIaHb : 3JIEKTPOHHO-OUOIMOTEUHAS

cucrtema. — URL: https://e.lanbook.com/book/427526

3.2.2. /lonoiHUTE/IbHbIE HCTOYHUKH

1. Urnateesa, E. 1. OcHoBbI nH(MDOpMAIIMOHHON 6€30MACHOCTH : yuyeOHOE mocobue
/ E. II. UrnatseBa. — Upkytck : UPHUTY, 2023. — 96 c¢. — ISBN



978-5-8038-1976-2. — Tekct : 3neKTpoHHBIN // JlaHb : 3IEeKTPOHHO-OMOIMOTEYHAS
cucrtema. — URL: https://e.lanbook.com/book/497837

3.2.3. AutepHeT-pecypchl

1. https://e.lanbook.com/
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4. KOHTPOJIb U1 OLIEHKA PE3YJIbTATOB OCBOEHUSA YUEBHON

JANCIHATTIMHBI

4.1. O0pa3oBaTe/ibHbIE Pe3yJIbTATHI OCBOEHHUSI 00PA30BaTE/ILHOI MPOrpaMMbI

y‘l66HOﬁ JAUCHHUIIIIHHBI, MTOJJECKAINUE IMTPOBEPKE

Pe3yabTaThl 00yueHns

Kputepun ouenku

|MeTOIlbl OLIEHKH

Ymenne

Knaccupunuposats 3amumaeMyo HHGOPMALHUIO IO
BUJIAM TaiHbI U CTEHEHSIM CEKPETHOCTH

YMeTh KiIaccUpUIMPOBATh 3alMIAEMY 0 HHPOPMALUIO O
BUJIaM TalfHbBI U CTEMEHSIM CEKPETHOCTH

TectupoBanue

KnaccudunupoBaTb OCHOBHBIE yrpo3bl 0€30MacHOCTH
nHpopmarmu;

YMeTp KiaccupHUUIHpPOBATH
Oe3omacHoCcTH MH(OPMAIHY;

OCHOBHBLIE€ YTI'pPO3EI

TectupoBanue

3Hanue

JKu3HeHHble LUKIbl UHGOPMALUU OrPAHUYEHHOTO
JI0CTYyIIa B IIPOLECCEe e Co3/1anus, 00paboTKy, nepeayn;

3HaTh KU3HEHHBIE IIUKJIBI I/IHq)OpMaLII/II/I OIrpaHUYCHHOTrO
JOCTyIIa B IIPOLIECCe ee CO3IaHMsl, 00paboTKH, mepenadn;

Konnoksuym

CyHIHOCTL U MOHATHE PIH(i)OpMaL[PIOHHOﬁ 6€3OHaCHOCTI/I,
XapaKTEPUCTUKY €€ COCTaBJIAIONINX]

3HaTh CYHOIHOCTh M MOHSITHE HHYOPMANUOHHON
0€30I1aCHOCTH, XapaKTEePUCTHKY €€ COCTaBISIOLINX;

Komnoksuym

®dakTopsl, Bo3IeHCTBYONINE HA HHPOPMALIUIO TIPU €e
00paboTke B aBTOMaTH3UPOBAHHBIX (MH(POPMALIMOHHBIX)
cHCTeMaXx;

3HaTh (HaKTOPHI, BO3AEHCTBYIOINE Ha HHPOPMALHIO MTPH
ee 00paboTke B aBTOMaTH3UPOBAHHBIX (MH(POPMAIIIOHHBIX)
CHCTEMaX;

KonnoxBuym

CoBpeMeHHBIE CpeJCcTBa M CHOCOOBI oOecredYeHus
HHPOPMAIIHOHHON 0E30MacHOCTH;

3HaTh COBPEMEHHBIE CPEJICTBA U CIIOCOOBI 0OecreueHus
MHPOPMAIOHHOM 6€30MaCHOCTH;

Konnoksuym

OCHOBHBIE METOAMKHM aHalW3a yrpo3 M PHCKOB
MHPOPMAIIOHHOH 0e30MacHOCTH;

3HaTh OCHOBHBIE METOJUKH aHAJN3a YIrpo3 M PUCKOB
MHPOPMAIIOHHOW 0€30T1aCHOCTH;

Komnnoxsuym

Bunapl, MCTOYHHMKH M HOCHUTEIH 3allUIIacMOU
HHpOPMAIHIH;

3HaTh BUIBI, UCTOYHUKM M HOCHUTEIH 3alIMIIAeMOM
“HpOPMAIHIH;

Komnoksuym

Mecto uHGOpMAnNOHHON 0€30IACHOCTH B CHUCTEME
HaI[MOHAJbHOH 6€30MaCHOCTH CTPaHBI;

3HaTh MecTO HHGOPMAIIMOHHON 0E30MaCHOCTH B CHCTEME
HAIIMOHAJBHOW 0€30MaCHOCTH CTPAHBI,

Konnoksuym

HcTounuku yrpo3 6e30macHOCTH HHYOPMALIUU U MEPEI
TI0 MIX MPEeI0TBPAIICHHIO;

3HaTh UCTOYHUKH Yrpo3 0e30MacHOCTH WHPOPMAaLHH U

MEDPEI 110 UX MPEAOTBPAIICHUIO,

Konnoxsuym

4.2. Marpuua

COOTBETCTBUHA KOHTPOJBHO-OHCHOYHBIX

o0pa3oBaTeJbHBIM pe3yjbTaTaM Y4eOHOH AMCUHUINIUHBI

cpeacTs

Pe3yabTaThl 00yuenust

| Koabl koMneTeHnuii |

DoH/IbI OLEHOYHBIX Cpeacrs

Ymenne

BUJAM TalHBI M CTETCHSIM CEKPETHOCTU

KnaccuduuupoBats 3amumaemMyo HHPOPMALHUIO M0

OK 03., OK 06., OK 09., IIK

2.4. Ne41- 50

Bomnpocsl k auddepuHunpoBaHHOMY 3a4€Ty

nHpopmarmu;

KnaccupuuupoBaTb OCHOBHBIE YIPO3bl 0€30MaCHOCTH

OK 03., OK 06., OK 09., IIK
2.4.

Bompocsl
Ne31-40

K

I GepUHIPOBAHHOMY 3a4ETy

3HaHue

JOCTYyIa B IIpoLiecce ee co3aaHusi, 00paboTKH, epenaydn;

Ku3HeHHBIE UHUKIBI MHPOPMAIUH OTPAHHYECHHOTO

OK 03., OK 06., OK 09., IIK
2.4.

Bonpocst
Nell-15

K

nuhGepuHINPOBAHHOMY 3a4ETy

XapaKTePUCTUKY €€ COCTABIISIOINX;

CyIIHOCTh U MOHATHE HH()OPMAIMOHHOW 6E30MaCHOCTH,

OK 03., OK 06., OK 09., IIK
2.4.

Bompocsl
Ne25-30

K

I GepuHIIPOBAaHHOMY 3a4ETy

CHCTEMaX;

®dakTophl, BO3ACHCTBYIONINE HA HHPOPMAIUIO IPH ee
00paboTKe B aBTOMAaTH3MPOBAHHBEIX (MH()OPMAIIMOHHBIX )

OK 03., OK 06., OK 09., IIK
2.4.

Bompocsl
Ne6-10

K

I GepUHINPOBAHHOMY 3a4ETy

MHPOPMAIOHHON 0€30MacHOCTH;

CoBpeMeHHBIE CpEACTBa M CHOCOOBl o0ecredeHus

OK 03., OK 06., OK 09., TTK K

2.4.

Bomnpocst
Nel6-20

nuhGepuHIUPOBAHHOMY 3a4ETy

“HPOPMAIIOHHON 0e30MacHOCTH;

OCHOBHBIE METOAMKM aHalIu3a yYrpo3 U PUCKOB

OK 03., OK 06., OK 09., IIK
2.4.

Bonpocst
Ne21-25

K

nupGepuHINPOBAHHOMY 3a4ETy
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Pe3yabTaThl 00yuenust

Koabl kKoMneTeHnuii

DoH/BbI OLEHOYHBIX Cpeacrs

Bunasl, MCTOYHHUKHM W HOCHUTEJIH 3allUI[acMON
WHPOPMAIHIH;

OK 03., OK 06., OK 09., TTK

2.4.

Bomnpocs! k auddepunnnpoBaHHOMY 3a4ETy

Nel5-20

Mecto napOpMALHOHHON 0E30MACHOCTH B CHCTEME
HAIL[MOHAJBbHOH 0€30IIaCHOCTH CTPAaHBbI;

OK 03., OK 06., OK 09., IIK

2.4.

Bompocsl k nuddepuHInpOBaHHOMY 3a4ETy

Ne35-40

Hcrounuku yrpo3 6€30macHOCTH HHGOPMALUK U MEPHI 110
UX IPEeIOTBPALICHUIO;

OK 03., OK 06., OK 09., IIK

2.4.

Bomnpocs! k auddepunurpoBanHoMy 3auéTy

Nel-5

BOHpOCBI K IPAKTHYCCKOMY 3aHATHUIO YKA3daHbl B MCTOANYCCKUX YKA3dHHUAX K

OPaKTUYECKUM 3aHATUAMIIO JucuMIUIMHE OCHOBBI MHPOPMAILMOHHON 0€30MacHOCTH
U1 oO0ydaronuxcs cnenuaibHocTH "ObecnieyeHne MH(MOPMALIMOHHON 0€30MacHOCTH
aBTOMATH3UPOBaHHBIX cucteM". CtaBponoJib, 2026
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