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1. OBLLIASI XAPAKTEPUCTUKA PABOYEI TIPOT'PAMMBI YUEBHOI

JNCIHATTJINHBI

OI1.B.17 Opraausamnusi KOMIOLIOTEePHBIX CeTel

(HaumeHosanUe OUCYUNTUHDL)

1.1. MecTo AMCUMIIMHBI B CTPYKTYPE OCHOBHOM 00pa30BaTe/IbHOM MPOrpaMMBbI

Vuebnas gucrmiuinaa OI1.B.17 Opranusanus KOMIILIOTEPHBIX CETEU SIBISIETCS

0053aTeJIbHON YacTbl0 0053aTebHOM YaCThIO IIMKJIAa OCHOBHOM 00pa3oBaTelbHOU
nporpamMmmbl B cooTBeTcTBUH PI'OC «10.02.05 ObGecneuenne nHboOpManmoHHON
0€30MacHOCTH aBTOMATU3UPOBAHHBIX CUCTEMM»IIO crienualibHOCTH . Oco0oe 3HaueHue

JUCUUIUIMHA UMEET Npu GOPMHUPOBAHUM U pa3BUTHU oOmMUx komnereHuui (OK),

npodeccronansubix komnerenmmii (I1K):

1. TIK 3.5. Opranu3oBbiBaTh OTJENIbHBIE PA0OTHI MO GU3UUECKON 3aIUTE 0OHEKTOB
uH(popMaTH3aLuU

1.2. He.m, N IVIAHUPYEMBbIC PE3YJJabTAThl OCBOCHHUSA NJUCHUILIHHBI

B pamkax mporpaMmbl y4eOHOUW AUCIUIUIMHBI OOYUYaIOMMMHUCS OCBAUBAIOTCS

YMCHHUA W 3HAHUA

Kox OK, YMmenus 3uanust
IIK
IIK 3.5. MPUMEHSITH METO/IbI TPOEKTHPOBAHUS HH()DOPMAIIMOHHBIX CETEH ;; METOJbl MapIIpyTH3aMHH HHPOPMAIMOHHBIX

TEXHOJIOTUIO YIIPABJICHUA 00MeHOM I/IHq)OpMaHI/II/I B CCTAX ;,

PCaIM30BBIBATE OCHOBHBIC 3TAllbl IOCTPOCHUST CeTefI;

HCIIONIB30BaTh COBPEMEHHEIC IMAaKeThl aJAMUHHCTPHUPOBAHHS U
JUAarHOCTHKY MH(OPMAMOHHBIX ceTel (YHKIMOHUPYIOMHNX Ha Oase

OC Windows

MOTOKOB ;;
METOBI KOMMYTAIlUK HHPOPMAIIHH;

0a30BYI0 CEMHYPOBHEBYIO JITAJIOHHYIO MOJECIb
B3aUMOJEUCTBHS OTKPHITHIX cucteM OSI;;

HH(OPMAIOHHBIE PECYPCHI CeTeil;;

TEOpEeTHUYECKHEe OCHOBBI COBPEMEHHBIX
WH(OPMAIMOHHBIX CeTeH;;

MOJIETIH ¥ CTPYKTYPBI HH(POPMAIOHHBIX CETel;;

BUAbl W Ha3HAa4YC€HHUEC alnapaTHbIX CpPEACTB
CETEeBOT0 B3aUMOJCHCTBUSI 5




2. CTPYKTYPA U COAEPKAHUE YYEBHOM JJUCUUILIVMHBI

2.1. O0béM yueOHOM TUCHMIIINHBI U BUAbI Y4€OHOI UCIUNIMHBI

Bun yueGHoii padoThI

O0BéM B yacax

JIeKIMOHHBIE 3aHATHS 32

[IpakTuueckue 3aHATUSA 6

[IpakTuueckast moAroTOBKa 26

Oo6umii 066EM 00pa3oBaTeNbHON MPOrpaMMbl yueOHON TUCIUIUIMHEI, B TOM YKCIe B opme 64

HpaKTI/I‘IeCKOﬁ IOATrOTOBKU

®opma(-bI) KOHTPOJIS: 3adeT




2.2. TemaTuueckuii mjan u cojep:xkanue yueoHoii qucuuninnbl OI1.B.17 Opranu3anusi KOMObIOTEPHBIX ceTel

HaunmenoBanne Coaepixanne yueGHOro Marepnasia 1 GopMbl OPraHuA3aALMHU AEATETLHOCTH 00y4aIOIIMXCS O0bém B | YpoBenb Koabt
pa3/ieioB M TeM yacax | OCBOeHHs KOMIeTeHIIMH,
¢hopmuposanuio
KOTOPbIX
CHOCOOCTBYET
3JIeMeHT
NpPOrpaMmsl
Tema 1 Coneprxanue yaeOHOTO MaTepHaia IK 3.5.
Hpaxkruyeckue| | IIpakTudeckue 3austust Nel 3axBaT n aHanM3 TpaduKa NPOXOISIIUHN IO CBSI3SIM SMYJIUpyeMoi BHyTpH gns3 Tonosoruu. /IIp.3/ 2 2
3aHATHA "
a coxa 2 [IIpakTnueckasi noaroroska Nel IloaxnroueHue M aJIMUHUCTPUPOBAHUE MapUIPyTH3aTOPOB, CTATHYECKas MapIIpyTH3alusd, 2 2
npakTHyeckKas .
p HacTpoiika mpotokoiua RIP /IIp.moar/
MOATOTOBKA
3 [IIpakTnueckast noaroroska Ne2 Coznanue cnuckos /IIp.moar/ 4 2
4 ([TpakTHyeckas noaroroBka Ne3 Coznanue Tabmui /[1p.mor/ 4 2
5 |IIpakTnyeckas noaroroBka Ne4 Crpykrypa HTML nokymenTa. opopmieHne TekcToBbIx 610koB /IIp.moar/ 4 2
6 [[TpakTHyeckue 3anaTus Ne2 GNS3 cumynaTop ceTeil cisco. yCTaHOBKA U TPeIBapUTeIbHAs HacTpolika cumyisitopa GNS3, coznanne 2 2
TectoBoit Tomonoruu /I1p.3/
7 [ITpakTnueckne 3ansTus Ne3 Hactpoiika MapiipyTtusamnuu mo mpotokoiy ospf /I1p.3/ 2 2
8 [[TpakTnueckas noaroroka Ne5 TekcroBoe odopmitenue crpanutl /IIp.moar/ 4 2
9 [IIpakTnueckast noaroroska Ne6 I'uneprexcropsie cepuiku /Ip.moar/ 4 2
10|TIpakTyeckas noaroroBka Ne7 Cosznanue ¢peitmos /IIp.moar/ 4 2




HaumeHoBanue
pa3/iesioB U TeM

Coaepixanue yueOHOro Mmarepuaiia 1 GopMbl OpraHua3aluu JAesiTe/IbHOCTH 00y4aloUXCs

O0béM B
yacax

YpoBenb
OCBOEHUs

Konabi
KOMIIETEeHIIMIA,
¢opmupoBanuo
KOTOPbIX
crnocoo0cTByeT
3JIEMEHT
NPOrpaMmbl

Tema 2
Jlexuun

ConepxaHue yaeOHOTO MaTepuana

1

Jlekmmonnpie 3anaTust Nel Jlekuust 6 Mapuipytusanus nakeros B I[P cersix: moHsTHe MapiipyTu3anuy; TabIUIbl MapIpy TH3ALKH.
/Jlex/

Jlexumnonnble 3anaTus Ne2 Jlekuus 7 Co3anue M aIMHHUCTPUPOBAHHUE T10JIb30BATENIEM COBMECTHO HCIIONB3YEMBIX PECYPCOB: 00LINE
HANKH; YCTAHOBKA pa3pelleH i; KOHTPOJIb HaJl MOJIb30BaTe M. /JIex/

Jlexknnonnnie 3ausTust Ne3 Jlekius 11 OyHkimu, npoueayps! U Ciyk0bl aAMUHUCTpUpoBaHus /JIek/

Jlexnnonnnie 3austust Ne4 Jlexius 13 TpeGoBanus, mpeabsBIsieMble K KOMIBIOTEPHBIM ceTsiM. /JIex/

Jlexnuonnnie 3austust NeS Jlekius 3 BecripoBo/iHbIe TOKaIbHBIE CeTH: 000PYAOBaHKE; METOIbI Tepeiaun JaHHbIX. /JIex/

Jlekuuonnbie 3ansiTus Ne6 Jlekius 8 OOLieHne B IOKANBbHOM ceTh. /JIex/

Jlekunonnsie 3ansaTusa Ne7 Jlekuus 9 YupasieHnue ynaleHHbBIM KOMITBIOTEpOM. /JIek/

Jlexnuonnnie 3ansTust Ne§ Jlekiust 10 OcHOBHBIC 3Tanbl MPOSKTUPOBAHUS KOMITBIOTEPHBIX ceteil /JIex/

O|lx|[Q|N|n|b]Ww

Jlexnuonnnie 3ausust Ne9 Jlekius 12 3amauu aaMuUHUCTpaTOpa y4eOHON KOMITbIOTEpHOIT ceTH. /JIex/

Jlexnuonnnie 3anstus Nel( Jlexkuust 14 Conyx0a karanoros Active Directory. /JIex/

11

Jlekunonnsie 3ansaTus Nell Jlexmusa 15 Cuctema nomensabix nMeH (Domain Name System, DNS). /Jex/

12

Jlekunonnbie 3anaTus Nel2 Jlekuus 16 OnpeneneHue HCXOIHBIX JaHHBIX, BEIOOP pa3Mepa U CTPYKTYpPHI ceTH, 000pyAOBaHUSA,
CETEeBBIX IPOrPaMMHBIX CPEACTB, pacdeT IPUMEPHOI CTOMMOCTH 000pynoBaHus. /JIek/

(NS I O3 [N \O 3 I NS0 I O 3 I\ I (O 38 [ \O ) I} (S )} I \S)

—_— === === =] =] ==

13

Jlexunonnsnie 3ansaTus Nel3 Jlexkuus 1. OCHOBHBIC MPUHLHUIBI TOCTPOCHUS KOMIBIOTEPHBIX CHCTEM H CETei: oOmuii cocTas;
B3aMMOJICHCTBHUE ABYX KOMITBIOTEPOB; TOIIOJIOTHH; BUIbI KOMIBIOTEPHEIX ceTei 1 TpeboBanus k HUM (Jlexnms-Oecena) /Jlex/

14

Jlexnuonnsie 3austust Nel4 Jlexiu 2 CucteMbl U KaHABI epeJadn JaHHbBIX: CTPYKTypa CUCTEMBbI [IepeIadl JaHHbBIX; KAHAIBI CBSI3H
(BHIBI, OCHOBHBIC XapaKTEPHCTHUKM); JINHUH CBSI3H (IIOHSITHE M BUJIBI JIMHUM, TUITBL ¥ CTaHIApTHI Kabenei). /JIex/

15

Jlekunonusie 3ansaTus NelS Jlexmus 4 Mopenb B3auMOAEHCTBHS OTKPHITHIX cucteM /JIex/

16

Jlekunonnsie 3ansaTus Nel6 Jlexmus 5 Ciry:x06a MeH JOMEHOB: cucTeMa JOMeHHBIX nMeH DNS; ocHOBEI ciryx061 DNS; paspemenue
nmeH. /Jlex/

IIK 3.5.

Bceero

64

s xapakxmepucmuku ypoeHs 0C80€eHUsL Y4eOH020 MAmMepuana UCnoIb3yImcs ciedyoujue 0003HaueHus.
1 - o3naxomumenvuwiil (03HAKOMACHUE C PAHEe U3YUEHHIMU 00beKMAaMU, CBOUCMBAMU);

2 - penpodykmugwlil (8binoaHeHUue 0esImeIbHOCMU RO 00pa3yy, UHCIMPYKYUU WU NOO PYKOBOOCINBOM);

3- npOdmeuGHbliZ (nﬂaHupogaHue U camocmosmejlbHoe 8blnoJjIHeHUe ()E}ZmeﬂbHOCWlu, peuternue npO6/Z€MHle 361061'{).




3. YCJIOBUS PEAJIU3ALUU TPOTPAMMBI YYEBHOM
JTUCLMUIIJIUHDBI

3.1. /s peanu3anuud NporpaMmbl y4eOHOH AMCHMIJIMHBI J0JKHBI OBITh
NpelyCMOTPeHbI CJIeAyIoIIHe MOMelleHuUs :

JlabopaTopusi BBIYHCIUTEIbHON TEXHUKHU, APXUTEKTYpPbl MEPCOHAIBHOTO
KOMITIbIOTEPA U MepU(EpUNHBIX YCTPOICTB
JIaGopartopusi IpOrpaMMHOT0 0OeCIeueHuUs! U COIIPOBOXKICHUSI KOMIIBIOTEPHBIX CUCTEM
JlabopaTopusi mporpaMMupoBaHus U 0a3 JaHHBIX
JIaGopaTtopusi opraHu3aliyi U MPUHIIMIIOB TOCTPOCHUS HH(POPMAITMOHHBIX CUCTEM:

Cron komnbroTepHBIH (15 mT.)
Cryn (15 mT.)

Hocka (1 mr.)

Cuctemuslit 610k (15 mt.)
Mownwurop (15 mt.)
KnaBuarypa (15 mt.)

Nk wd =

Kommnsrorepnas mbib (15 mT.)

3.2. UndopmanmonHoe odecnevyeHne peajsn3anuy nporpaMmmbl
3.2.1. OcHOBHbBIE NEYATHBIEC U3JAHUA

1. H.B. Maxkcumos, 1.U. ITonoB. KoMnbioTepHbie ceTH : yueOHOE Tocooue —. —
464 c. — (Cpennee npodeccuonanpruoe oopazoanue). - ISBN 978-5-00091-454-0. -
Texcr : anextponnsiit. - URL: https://znanium.com/catalog/product/1714105 Mockaa :
®OPYM : UHOPA-M, 2022

3.2.2. JlonoJHUTEIbHbIE HCTOYHUKH

1. Hcauenko, O. B. IIporpammHoe obecriedeHre KOMIBIOTEPHBIX CeTeil : yueOHoe
nocobue / O.B. Ucauenko. — 2-e u3a., ucnp. u gom. — Mocksa : UHOPA-M, 2023. —
158 c. — (Cpenuee npodeccuonanbuoe odpazoanue). - ISBN 978-5-16-015447-3. -
Texkcr : anexTponsbiid. - URL: https://znanium.com/catalog/product/1933141

3.2.3. AutepHeT-pecypcbl



DJIEKTPOHHO-0MOIMOTEYHAasl cucTeMa Znanium.com
OnexkTpoHHo-0nbanoTeuyHas cucrema BOOK.RU



4. KOHTPOJIb U1 OLIEHKA PE3YJIbTATOB OCBOEHUSA YUEBHON

JANCIHATTIMHBI

4.1. O0pa3oBaTe/ibHbIE Pe3yJIbTATHI OCBOEHHUSI 00PA30BaTE/ILHOI MPOrpaMMbI
y4eOHOM AUCHUIIIMHBI, MOAJIeKallie MPoBepKe

PesyabTaThl 00yueHus

| Kputepun ouenku

MeTtoabl OLIEHKH

Ymenne

OPUMEHSATh METOABl HPOCKTHUPOBAHUS
HHPOPMAaHMOHHBIX CETeH ;

HPUMEHSAET METOABl HPOCKTUPOBAHUA
HWHPOPMAIIMOHHBIX ceTeH ;

IIpakTnueckoe 3anstue

TEXHOJIOTHIO yIPaBlIeHUs 0OMEHOM UH(pOpMAIIHU B
ceTsx ;

YMEET YIIPaBJIATH 00MeHOM I/IH(bOpMaIII/II/I B CCTAX ;

HpaKTI/I‘IeCKOG 3aHATUC

peanu30BBIBATH OCHOBHBIE ATAlbl MOCTPOCHHS
ceTel

PEATTN30BBIBACT OCHOBHBIC OTallbl TIOCTPOCHUA ceTel

[IpakTnueckoe 3aHsTue

HCMOJb30BaTh COBPEMEHHBIE MakKeThl
aIMUHUCTPUPOBAHUSA U JUATHOCTHUKH
UH(pOPMALMOHHBIX ceTel (YHKIMOHHUPYIOIIUX Ha

6aze OC Windows

yMEeT HCHO0Jb30BATh COBPEMEHHbIE MaKETHI
AAMUHUCTPUPOBAHUSA ¥  JUATHOCTHKH
UH(QOPMALMOHHBIX ceTed (yHKIHOHUPYIOMIMX Ha
6a3e OC Windows

HpaKaneCKoe 3aHATUC

3HaHue

METOJbl MapHIpyTH3anuu HHGPOPMAIUOHHBIX
MIOTOKOB

>

3HAeT METOABI MapHIPYTH3aNUU HHGOPMAITHOHHBIX
TTOTOKOB ;

TectupoBanue KoHTposbHas
pabora

METO/Ibl KOMMYTallu: I/IHCbOpMaL[I/II/I

HCTIOJIB3YET METOIbI KOMMYTalluH PIH(bOpMaHI/II/I

TecrupoBanue KoHTposbHas
pabota

0a30ByI0 CEMHYPOBHEBYIO JTAJOHHYIO MOIEINb
B3aUMOJEHCTBUS OTKPHITEIX cucteM OSI;

3HaeT 0a30BYI0 CEMUYPOBHEBYIO 3TAIOHHYIO MOJIENb
B3aHMOJICHCTBHS OTKPHITEIX cucTeM OSI;

TectupoBanue KoHTponbHas
pabora

MH(OPMALIMOHHBIE PECYPCHI CETEH;

3HaeT MH(OPMAIIMOHHBIE PECYPCHI CETEH;

TectupoBanue KonTtponbHas
pabota

TECOPETHUUYECCKUEC OCHOBBI
I/IH(I)OpMaL[I/IOHHLIX ceTeﬁ;

COBPEMEHHBLIX

TECOPETHUYECCKUC OCHOBBEI
I/IH(i)OpMaIII/IOHHI)IX CeTeﬁ;

COBPEMEHHBIX

TecrupoBanue KoHTposbHas
pabora

MOJIENH U CTPYKTYPHI NH()OPMAIIMOHHBIX CeTell;

3HAeT MOJENH U CTPYKTYpH MH()OPMAaIMOHHBIX
ceTei;

TectupoBanue KoHTponbHas
pabora

BUJbl M HA3HAYEHHE allapaTHBIX CPEJICTB CETEBOTO
B3aUMOJICHCTBHUS ;

3HACT BUJAbI U HA3HAUYCHUC al'll'lapaTHbIX Cpe)lCTB
CETEBOT0 B3aUMOJICHUCTBHUS ;

Tectuposanne KonTponbHas
pabota

4.2. Marpuua

COOTBETCTBUHA KOHTPOJBHO-OHCHOYHBIX

o0pa3oBaTeJbHBIM pe3yJbTaTaM yY4e€OHOH JUCHUINIUHBI

cpeacTs

Pe3yabTaTsl 00yuenus

|KOI[bl KOMHCTeHHHﬁ|

DoHABI OLEHOYHBIX CpeacTs

Ymenune
MIPUMEHSTH METO/IbI TPOEKTHPOBAHUS MH()OPMAIIMOHHEIX CEeTeH ; TIK 3.5. 3aaHus K NIpaKTUYECKUM 3aHATHIM Ne4-6
TEXHOJIOTHIO YIIPaBJICHUS 0OMEHOM HH(POPMAIHH B CETHIX ; TIK 3.5. 3amaHus K PaKTHIecKuM 3aHsaTisM No7-10
peanu30BbIBaTH OCHOBHBIE 3TAIBI IIOCTPOCHHUS CETEH TIK 3.5. 3amaHus K npakTUIeckoi moaroroske Nel-6

HCIIOJIb30BaTh COBPEMCHHBIC MNAKEThI

aIMUHUCTPUPOBAHUS H
JUAarHOCTUKY HH()OPMAIMOHHBIX CeTel GYHKIIMOHUPYIONIMX Ha Oase

IK 3.5.

3ajaHus K IpakTH4eckuM 3anatusm Nel-3

OC Windows

3HaHue
METOABI MapIIPYTH3ALNUU HHPOPMATHOHHBIX TIOTOKOB TIK 3.5. 3amaHus K MIPaKTUIeCKUM 3aHATHsIM Ne3-4
METO/bI KOMMYTaIK HH(pOpManuu IK 3.5. 3amaHus K NIPaKTUIECKUM 3aHATHAM NeS-6

0a30BYI0 CEMHYPOBHEBYIO 3TAJIOHHYIO MOJECIb B3aWMOJCHCTBHS

OTKpHBITBIX cucTeM OSI;

TIK 3.5.

3aaHus K IPaKTUYECKUM 3aHATHSIM Ne7-8

nH(pOpPMaIMOHHBIE PECYPCHI CeTeH; TIK 3.5. 3anaHus K npakTUdecko noaroroske Nel-3
TEOPETUIECKHE OCHOBHI COBPEMEHHBIX HH()OPMALIMOHHBIX CETEH; TIK 3.5. 3amaHus K IPaKTUIecKuM 3aHaTHsIM Ne9-10
MOJIENIU U CTPYKTYPHI HH(OPMALIMOHHBIX CETeH; IK 3.5. 3anaHus K NpakTU4ecKoi moaroroske Ne4-8

10



Pe3yabTaThl 00yueHus

Koabl koMneTenmmii

DoH/IbI OLEHOYHBIX Cpeacrs

BHUABI MW HA3HAYC€HHUEC allapaTHBIX CpPEACTB CCETEBOIO
B3aUMOJICHCTBUS 5

IIK 3.5.

3ajaHus K IpakTHYecKUM 3aHaTusm Nel-2

Bonpochsl kK mpakTUYECKOMY 3aHATUIO YKa3aHbl B METOAUYECKUX YKa3aHUAX K
MPAKTUYECKUM 3aHATUAM N0 aucuuiinHe OpraHu3anus KOMIObIOTEPHBIX CEeTed s
obyuaromuxcsi cunenuanbHocTd "OOecneduenne nHOOpPMAIMOHHONW O€30MaCHOCTH
aBTOMaTU3UpoOBaHHBIX cucTeM". CraBpomnonb, 2025 Bompocsl K NPakTHUYECKOU
NOArOTOBKE YKa3aHbl B METOAUYECKHX YKa3aHUAX K NMPAKTUYECKON MOATOTOBKE IO
aucuuiuinie Opranus3anus KOMIBIOTEPHBIX CETEH JUIsl 00y4arouuXxcsl ClelUaabHOCTH
"Obecneyenne MHGOPMAMOHHONW O0€30MacCHOCTH aBTOMATU3UPOBAHHBIX CHUCTEM'.

CraBpornons, 2025
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