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CUCTEM WM TPOTPAMMHUPOBAHUS
[TpoToxon Ne9 ot 27.05.2024

3aBenytomuii kadenpoit [{pi6ans Unbs KoncTaHTUHOBUY



1. OBLLIASI XAPAKTEPUCTUKA PABOYEI TIPOT'PAMMBI YUEBHOI
JNCIHATTJINHBI

OI1.B.18 MeTo/bI M Cpe/ICTBA 3aIIUTHI HHpOpMALIUU
(HaumeHosanUe OUCYUNTUHDL)

1.1. MecTo AMCUMIIMHBI B CTPYKTYPE OCHOBHOM 00pa30BaTe/IbHOM MPOrpaMMBbI

VuebOnag aucruiinaa OII.B.18 Metoasl U cpeacTBa 3aliUThl HHOOPMAIIUNA

ABJISIETCS 00sS3aTEJIbHOM YacThI0 00A3aTEJILHOM 4YacThI I[MKJIa OCHOBHOH
oOpazoBarenbHOil mporpamMmMmbl B cooTBeTcTBUM PI'OC «10.02.05 OOGecneueHue
uH(OpMaIMOHHOW 0€30MaCHOCTH aBTOMATU3UPOBAHHBIX CHUCTEM»IIO CHEIUAIBLHOCTH .
Oco0oe 3HaueHHe OUCHUMNINHA UMeeT Npu (OPMHUPOBAHUU U PA3BUTHUHU OOIIMX
kommerennuii (OK), mpodeccuonanbupix kommnerennuii (I1K):

1. TIK 2.2. O6ecneunBaTh 3amuty UHGOPMAIIMA B aBTOMATH3UPOBAHHBIX CHUCTEMaxX
OTJIETbHBIMU MPOrPAMMHBIMU, TPOTPAMMHO-AINIAPATHBIMU CPEJICTBAMH.

2. JIP 2 IlposBAAOIIMNA aKTUBHYIO I'PaXXJAHCKYIO IMO3ULHUIO, TEMOHCTPUPYIOIUN
PUBEPKEHHOCTh MPUHIUIIAM YECTHOCTHU, MOPATOYHOCTH, OTKPBITOCTH, IKOHOMHUYECKH
AKTUBHBIN U YYaCTBYIOUIUMH B CTYJEHYECKOM U TEPPUTOPHAIBHOM CaMOYIpaBICHUH, B
TOM YHCJIE€ Ha YCJIOBHUAX JOOPOBOJIbYECTBA, IPOJAYKTUBHO B3aMMOJACHCTBYIOIIUNA U
YYaCTBYIOIIMI B I€ITEIbHOCTH OOLIECTBEHHBIX OpraHu3alui

3. JIP 3 Cobaromaromuii HOpMbl MPABOIMOPAIKA, CASAYIONIUN UaeaiaM IpakIaHCKOTO
oO1ecTBa, odecreueHust 6e30MacHOCTH, TIpaB U cBOOO rpaxkaan Poccun. JIosnbHBIN K
YCTaHOBKAaM U MPOSIBICHUSM IPE/ICTaBUTENEH CyOKYIbTYp, OTIIMYAIOIIUNA UX OT TPYIII C
JNECTPYKTUBHBIM U JI€BUAHTHBIM IMOBEAEHHEM. J[EeMOHCTPUPYIOUIUA HENPUITHE U
NpEAYNPEKIAIOIINN COLIMAIBHO ONACHOE MOBEAEHUE OKPYKAKOLIUX

4. JIP 7 Oco3Haromuid TPUOPUTETHYIO IEHHOCTh JIMYHOCTH YEJIOBEKA; YBAKAIOIIUN
COOCTBEHHYIO U 4Y’>KYIO YHUKAJIbHOCTh B Pa3JIMYHBIX CUTyallUsIX, BO BceX (opMmax u
BUJIAX JIEATEITbHOCTH.

5. JIP 18 CnocoOHbIil aganTUpOBaThCsl K HOBOW CHUTyallMd U MPUMEHSITH HOBBIC
MOJIXO/IbI K PEIICHUIO BO3HUKAIOUIUX MPOOIeM

6. JIP 22 BripaGoTaBmiuii MPUHLIMIIBI YKOJOTHYECKH 11€1eCcOo00pa3HOro MOBEACHHUS,
Oepe’KHOTr0 OTHOIICHUS K CBOEH KU3HHU, )KU3HU JIPYTUX JIIOJIEH, MPUPOIbI, JIAHETHI B
LEJIOM

7. OK 1 BpiOupats cnocoObl pemeHus 3aaad npodecCUOHAIbHON J1eSATENbHOCTH,
IPUMEHUTENBHO K PA3JINYHBIM KOHTEKCTaM.

8. OK 2 OcyiiecTBiaaTh NOUCK, aHAIU3 U UHTEPIIPETALI0 HHPOpMAIIUU, HEOOXO0AUMOM
JUT BBITIOJTHEHUS 33124 PO ECCUOHATIBHON eI TEIbHOCTH.

9. OK 3 IlnanupoBaTh U peaqu30BbIBATh COOCTBEHHOE NMpodeccuoHanibHOE H
JUYHOCTHOE Pa3BUTHE.



10. OK 4 PaGoraTph B KOJUIEKTUBE U KOMaHJe, 3(PHEKTUBHO B3aMMOJIEHCTBOBATH C
KOJUIETaMH, PYKOBOJICTBOM, KJIUECHTaMHU.

1.2. I_[e.m, N IVIAHUPYEMBbIC PE3YJ/JdbTAThl OCBOCHHUSA NJUCHUILJIHHBI

B pamkax mporpaMmbl y4eOHON AUCIUIUIMHBI O0YUYaIOMMMHUCS OCBAUBAIOTCS

YMCHHUA W 3HAHUA

Kox OK, IIK Ymenus 3unanus

IIK 2.2., JIP 2,([IpumeHATs HHXEHEpHO-TEXHHYEcKHe cpeacTBalHoMeHKIaTypy MPUMEHSIEMBIX CPEICTB 3aIIUTH HH(POPMAIUH
JIP 3, JIP 7, JIP|pusndeckoii 3ammTel 00bEKTOB MH(OPMATH3AIMH.; |OT HECAHKIMOHUPOBAHHOMN YTCUKH IO TEXHHYECKUM KaHalaM H
18, JIP 22, OK (buzngeckoli 3amUTE 00HEKTOB HHPOPMATH3ALINIL.;

1,0K 2, OK 3,|/lIlpuMeHATh, TEXHHYECKHE CpEeICcTBa IIs

OK 4 YHUYTOXEHUS HHPOpPMAOUU U HOCHTEeIeH(METOAMKH HHCTPYMEHTAIbHOTO KOHTPOIS 3((EKTHBHOCTH

UHpOpMALKH, 3alIUThl HHPOPMALHUU B YCIOBHAX
MPUMEHEHUSI MOOWIBHBIX YCTPOUCTB 00pa0OTKH H
nepeiayn JaHHbIX;;

I[IpuMeHATH TEXHHUYECKHE CpEeACTBA
KpUnTorpapu4eckoi 3amUTEH
KOH(UJICHIINAIFHOTO XapaKTepa;;

st
uHpopManuu

HpI/IMeHSITL cpeacTBa OXpaHHOfI CUTrHajlIu3aluu,
OXpaHHOTI'O TEJICBUACHHUA U CHUCTEM KOHTPOJA U
YIpaBJICHUSA JOCTYIIOM;

3amuTel HHpopManuu, obOpabaTeiBaeMOH cpeacTBaMU
BEIYHUCIIUTENFHOM TEXHUKH Ha OOBEKTaxX HMH(POPMAaTH3ALUH;;

OCHOBHbBIC NPUHLUIBI ACHCTBHS M XapaKTEPUCTHKHU, TOPSIOK
TEXHUYECKOT0 00CIY)KUBaHHS, yCTPAHCHUE HEHCIPABHOCTE U
OpraHM3allMI0 PEMOHTAa TEXHHYECKHUX CPEACTB 3al[UThI
HH(pOPMAIHH;;

HoMeHKIaTypy U XapaKTepUCTHKHU allliapaTypbl, HCIIOIb3yeMOil
JUIL U3MEPCHUS [apaMeTpOB MOOOYHBIX 3JIEKTPOMArHUTHBIX
H3ITy4eHUH 1 HaBOJOK (nanee - [IDMIUH), a Taxke mapameTpoB
GboHOBBIX IYMOB M (GU3HYECKUX MOJIEH, CO37aBaeMBbIX
TEXHUYECKMMH CPEACTBAMH 3allUThl MH(OpMAIHK;;

dusnueckne OCHOBBI, CTPYKTYPY H YCIOBHUS (POPMHUPOBAHHS
TEXHUYECKUX KaHAJIOB yTCUYKHM MH(OPMAIHH, CIOCOOBI HX
BBISIBJICHUS. M METOJBI OIEHKH OMacHOCTH, KJIACCHU(PHUKAIIUIO
CYLIECTBYIONNX (U3NIECKUX MOJeH U TEXHHYECKHX KaHaJOB
yTeUKU HHPOPMAIHH;;

OcCHOBHBIE CIOCOOBl (QHU3UUECKOW 3amMHUTHl O00BEKTOB

nH(pOopMaTH3aINY;




2. CTPYKTYPA U COAEPKAHUE YYEBHOM JJUCUUILIVMHBI

2.1. O0béM yueOHOM TUCHMIIINHBI U BUAbI Y4€OHOI UCIUNIMHBI

Bun yueGHoii padoThI O061Bém B yacax
JIeKIMOHHBIE 3aHATHS 32
JlabopaTopHbIe 3aHATUS 6

[IpakTnueckue 3aHATHS

[IpakTuueckast noAroToBKa 46

OO0umit 066EM 00pazoBaTenbHON MPOrpaMMbl y4eOHON TUCIUIUIMHEL, B TOM YHCie B popme 90
MPaKTHYECKOH MOJATOTOBKU

®opma(-b1) kouTpoas: Iuddepenunpopannpiii 3auet




2.2. TemaTuueckuii nj1an u cojepxxkanue yueoHoii qucuuninnbl OI1.B.18 Metoabl U cpeicTBA 3alUMTHI HHGOPMAIIUH




HaumenoBanue
pa3nesioB H TeM

Cozepixanne yue6HOro marepuaa u JopMbl Opranua3aluu JesiTeJJbHOCTH 00y AKX CsI

O0bém B
Jacax

YposeHn
OCBOCHHSI

Koapt
KOMIeTeHIHi,
¢opmuposanuio
KOTOPbIX
crnocodcTByeT
3/IeMeHT
NPOrpaMMbl




HaunmenoBanue Copnep:xanne yueGHOro MaTepHaia u GopMbI OpraHHa3aLMM A€ TeTbHOCTH 00YYAIOIHXCSl O6bém B| Yposens Koz
pa3nesioB H TeM yacax | ocBoeHHst KOMIIeTeHIMii,
¢opmuposanuio
KOTOPbIX
crnocodcTByeT
JJIeMeHT
NpOrpaMMbl
Tema 1 Conepsxanue y4eOHOT0 MaTepuaia JIP 18, JIP 2, JIP 22,
Hogeiii pasnen 1 |Jlekunonnsie 3ansiTust Nel PeTpocrieKTHBHBIN aHAM3 Pa3BUTHS MOAXOJOB K pa3paboTKe CPEACTB KPUITOrpaduyecKoil 3aiuThl HHPOPMALIUH. 2 1 JIP 3, JIP 7, OK 1,
2 |IIpaxTuyeckue 3ansaTus Nel Yrposst 6e3omacHocTi HHDOPMALUK HA IPEAIPUITHH 2 glli 22’20K 3, 0K 4,
3 |/Iekunonnsie 3anstus Ne2 Mupopmarms obmieocTynHas 1 orpanndensoro gocryna. Kareropun uennoct nadopmannn. OCHOBHBIE OHSTHS H ONMPEIENICHHS, OTHOCSIINECS K HHPOPMALMOHHOH 6e30MacHOCTH: 2 -
aTaKu, yS3BUMOCTH, IIOJIMTHKA O€30MaCHOCTH, MEXaHU3MBI H CEPBICHI 0e30I1aCHOCTH; KIacCH(HKALNS aTaK.
4 |IIpaxTiyeckne 3anstust Ne2 3amura HHOPMALNHK OT TPAJULHOHHOTO IIITHOHAXKA U JUBEPCHIL 2 2
5 |/lexumnonnsie 3ansitust Ne3 Mozenu ceteBoii 6e30macHOCTH U 6e30IacHOCTH HHPOPMALMOHHO} cucTeMbl. MHpopMarus Kak 00beKT 3aIHThL. 2 1
6 |[IpaxTHueckne 3ansaTus Ne3 3amura HHGOPMALHH OT CIIydYailHbIX yrpo3 2 2
7 [Jleknmonnsbie 3ansTus Ned OcHOBHBIE 3a1a4H 00€eCTIeUeH s KpUNTOrpadhuuecKoi 3aInThl HHYOPMAIHH. 2 1
8 |IIpakTHueckast noaroroBka Nel OCHOBHbBIC 9Talbl IPOCKTUPOBAHUS CHCTEMbI 3aIUThI HHPOPMALHK 4 2
9 |/Iexunonnbie 3ausTus NeS OCHOBHbBIE METO/IbI M CPECTBA 3ALIUTHI HH(MOPMAINK B MHPOPMALIMOHHBIX CHCTEMaX. AHAIN3 YTPo3 HHYOPMALMOHHON Ge30MaCHOCTH; KIACCH(HUKALHS YTPO3. 2 1
10|TIpakTHyeckas noaroroBka Ne2 Crienrduka nepcoHaa MpeAnpHuATHs Kak 00beKTa 3aluThl 4 2
11{/Iekunonnsie 3aHaTH Ne6 ApXUTEKTypa 3JICKTPOHHBIX CHCTEM 00pa0OTKH AaHHBIX; (hOpMaIbHBIC MOJEIH; MOACIH OE30IIaCHOCTH; MOJHTHKA 0E30MaCHOCTH; KPHTEPUH H KJIACCHI 3ALIMIICHHOCTH CPEICTB 2 1
BBIYHCIINTEIIBHOM TEXHUKH U aBTOMATH3UPOBAHHBIX HH()OPMALIMOHHBIX CHCTEM;
12(/1aGopaTopnble 3ansTns Nel Gopmuposanue 1 usydeHue coiicts moaenu benna—Jlallagyna 2 2
13|I1pakTuyeckas noaroroBka Ne3 PaspaboTka Mozeneil 00bEKTOB 3alUThI 2
14{/Iexunonnsie 3ansaTns Ne7 CTaHIapTh 0 OLEHKE 3aIHIICHHBIX CHCTEM; IPUMEPbI MPAKTHYECKOH Pealin3aluy; HOCTPOCHHE MAapOIbHBIX CHCTEM; 0COOCHHOCTH IPHMEHEHHs KPHITOrPahuueCKUX METOLOB; CIOCOOBI 2 1
peal3ali KpHITOrpayecKoil MoACHCTEMBI;
15|/1aGopaTopubie 3ansiTusi Ne2 Moiesb JOMEHOB M THIIOB ISl UNiX-CHCTEM 2 2
16({IIpakTHyeckas noaroroBka Ned DnexrponHas nupposas noamucsk (DLIIT) 4 2
17)/Texunonnsie 3austust Ne8 Kpatkas ucropust passutus kpunrosiorui. OCHOBHbIC OHATHS U onpeaenenus. [ToacraHoBounble n nepectanoBounsie mudps. ndpsr [esaps, Bukenepa, Bepuoma. Mccnenosanus 2 1
Illennona B o6nactu kpunrorpadun. HepackpsiBaemocts nmdpa Beproma. CuMMeTprdHbIe CHCTEMBI M(POBAHIS (CHCTEMBI C CEKPETHBIM KIIFOIOM): HOTOUYHBIE MIH(PBI, 61049HbIe MH(PEL. AIIUTHBHEIC IIOTOYHBIC
mudpsl. MeTo/ bl reHepaniu KpunTorpaguyecky KayeCTBEHHBIX IICEBI0CTyYaiHBIX TI0CIe0BaTeNbHOCTEH. AMepUKaHCKUi cTanaapT mudposanus DES: anroputm, ckopocTs paboThl Ha pa3IUYHBIX MIIaTGOpMaXx,
PEKHMBI [OJIb30BAHHs, OCHOBHBIC PE3yJIbTaThl 110 AHAIN3Y CTOUKOCTH.
18|/1aGopaTopubie 3ansiTust Ne3 M3ydeHne mporpaMMHON CHCTEMBI 3aILHTHI 2 2
19{IIpakTHyeckas noaroroska NeS MeTo/ibl ayTeHTHOHKAIMH U CIOCOOBI YIIPaBJICHHUS JOCTYIIOM 4 2
20|/Iexunonnsie 3ausTust Ne9 O6ime cenenns 06 31ekTporHoi udposoit noamucy (SLIT). Anropurm DI B cummerpuuHoi kpuntocucteme. Anroputy DI B acummerpuuHoit kpunrocucteme. IIpodnema o6meHa 2 1
OTKpBITEIMU KiFo4amu ripu DLIIT. CrioskHble MaTeMaTHueckue 3a1aun 1 anroput™bl DLII ¢ oTkpbiThiMu Kitouamu. Anroput™ DSA. Anroputm 'OCT P34.10-94. Cranmapt D111 P34.10- 2001
21{I[IpakTHueckas noaroroska Ne6 3amura HHGOPMALIU OT ICKTOMATHUTHOTO U3ITy4YCHHs, HABOJOK 4 2
22}JTek 3ansTus Nel0 Oynximn xsmuposanus. Knaccupukauusa. @ynxiun xsmuposanus 6e3 kimoda (MDC) u ¢ kmogom (MAC). Ipunnumner noctpoennst. @yHkuun xamuposanus Pusecta: MD2, MD4, 2 1
MD5. Amepuxkanckuii cranaapt Gyskiun xammposanus (SHS) u ero usmenenust. Poccniicknii crangapt dyuxiun xsmmposanus (FOCT P 34.11-94). IIpumenenne GpyHKIHN XIUIMPOBAHUS B CXeMax LH(POBOM
TOAMMCH M IIPH MocTpoeHun kpunrocucreM. Cunpaeie Xom- Gynkmun SHA-1, SHA-2 u 'OCT 34.11-94. OcHOBHEIE TIOHATHS, OTHOCSIINECS K 00ecredeHnIo LeTOCTHOCTH coobmenuii n Beranciaennio MAC c
TOMOIIIBIO AITOPHTMOB CHMMETPUYHOTO HdpoBaHus, Xa1u- Gpyskuuii u anropurMa HMAC. KoHTpoIIb 11eIOCTHOCTH JaHHBIX. MieHTHOUKALNS U ay TeHTH(UKALHS
23([IpakTHueckas noaroroBka Ne7 Mccnenosanue npotokona [PSec 4 2
24|Jlexunonnnie 3ansitust Nell [Tporpammuo-anmnapatssie cpejctsa 3ammuTsl [[DBM 1 ceteif; METOIBI CpeACTBA OTPAHMYEHHS HOCTYNA K KOMIIOHEHTAaM CETH; METOABI M CPEeICTBA IPHBSI3KHM IIPOrPAMMHOT0 00eCIIeUeHHUS 2 1
K armapaTHOMY OKPY)XKCHHIO K (DM3MUECKUM HOCHTEISIM: METO/bI H CPECTBA XPAHCHUS KIIFOYCBON NH(POPMAINHT; 3aIIUTa IPOrPAMM OT H3YYCHHS; 3alIITa OT Pa3pyIIAIONIIX IPOrPAMMHBIX BO3JCIICTBHIT; 3aIuTa OT
M3MEHEHUH U KOHTPOJIb IIEOCTHOCTH
25|ITpakTuyeckas noaroroBka Ne8 lsyuennue cpezncts IP-6e3onmacHoctH, obecneunBaeMbIxX poTokonoM IPsec 4 2
26[/Iexunonnbie 3ansaTus Nel2 Knaccudukanns crnoco0oB 3amuTsl. 3amura oT 3aKiIaJoK U ausacceMbnupoBanus. CrocoOsl BCcTpauBaHHs 3aIIMTHBIX MEXaHH3MOB B IIporpaMMmuoe obecmedenue. Ilonstue 2 1
pa3pyLIAIOIIEro IPOrpaMMHOI0 Bo3eHcTBUs. Moenu B3auMOJCCTBHS PHUKIIAIHON IPOrpaMMBbI U IPOrPaMMHOIT 3aKkiIagKky. MeTobl epexBata i HaBs3bIBaHMs HHGOPMaLHH. MeTobl BHEAPEHHS IPOrPAMMHBIX
3aknagok. KoMmbroTepHbie BUPYChI Kak 0COOBIH KJIace pa3pyIalomiX NPOrpaMMHBIX BO3ACHCTBHIM. 3aliuTa OT pa3pymarouX NPOrpaMMHbIX Bo3aeicTBHiA. [TOHATHE H30IMPOBAHHO MPOrPAMMHOIT CpeIbl
27|TIpakTnyeckas noaroroka Ne9 OpraHusaiysi KOMIUICKCHOH CHCTEMBI 3alUThl HHPOPMALHH 00beKTa 2 2
28|/Iexunonnpie 3ansaTust Nel3 ITpuMeHEHHE MEKCETEBBIX SKPAHOB JUIs OPraHU3alMN BUPTYaJIbHBIX KOPHOPATUBHBIX ceTeil. IIporpaMMubie MeTObI 3a1uThl. IIporpaMmMHo- annaparHble cpeicTsa 3amuTs [I9BM 2 1
29|ITpakTuyeckas noaroropka Nel 3ammra nubOpMAIHK TPABOBBIMI M OpraHU3alHOHHBIMK MeToAamu (TTP) 4 2
30[Jlexnnonnpie 3ansaTus Nel4 KoHnennus KOMIUIEKCHOH 3amuThl HHQOpManuK. AHAIH3 CXeMbl (GYHKIHH 3allUTHl M pe3yIbTaToB 3amUTH HHGopMaruu. [locTaHOBKA 3a/jay ONTUMHU3ALMHUU CHCTEM 3aIHTHI 2 1
nn(opMmarum.
31{[IpakTHyeckas noaroroka Nell MojenupoBaHue TEXHMYECKUX KaHAJIOB YTEUKH HHpOPMALHU 4 2
32|J/lexunonnbie 3ansTust Nel5 3ammra KOMIBIOTEPHBIX CeTeil OT yJalCHHbIX aTaK 2 1
33|I1pakTuyeckas noaroroBka Nel2 Auanu3s prckoB 6e30macHOCTH HHPOPMALHI 4 2
34|/lexunonnsie 3ansaTusg Nel6 Metonomnorus co3nanus, opraHu3aluy U obecredeHHs: GYHKIHOHHPOBAHHUs CHCTEM KOMILIEKCHOM 3amuThl HHGopMamuu (K3HW). ITyti 1 npo6iaeMsl IpaKTHYECKOH peann3aun 2 1 9
konuenuu K3U. Iepenexktusbl K3U: sammmennsie napopmanuonnsie texnonoruu (JIK)




HaumenoBanue
pa3nesioB H TeM

Cozepixanne yue6HOro marepuaa u JopMbl Opranua3aluu JesiTeJJbHOCTH 00y AKX CsI

O0bém B
Jacax

YposeHn
OCBOCHHSI

Koapt
KOMIeTeHIHi,
¢opmuposanuio
KOTOPbIX
crnocodcTByeT
3/IeMeHT
NPOrpaMMbl

Bceero

90

Hna xapakmepucmuKu yposHs 0C80€HUs YUeOH020 MAMEPUaNa UCNOIb3YIOMCs cedyloujue 0003HAUEeHUSL:
1 - o3naxomumenvublli (03HAKOMIEHUE ¢ PaHee U3YUeHHbIMU 00bEKMAMU, C8OUCMEAMU);
2 - penpodykmugnvlil (8binoaHeHUue 0esiImeIbHOCMU RO 00pa3yy, UHCMPYKYUU WU OO PYKOBOOCIEOM);
3 - npoOyKmMusHblil (NIAHUPOBAHUE U CAMOCIOSAMEbHOE BbINOIHEHUE 0esIMEIbHOCU, peuletue NPoOIeMHbIX 3a0aY ).
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3. YCJIOBUS PEAJIU3ALUU TPOTPAMMBI YYEBHOM
JTUCLMUIIJIUHDBI

3.1. /s peanu3anuud NporpaMmbl y4eOHOH AMCHMIJIMHBI J0JKHBI OBITh
NpelyCMOTPeHbI CJIeAyIoIIHe MOMelleHuUs :

Kabunet nHpOpMaMOHHBIX CUCTEM B TPOPECCUOHATIBHON AESTENBHOCTU
Kabuner nunpopmMaTuku U MaTeMaTUKU
Kabuner komnbroTepHOTO MH3aiiHa
JIabopaTtopust nHGOPMAITMOHHBIX TEXHOJIOTHI B MPOQPECCHOHAIBHON 1eATeIbHOCTH
JIaGopartopus nH(GOPMALMOHHBIX TEXHOJIOTUI
JIaboparopusi KOMIIBIOTEPHOTO JU3aiiHa
JlaGopatopust pa3pabOTKH BEO-TPUIIOKEHUM
Crynus uHXKXEHEpHOU U KoMmbloTepHOU Tpaduku CTyaus pa3paboTku au3aiiHa BeO-
MIPWIOKEHU N
Jlabopatopus hoTocTyaun
JIaboparopust 1u(ppOBbBIX KOMMYHHUKAIIMOHHBIX TEXHOIOTHIA:

Cron xoMnbroTepHbIH (9 miT.)

ctya (9 mr.)

nocka (1 mr.)

CreH bl 10 UHTEPHET-MAPKETUHTY (2 IMIT.)
MJIAKAThI 110 KOHTEHT-MapKETUHTY (3 1IT.)
IUTAKAThI 10 UHTEPHET-MAPKETUHTY (6 1IT.)
makatel o PR-kommynukanuu B digital (5 mir.)

X NNk WD =

IIAKaThI 110 UCCICOOBAHUIO PCKIIAMHBIX 1 KOMMYHHUKAITMOHHBIX KaMITaHU# (5

E
=

9. Pabouee mecTo mpemnoaBarens, mepCcoHaIbHbIN KOMITBIOTEP C MOAKIIOYEHUEM K
cetu «uTepuer» (1 mrT.)

10. Cucremnbiii 610K (9 1miT.)

11. Mownwutop (9 mrt.)

12. KnaBuarypa (9 mir.)

13. Mpiis kKoMiibroTepHast (9 1IT.)

14. MynbsTUMeEIUitHOE 000pyI0BaHKE (BUACOMPOSKTOP, FKpaH, KOJOHKH) (1 1mIT.)

JlabopaTopusi ceTelt U cucTeM nepenayu HHGoOpMaLuu
JlabGopaTopusi SIEKTPOHUKH U CXEMOTEXHUKHU
JlabopaTopus mporpaMMHBIX U HPOTPaMMHO-ANMapaTHBIX CPEACTB 3aU[UTHI
uHopMamu
JlabopaTopusi TEXHUYECKUX CPEJCTB 3aIUTHI HHPOPMALIUH
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IToMroH BRIYUCIMTEILHON TEXHUKHU
[Tonuron yueOHbIX 6a3 IPAKTUK
MeToanueckuii KaOMHET

Kabuner miist camocTosiTenbHON paboThI
JIabopaTopusi KOMIIbIOTEPHOU IpAPUKHU:

Cton xoMIboTepHbIH (9 1mIT.)

cTya (9 mir.)

nocka (1 mr.)

Crenp cpencTBa IUPPOBBHIX KOMMYHHUKAITMOHHBIX TEXHOJIOTUH (3 1IT.)
IUTAKaThI 110 CTPATEeruu NpoJBHKeHUs Openaa B cetn MHTepHert (3 mrT.)
IJTaKaThl 0 MAPKETUHTY B COLIMANIBHBIX CETAX (2 MIT.)

MJIaKaThI [0 Pa3pabOTKe U Pa3MENIEHUIO PEKIaMHOI0 KOHTEHTa (3 1iT.)

e IR

Pabouee mecTo mpemnoaaBartens, MePCOHATbHBIA KOMIBIOTEDP C MOAKIIOYCHUEM K
cetu «Mutepuer» (1 mr.)

9. Cucremublit 6510k (9 1IT.)

10. MonuTop (9 1mT.)

11. Knasuatypa (9 mrt.)

12. MynbsTUMeEInitHOE 000pyI0BaHNE (BUACOMPOSKTOP, SKpaH, KOJOHKH) (1 1mIT.)
13. Mpiis koMinbloTepHast (9 mT.)

KommbrorepHsiit kitacc
Kabuner undopmatuku
JlabopaTopusi TEXHOJIOTUU Pa3pabOTKH 0a3 TaHHBIX
JIabopaTopusi CUCTEMHOTO ¥ IPUKJIAJHOIO IPOrpaMMHUPOBAHUS
JlabopaTopust nHYOPMAITMOHHO-KOMMYHUKAITMOHHBIX CUCTEM
JlabopaTopusi ynpaBiieHHs POEKTHOM AESITEIbHOCTHIO
JlabopaTopus BBIYUCIUTENHHON TEXHUKH, APXUTEKTYPHI IEPCOHAITBHOTO KOMIIBIOTEPA U
nepudepuiHbIX yCTPOUCTB
JlaGopatopusi IpPOrpaMMHOTO 00ECTICYEHHUS U COMTPOBOKIACHUS KOMIIBIOTEPHBIX CUCTEM
JlabopaTopus mporpaMMupoBaHus U 06a3 TaHHBIX
JlabopaTopusi OpraHu3alyi U MPUHLIKIIOB MOCTPOEHUS NH(POPMALIMOHHBIX CUCTEM
JIaGopartopusi nHGOPMALTMOHHBIX PECYPCOB
JlabopaTopusi nHPOPMAIITMOHHBIX TEXHOJIOTUM:

Cron xommnbrotepHbii (16 mrT.)
cto (3 mT.)

ctyn (16 mit.)

nocka (1 mrt.)

Sk Wb

Pacmmpennslii 1BepHoii npoeM (1 mit.)
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6. [Inakatel MO0 MHPOPMALMOHHBIM TEXHOJOTUSIM B MNpo(eccuoHaIbHOU
nesrenbHocTd (12 1mit.)

7. MJAKAThl 0 CTPATETMYECKOMY UM TaKTUYECKOMY IUIAHUPOBAHUIO PEKJIAMHBIX
MeponpuaTuii (5 mrT.)

8. CTeH]Ibl UH(OPMAIIMOHHBIE TEXHOJIOTHHU B TPOdEeCCUOHATBLHOU AesiTeNbHOCTH (4
IIT.)

9. MJIaKaTbhl MO CTPATETHYECKOMY M TaKTHYECKOMY MJIAHUPOBAHUIO
KOMMYHHKAIIMOHHBIX KamMmaHuil (7 miT.)

10. Pabouee MecTo npenogaBaresis, NEPCOHATBHBIA KOMIBIOTEP C MOAKIIOUEHUEM

k cetn «aTepreT» (1 mT.)

1. Cuctemnsiit 6710k (16 mT.)

12. Mownwutop (16 mit.)

13. Kinasuatypa (16 mir.)

14. MBpiiib koMnbroTepHas (16 mit.)

15. Robobuilder RQ — HUNO (MuorodyHkImonanbHbeiii podot-anapous) (1 mir.)
16. Tenesuzop (1 mit.)

17. CneunanuszupoBannast medens (1 mT.)

18. Marpenika — Z (Habop — KOHCTPYKTOp) (5 1IT.)

3.2. UndopmanmonHoe odecnevyeHne peajsn3auuu nporpaMmmbl

3.2.1. OcHOBHbBIE NEYATHBIC U3AHUA

1. H.3. Emenssnona, T.JI. Ilapteixka, U.W. Tlonos. 3amura undpopmanuu B
epCOHAIBLHOM KOMIIbIOTEpE: yueOHoe nocobue /— 2-e u3g. —— 368 c. — (Cpeanee
npodeccruonansaoe oOpazosanue). URL: https://znanium.com/catalog/product/1189325
Mocksa : DOPYM : UHOPA-M, 2021.

3.2.2. /lonoJiHUTe/IbHbIE HCTOYHHKH

1. Criues, 0. H. 3amura napopmaunu 1 uHGopManuoHHasi 0€30MaCHOCTb :
ydueOHoe ocobue 201 ¢. — (Cpennee npodeccuonanbaoe oopazoBanue).. - URL:
https://znanium.com/catalog/product/1191479 Mockga : UHOPA-M, 2021.

3.2.3. UnTepHeT-pecypchbl

1. DJIEKTPOHHO-0MOIMOTeYHasl cucTeMa Znanium.com
2. DnekTpoHHO- OmbmmoTteunas cuctema BOOK.RU
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4. KOHTPOJIb U1 OLIEHKA PE3YJIbTATOB OCBOEHUSA YUEBHON

JANCIHATTIMHBI

4.1. O0pa3oBaTe/ibHbIE Pe3yJIbTATHI OCBOEHHUSI 00PA30BaTE/ILHOI MPOrpaMMbI

y‘l66HOﬁ JAUCHHUIIIIHHBI, MTOJJECKAINUE IMTPOBEPKE

Pe3yabTaThl 00yueHus

Kputepun ouenku

|MeTOIlbl OLIEHKH

Ymenne

IIpUMEHATh MHXEHEPHO-TEXHUYECKHE CpPEeJCTBa
¢u3uuecKoi 3amuTHl 00BbEKTOB WHGOPMATH3ALUH.

YMeTh NPUMEHATh MHKEHEPHO-TEXHHYECKHE CPEACTBa
(u3HUecKol 3aUTH 00BEKTOB HHPOPMATH3ALIUH.

TectupoBanue

[IpuMeHATh TEXHHYECKHE CPENCTBA NI YHUYTOXKCHHS
WHPOPMAIMH M HOCHUTENeH WHPpOPMAIUU, 3aIUThHI
WHPOPMAIUH B YCIOBUAX MPUMEHECHUS MOOWIBHBIX
YCTpOICTB 00pabOTKU U Mepeiaun JaHHbIX;

YMeThr HpUMEHATh TEXHUYECKHUE CcpeicTBa [
YHHYTOXXEHUsSI HHPOPMALUU U HOCUTENeH MHpOopMaIumy,
3aIMUTH MHPOPMAIUM B YCIOBUSX IPUMEHEHUS
MOOMIIBHBIX YCTPOHCTB 00pabOTKH M Nepeadn TaHHBIX;

TectupoBanue

[IpuMeHATE TEXHHYECKHE
KpUNTOTpadUIECKONH  3amUTEH
KOH(QHUJICHITHAIFHOTO XapaKTepa;

cpeacTtBa  Aus
nHbpOpMAINH

VYMeTh NPUMEHSITh TEXHHYECKHE CpEACTBa s
Kpunrorpapuyeckod  3amuTel HHGDOpPMANHH
KOHOHUIEHIHAIbHOTO XapakTepa;

TectupoBanue

[IpuMmeHaATs cpencTBa OXpPAaHHOM CHUIHaAlM3alMH,
OXPaHHOTO TEJEBUJEHUS U CUCTEM KOHTPOJISA H
YOPaBIEHUs 1OCTYIIOM;

YMeTh NPUMEHATh CPEACTBA OXPAHHOM CUTHAIM3ALIMM,
OXPaHHOTO TEJEBUIEHHS M CUCTEM KOHTPOJIA H
YIPaBIEHUs TOCTYIIOM;

Tectuposanue

3HaHue

HoMeHKIaTypy HPUMEHSEMBIX CPEJCTB 3aLIUTHI
nHGOpPMAlMM OT HECAaHKIMOHHPOBAHHOH YTEYKH MO
TEXHUYECKUM KaHalaM U (pU3NUECKON 3aluThl 00BEKTOB
“HPOPMATH3ALUH.

3HAaTh HOMEHKJIATYpy NPHUMEHSEMBIX CPEACTB 3aIIUTHI
nHGOPMALMH OT HECAaHKIHOHHPOBAHHOI yTEUKH IO
TEXHUYECKMM KaHaJaM M (HU3HYECKOil 3alUThl 00BbEKTOB
“HPOPMATH3ALIUH.

Konnoxsuym

MeTOAMKH HHCTPYMEHTAJIBbHOTO KOHTPOIS
3¢ PeKTHBHOCTH 3aUThl HHpOpMannH, 00pabdaTsiBacMoOi
Cpe/JCTBAMH BBIYHMCIUTEIBHONH TEXHUKHM Ha OOBEKTax
nHpopmaTH3anmy;

3HaTh METOJIMKH HHCTPYMEHTaJIbHOTO KOHTPOJS
3¢ peKTUBHOCTH 3amUTh HHpOpManuy, oOpabdaTeiBaeMOii
CpeJCcTBaMHU BBIYMCIHUTEIBHON TEXHHKH Ha 00BEKTax
nH(hOpMaTH3aINY;

Konnoksuym

OCHOBHBIC TPHHIUNBI ACHCTBHSA U XapaKTEPHUCTUKH,
MOPSAOK TEXHUYECKOTO OOCIYyXUBAaHHS, YCTpaHCHHE
HEHUCTIPAaBHOCTEH M OPraHU3AIMI0 PEMOHTA TEXHUIECKUX
CpEeICTB 3aIUTHl HHPOPMAIIHH;

3HaTh OCHOBHBIC IPUHINIIBI JCHCTBHS U XapaKTEPUCTUKH,
MOPSIIOK TEXHUYECKOTO OOCIyKHBAaHHS, yCTPAaHEHHE
HEHCIIPAaBHOCTEH M OpraHM3alUI0 PEMOHTA TEXHUIECKUX
CpEJICTB 3alIUTH HH(OpPMAIHY;

Komnnoxsuym

HoMmeHKIaTypy M XapaKTepPHUCTHKH annapartyphl,
UCTIONB3YEMOil JUIs U3MEPEHUs MapaMeTpOB MOOOUHBIX
9MIEKTPOMATHUTHBIX H3JIy4YE€HUH M HAaBOAOK (manee -
[I59MHUH), a takxe mapamMeTpoB (OHOBBIX IIYMOB H
bu3MUecKUX TOJeH, CO03/aBaeMbIX TEXHHYECKHMHU
CpeJCTBAMM 3alIUThl MH(POPMALINH;

3HAaTh HOMEHKJIATYPY M XapaKTEPUCTHKH amnaparyphl,
UCIIOJIB3YEMOH Ul M3MEPEHHs MapaMeTpOB MOOOYHBIX
9JIEKTPOMArHUTHBIX M3JIYyYeHUH W HABOAOK (nmanee -
[I59MUH), a Takxe mapamMeTpoB (OHOBBIX LIYMOB H
¢buznyeckux moJseil, co3qaBaEMBIX TEXHUYECKUMHU
CpelcTBaMU 3aIlUThl MH(GOPMALUH;

Komnoksuym

du3nyeckue OCHOBBI, CTPYKTYpPY U YCIOBUSI
GbopMHpOBaHHS TEXHHYECKHX KaHAJIOB YTEUKH
nHpOpMaIVH, CIIOCOOBI X BBISIBICHHS ¥ METOJIBI OLICHKU
OMACHOCTH, KJIaCCHOHUKALHMIO CYIECTBYOIHUX
(¢u3uUecKuX MoJied M TEeXHUYECKUX KaHAJIOB yTEUKH
nHpopmarmu;

3HaTh (QU3MYECKUE OCHOBBI, CTPYKTYpY M YCIOBUS
bopMHpOBaHHS TEXHHUYECKUX KaHAIOB YTEUYKH
HH(pOPMAIHHU, CTIOCOOB! UX BBISIBICHUS U METOBI OLCHKH
OIaCHOCTH, KJIACCH(HKAIHMIO CYIECTBYIOMIX (QU3HIECKIX
TIOJIeH U TEXHUYECKHX KaHAJIOB yTeUKH NH(OpMaIHY;

Konnoksuym

OcHOBHBIE cTIOCOOBI (HHU3WYECKOH 3aIHUTHl 0OHEKTOB
“HpOPMaTH3ALINH;

3HaTh OCHOBHEIE CIIOCOOBI (PU3UIECKOI 3alUTH 0OBEKTOB
WHpOPMaTH3aLNH;

Konnoxsuym

4.2. Marpuua

COOTBETCTBUHA KOHTPOJBHO-OLHCHOYHBIX

o0pa3oBaTeJbHBIM pe3yjbTaTaM Y4eOHOH JAMCHUIIUHBI

cpeacTs

Pe3yabTaThl 00yueHust

| Koapl koMneTenumii |

DoH/IbI OLIEHOYHBIX Cpeacrs

Ymenne

[IpuMeHATh MH)XEHEPHO-TEXHUYECKHE CpencTBa (hU3MUECKOM

3aIlIUThl 00BEKTOB HH(pOPMATHU3ALHUH.

MK 2.2., JIP 2, JIP 3, JIP 7, JIP
18, JIP 22, OK 1, OK 2, OK 3,
OK 4

3auéty Ne46-50

Bormpocs! k auddepuHIUpOBaHHOMY
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Pe3yabTaThl 00yueHust

Koapl koMneTenmmii

DoH/IbI OLIEHOYHBIX Cpeacrs

[IpuMeHATs TEXHHYECKHE CPEACTBA I YHHYTOKCHUS
nH(pOpMANNU ¥ HOCUTENeH HHPOPMAINH, 3aIUTE HHPOPMAIHN
B YCIOBHUSX NPUMCHEHUS MOOMIBHBIX YCTPOHCTB 00pabOTKH 1
nepeiadn JaHHBIX;

TIK 2.2., JIP 2, JIP 3, JIP 7, JIP
18, JIP 22, OK 1, OK 2, OK 3,
OK 4

Bomnpocs k nuddhepruHIIpOBAaHHOMY
3auéry Ne41-45

ITpUMEHATh TEXHHYECKHE CPEACTBA A KpHNTOrpaduyuecKoit
3auThl HHQOpMAU KOHPHUACHIHATBEHOTO XapaKTepa;

TIK 2.2., JIP 2, JIP 3, JIP 7, JIP
18, JIP 22, OK 1, OK 2, OK 3,
OK 4

Bonpocs! k aupdepuHInpOBaHHOMY
3auéry Ne36-40

[IpuMeHATH cpelcTBa OXPAaHHOW CUTHAJIM3aLMHM, OXPAHHOTO
TEJNEBUACHUS U CUCTEM KOHTPOJIS U YIIPABJICHUS JOCTYIIOM;

MK 2.2., JIP 2, JIP 3, JIP 7, JIP
18,JIP 22, OK 1, OK 2, OK 3,
OK 4

Bomnpocs! k nuddepuHmpoBaHHOMY
3auéty Ne31-35

3HaHue

HoMeHKIaTypy NPUMEHSIEMbIX CPEACTB 3alMThl HHYOPMALUK OT
HECaHKIIMOHUPOBAHHON yTEYKH MO TEXHUYCCKHM KaHajiaM U
(u3MYECKOH 3aIUTH 00BEKTOB HHPOPMATH3AIIH.

TIK 2.2., JIP 2, JIP 3, JIP 7, JIP
18, JIP 22, OK 1, OK 2, OK 3,
OK 4

Bomnpocs! x auddhepuHInpOBaHHOMY
3auéry Ne26-30

MeToAMKH HMHCTPYMEHTAJIBHOTO KOHTPOJIS 3(GGEKTUBHOCTH
3alUTEl MHGOpManuu, obOpabaTbiBaeMOH cpencTBaMH
BBIYMCIIUTENILHON TEXHUKH Ha 00beKTax MH(OpMaTH3aLMY;

MK 2.2., JIP 2, JIP 3, JIP 7, JIP
18, JIP 22, OK 1, OK 2, OK 3,
OK 4

Bormpocs! k auddepuHIupOoBaHHOMY
3auéry Ne21-25

OCHOBHBIE NPUHIUIBI JEHCTBHUS U XapaKTEPUCTUKH, HOPSIOK
TEXHUYECKOT0 00CIy)XKHBaHHs, yCTPaHEHHE HEHCIIPABHOCTEH M
OpraHM3alMI0 PEMOHTA TEXHHYECKHX CPEICTB 3aLIUTHI
nHpopmarmu;

1K 2.2., JIP 2, JIP 3, JIP 7, JIP
18,JIP 22, 0K 1, OK 2, OK 3,
OK 4

Bomnpocs! k nuddeprHrpoBanHOMy
3auéry Nell-15

HoMeHKIaTypy U XapakTepUCTHKH alIapaTypbl, HCIOIb3yEeMOl
IUIST U3MEPEHHs IapaMeTpOB IOOOYHBIX 3JIEKTPOMArHUTHBIX
H3ITy4eHUi 1 HaBo#ok (namee - [IDMIUH), a Takxke mapameTpoB
(GOHOBBIX MIYMOB M (U3MYECKHX IOJIEH, CO3MaBaEMBbIX
TEXHUYECKIMH CPEACTBAMH 3aIIUTHl HH(OpMaImy;

TIK 2.2., JIP 2, JIP 3, JIP 7, JIP
18, JIP 22, OK 1, OK 2, OK 3,
OK 4

Bompocs! k quddeprHnrpoBaHHOMY
3auéty Ne6-10

DU3UYECKUE OCHOBBI, CTPYKTYPY M YCIIOBHS (HOPMHPOBAHUS
TEXHHYECKUX KaHaJOB yTCUKH HHGOpPMAIUH, CIOCOOBl HX
BBISIBJICHUS. M METOABI OLICHKH OIACHOCTH, KiIacCH(pUKAIUIO
CYLIECTBYIOIINX (U3MYECKUX IOJIeil U TEXHUYECKUX KaHAJIOB
YTEUKH HHPOPMAIIH;

TIK 2.2., JIP 2, JIP 3, JIP 7, JIP
18, JIP 22, OK 1, OK 2, OK 3,
OK 4

Bomnpocs! x nupdhepruHIIpOBaHHOMY
3auéty Nel-5

OCHOBHBIC CHOCOOBI 00BEKTOB

nHpOpMaTH3aALUH;

bu3ndecKord 3amUTHI

MK 2.2., JIP 2, JIP 3, JIP 7, JIP
18, JIP 22, OK 1, OK 2, OK 3,
OK 4

Bormpocs! k auddepuHIupoBaHHOMY
3auéry Nel6-20

Bonpocsl k mabopaTtopHoil paboTe yka3zaHbl B METOJUUYECKUX YKAa3aHHUAX K
nabopaTopHO# paboTeno nucuumiInHe Meroasl U CpeCcTBa 3alUThl HH(pOpMALUU IS
oOyuvaronuxcsi cnenuaibHoctTu "OOecnedeHnne MHOOPMALMOHHONW 0€301MacHOCTH
aBToMaTtu3upoBaHHbiXx cuctem". CraBpomnonb, 2024 Bompocbl K MpakTHUYECKOM
NOJrOTOBKE yKa3aHbl B METOJAMYECKUX yKa3aHUSX K MPAKTUYECKOM MOJATOTOBKEIO
AUCUUIIIMHE MeToabpl W CpeicTBa 3aumUThl WHPOpMAIUHU s 00ydaromHUXCs
CIIELINAJIbHOCTH "Obecneuenue HHPOPMANUOHHOU
aBpTomMaTtu3nupoBaHHbIX cuctem'. CraBponoisb, 2024 Bompocsl K NpakKTHYECKOMY
3aHATHIO YKa3aHbl B METOJMYECKUX YKA3aHUSAX K NPAKTUYECKUM 3aHATUSIMIIO
AUCUUILINHE MeToabl M cpeicTBa 3allUThl MHpOpMaLUM AJs 00ydaroUuXcs
cnenuanbHoctu  "OOecnmeueHue HUHPOPMAMOHHON  Oe30MacHOCTH
aBTOMAaTU3UpOBaHHBIX cucteMm". CtaBponons, 2024

0€30MacCHOCTH
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