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[Ipencenarens MO bpexoBa Bukropus CepreeBna

PexoMeH10BaHO K UCTIOIB30BAHUIO B YUEOHOM MPOIECCE METOIUYECKIM COBETOM
[IpoToxon Ne7 ot 26.05.2023
IIpencenarens MC IInsixoBa Hatanbs MiBaHoBHa



1. ITACITOPT ITPOI'PAMMBI ITPO®OECCHUOHAJIBHOI'O MOAVYJIA
IIM.02 3AIIINUTA UHOPOPMAIIUN B ABTOMATU3NPOBAHHBIX
CUCTEMAX ITPOI'PAMMHBIMHA U ITPOI'PAMMHO-AIIIIAPATHBIMUA
CPEACTBAMMA

1.1. O6nacTh npuMeHeHUs NPOrPaAMMBbI

PabGouas nmporpamma npodeccuoHaIbHOr0 MOJYJIS SIBISETCS YaCThIO MPOTPAMMBI
HOATOTOBKU CIELUANUCTOB cpeqHero 3BeHa B cooTBercTBuu ¢ PI'OC mo
cuneruanbaocTd Jlanusle He HaljeHsl (PI'OC) B yacTH 0CBOEHHS OCHOBHOIO BH/1A
neareabHoctu (BJl) ITM.02 3amura undopMauuu B aBTOMATH3MPOBAHHBIX
CHCTEMAaX NPOrpaMMHBIMM H NPOrpaMMHO-ANNAPATHBIMH CpPeACTBAMH H
COOTBETCTBYIOIIHE 00ImMe, NPodecCHOHATbHbIE KOMIETEHUHH M JHYHOCTHBIE
pe3yJIbTaThI.

1.1.1. [Tepedyern OOIIMX KOMITETCHITHA

KOH HaumeHoBaHue o0mux KOMIeTeH U

OK 07.[CopnelicTBOBaTh COXpAaHEHHUIO OKpY’Kalollel cpenbl, pecypcocOepekeHnio, 3h(PpeKTUBHO AeHcTBOBaTh B UpPE3BBIYANHHBIX
CUTYaLHsX.

OK 10.|IToxp30BaThest IpodeccronanbHON TOKyMEHTaluel Ha roCyIJapCTBEHHOM M HHOCTPAHHOM SI3BIKaX.

OK 09.{Hcnonb3oBath HHOOPMALMOHHBIE TEXHOJIOTUHU B MPOPECCHOHATBHOM NeITEIEHOCTH.

OK 08.|Hcnonb30BaTh cpeactBa GU3NIECKOH KyJIbTYpBI sl COXpPAHEHUS] U YKPEIUICHHs 3[0POBBs B Ipoliecce NpodheccCHoHaNbHOM
ACATCIIBHOCTU U NOAACPIKAaHUA HeOGXOIlI/IMOFO YpPOBHA (I)I/ISI/ILIGCKOIZ IMOATOTOBJICHHOCTH.

OK 06. HpOSIBJISITI: TpaKAaHCKO-ITAaTPUOTHICCKYIO IMO3UIIUIO, JEMOHCTPUPOBATH OCO3HAHHOE IMOBEACHUC Ha OCHOBEC TpaJAWIIMOHHBIX
O6H.[e‘{eJIOBe‘{eCKI/IX HeHHOCTeﬁ, NPUMCHATH CTaHAAPThI aHTUKOPPYIIIMOHHOI'O TIOBEACHUS.

OK 05.[OcymiecTBasATh YCTHYIO M MUCBMEHHYIO KOMMYHUKAITUIO Ha TOCYTaPCTBEHHOM SI3BIKE C yUE€TOM 0COOEHHOCTEH COLMAIBHOTO U
KyJIBTYPHOT'O KOHTEKCTa.

OK 04.|PabGoTaTh B KOJJIEKTUBE K KOMaH/JE, 3(1)(1)6KTI/IBHO B3aPIMO£[eI>iCTBOBaTB C KoJUIeraMu, pyKOBOJACTBOM, KIIMEHTAMU.

OK 03.|[ImannpoBaTh 1 pealn30BEIBaTH COOCTBEHHOE MPO(ECCHOHANEHOE U IMYHOCTHOE Pa3BHUTHE.

OK 02.[OcymiecTBisATh MOUCK, aHAINU3 U MUHTEPIIPETaluI0 HH(OpMaLui, HEOOX0AUMOM A BHIIOJHEHUS 3a7ad NpodecCuoHaIbHON
JESATEIILHOCTH.

OK 01. BLI6I/IpaTL CITOCOOBI peuICHUd 3a1a4 HpO(bGCCHOHaHLHOfI JACATCIIBHOCTHU, IPUMEHUTEIILHO K pa3JIMYHbIM KOHTEKCTaM.

1.1.2. ITepeuyens npodeccnoHaTbHBIX KOMITCTCHITHA

Kon Hanmenopanue npogeccnoHaIbHBIX KOMIIETEHIHI
BA
K 2.6.[OcymecTBIsATh PETUCTPALUI0 OCHOBHBIX COOBITHH B aBTOMaTH3MPOBAaHHBIX (MH(POPMALMOHHBIX) CHCTEMaX, B TOM YHCIIE C

HCIIOJIb30BAHUEM NPOrpaMMHBIX W NPpOTrpaMMHO-anIapaTHbIX CPEACTB O6Hapy)KeHI/IH, OpeaAynpexKACHud U JUKBUAALIUU
MTOCJICICTBUN KOMITbIOTEPHBIX aTak.

[IK 2.5.[YHuaTOXaTh HHGOPMAILIUIO X HOCUTEIH HH(OPMAIUH C UCTIOIb30BAaHUEM NTPOTPAMMHBIX U IIPOTPAMMHO-ANIIAPATHBIX CPEJICTB.

IK 2.4.[OcyuiecTBisath 00paboTKy, XpaHEHHE U Mepenady HHPOPMALUKH OrPaHHYSHHOTO T0CTYIIA.

[IK 2.3.[OcymecTBiaTh TeCTHpOBaHHE (YHKIHH OTAENBHBIX HPOTPaMMHBIX M NPOTPAMMHO-aINapaTHBIX CPEICTB 3allUTEI
HHpOpMAIHH.

[IK 2.2.|O6ecnieunBaTh 3aIIUTy HHGOPMANHUH B aBTOMATH3UPOBAHHBIX CHUCTEMax OTIEIbHBIMH NPOTPAMMHBIMH, IPOrPAMMHO-
annapaTHBIMHU CPEJCTBAMH.

IK 2.1.[OcymiecTBisATh YCTAaHOBKY U HACTPOWKY OTIEIBHBIX HPOTPAMMHBIX, IIPOTPaMMHO-aNIIapaTHBIX CPECTB 3alUThl HHOOPMALIHH.




1.2. lean 1 3aga4u MOAYJISl - TPeOOBAHHUS K Pe3yJIbTATaM OCBOECHHUSI MOy ISl

C menpio oBlaJIcHUS yKa3aHHBIM BHUJIOM IPO(PECCHOHAIBHON NEATEIbHOCTH U
COOTBETCTBYIOIIUMHU MPOHECCHOHATLHBIMIA KOMIICTCHIIUSAMU, OOYYaIOMMUNACSI B XOJI¢
OCBOEHUS MPO(HECCHOHATBHOTO MOYJISI IOJHKEH OCBOUTH CIIEAYIONINE PE3YIbTaThI:

YMmenue:

- OcymtiecTBIsATh MOHUTOPHHT U PETUCTPAIMIO CBEJACHHUH, HEOOXOIUMBIX s
3alIUTHl 00BEKTOB MH(OPMATU3AIMH, B TOM YUCIIE C UCIIOIb30BAaHUEM ITPOTPAMMHBIX U
MPOTpaMMHO-ANMapaTHBIX CPEICTB OOHAPYKEHHS, MPEAYyIPEKIACHUS U JIUKBUAAINU
HOCJIEACTBUNA KOMIIBIOTEPHBIX aTaK;

- [IpumeHsATh MaTEeMaTUYECKUH ammapar s BBIIOJHEHUS! KPUNTOTrpapuIecKux
npeoOpa3oBaHuii;;

- IlpoBepsaTh BbIMOJIHEHUE TpeOOBaHUN MO 3amuTe MHPOpPMALUU OT
HECaHKIIMOHMPOBAHHOI'0 JOCTyIa IpHU aTTeCTallMi 00BbEeKTOB MH(OpMAaTH3ALUU 11O
TpeOoBaHUSIM 0€30MaCHOCTU UH(OpMALUK;;

- yCTaHaBIMBaTh, HACTPAaWBaTh, MPUMEHITH MPOTPAMMHBIE U MPOTPAMMHO-
amnmapaTHbIe CPECTBa 3alUThl HHPOPMAIIHH;,

- YCTaHABIMBATh U HACTPAUBATh CPEACTBA AHTUBUPYCHOM 3aIIUTHl B COOTBETCTBUU
C MIPEAbSBIIEMBIMI TPEOOBAHUSIMU;;

- IMArHOCTHUPOBATh, YCTPAHATH OTKa3bl, 00eCmeYnBaTh pabOTOCIIOCOOHOCTD U
TECTHPOBATh (PYHKIIMH MTPOTPAMMHO-AIIIAPATHBIX CPEACTB 3Tl HH(OPMAIINN;;

3Hanue:

- TunoBble cpeacTBAa U METOJIbl BEICHUS ayJUTa, CPEACTB U CIOCOOOB 3aLUTHI
UHPOpPMAalUU B JOKAJbHBIX BBIYUCIUTEIbHBIX CETAX, CPEACTB 3alIUTHl OT
HECaHKIMOHUPOBAHHOIO JOCTYIA.;

- 0COOEHHOCTH U cHOCOOBl MPUMEHEHHUS NMPOTPAMMHBIX U MPOrpaMMHO-
anmapaTHBIX CPEACTB TapaHTHPOBAHHOTO YHUYTOXEHHS WH(OpMALUU;;

- OCHOBHBIE TTOHATHUS KpUNTOTpauu M TUTOBBIX KPUMITOTPa()UIECKUX METOJOB U
CPEICTB 3alIUTHl HHPOPMAIIIH;;

- METOABI TECTUPOBAHUS (QYHKIUNA OTAETBbHBIX MPOTPAMMHBIX M IPOTPAMMHO-
anmapaTHBIX CPEJCTB 3aIUTH HHPOPMAIIIH;;

- TUMOBBIE MOJENIH YIPaBJIEHHS TOCTYIOM, CPEJICTB, METOJA0B M MPOTOKOJIOB
UAEHTU(UKAIMU U Ay TEeHTU(DUKALUU;;

- OcoO0eHHOCTH U cHOCOOBl NPUMEHEHHUS MPOTPAMMHBIX M HNPOTrpPaMMHO-
anmnapaTHBIX CPEJCTB 3aIUThl HHPOPMALIMH, B TOM YHUCIIE, B ONEPALMOHHBIX CUCTEMAX,
KOMIIBIOTEPHBIX CETAX, 0a3ax JaHHBIX;;



1.3. PexkoMeHayeMoOe KOJHMYE€CTBO 4YAaCOB HAa OCBOEHHE MNPOrpamMMbl
npodeccHoHAIBLHOIO MOIYJIA

Bcero - 356 gac(-a, -0B), B TOM 4HCIIE:
MaKCUMaJIbHOM y4eOHOM Harpy3ku oOydaromierocs - 356 gac(-a, -oB), BKJIIOYAs:

- 00s13aTeILHON ayAMTOPHON y4eOHOM Harpy3Kku odydarormierocs - 356 yac(-a, -oB)



2. COAEPXKXAHUE OBYYEHUA 110 IMPOPECCHUOHAJIBHOMY MOAVJIIO IIM.02 3AHNIUTA
NHOOPMALIIMN B ABTOMATU3NUPOBAHHBIX CUCTEMAX ITPOI'PAMMHBIMHU U ITPOI'PAMMHO-
AIIITAPATHBIMU CPEACTBAMMU

HaumenoBanue pazaenos [IM, MJIK u Copep:xanue y4eOHOro MaTepuaJia, JiadopaTopHbie paGoThl M IPAKTHYECKHE 3aHATHSI, O0bém B | YpoBens | Koabl koMmnereHumii # JIMYHOCTHBIX
TeM caMoCTosITe/IbHAsK paGoTa 00y4aroIMXC, KypcoBasi padoTa (IpoeKT) (ec/iu npeaycMOTpPeHbI) yacax |ocBoenusi| pe3yJbTaToB, (POPMUPOBAHHIO KOTOPBIX
CIoCOGCTBYET JIEMEHT MPOrPaMMBbl

M/IK.02.02 Kpunrorpaduueckue cpenctsa 3amutsl uHpopmanuu| Temaruy

eckasi U

IIAHOBA
s

pacyacos
Ka He
coBmajaae
T (146
I 4. /
1641em.

)




HaumenoBanue pasaenos [IM, MJIK n
TeM

Conep:kanne yueGHOro MaTepuaJja, JJabopaTopHbie padoTbl U NPAKTHYECKUE 3aAHATHUS,
CcaMOCTOSITe/IbHAsI pad0Ta 00y4aIoIMXC, KypcoBasi padoTa (mpoeKT) (ec/u MpeaycMOTpeHbI)

O0BbéM B
yacax

‘YpoBeHns
OCBOEHHsI

KO}II)I KOMl’leTeHl[l/lﬁ H JIMYHOCTHBIX
pe3yJIbTaToB, (JOPMHPOBAHHIO KOTOPHIX
€noco0CTBYeET 3JIeMeHT POrpaMMbl

Tema 1
Jlexuuu

ConeprxaHne yueOHOr0 MaTepHana

JlanHbple He HajligeHbl (K TeMaM B

Jlexunonnbie 3ansiTust Nel Kpunrorpadpuueckue cpesictsa ¢ IpeBHEr0 BpeMeHU

paszjeie He NPUBA3AHO KOMIIETEHIIHIi)

Jlexuuonnbie 3ansatus Ne2 [ndp as 0mus Lezaps

Jlekumnonnbie 3ansatus Ne3 [udp nepecranosku LLudp nmepecTraHOBKH «cruTama

[\S)

Jlekumnonnbie 3ansaTus Ned J[uck Dues. Kaapar [Tonubust

Jlexunonnpie 3ansTus NeS Iugp Yeitza. Tropemuslit mudp

Jlexunonnbie 3ansiTust Ne6 1npp Buxenepa. [ludp Panvkonepa. lndp Kennepa u I'anunes

Jlexunonnpie 3ansTusi Ne7 OCHOBHBIE MOHSTHS KpUNTOrpadgpuu

Jlekumonnbie 3ansaTus Ne§ Tepmunb! 1 onpeeneHus B 001acTu HHGOPMAILMOHHON 0€30MacHOCTH

—_— === == =] =

Ol ||| |wlN]|—

Jlekunonnsie 3anaTus Ne9 IIpaBoBoe perynuposanue npumenenuss CK3M u 3I1 B koprnopaTHBHBIX
MH()OPMALIMOHHBIX CUCTEMAX.

NSN ISR I SN N SN )

Jlekunonnpie 3ausatus Nel(Q CrienpanpHble HOpMaTUBHBIE U MeToandeckue NokyMeHTsl @Ch Poccun
T0 UCIIOJIb30BAHUIO MIU(POBATBHBIX (KPUNTOrpaguuecKnux) CpeacTs

[\S)

11

Jlekumnonnbie 3ansaTus Nell OyHkimuy, HCMoNb3yeMble B KpUITOrpadhHUeCKUX CHCTEMaxX

12

Jlekumonnbie 3ansaTus Nel2 OgHoHanpasieHHbIE QyHKIUH

13

Jlexuunonuble 3auaTus Nel3 IMUTOCTONRKOCTE

14

Jlexunonnpie 3anstusi Nel4 Kpunrorpapudeckas croiikocth

15

Jlekumnonnbie 3ansatus Nel5 [Ipaktiueckas kpunrorpadudeckasi CTOHKOCTb

16

Jlekumonnbie 3ansaTus Nel6 Knaccudukarys noTouHbIx mudpos

17

Jlexunonnbie 3ansiTusi Nel7 Peructp caBura ¢ nuHeitHol 00paTHOI CBA3bIO

18

Jlexuuonnpie 3auaTusa Nel8 JIuneiinas cioXHOCTh

19

Jlekunonnbie 3ansaTus Nel9 Metost u ciocoObl KpunTorpahuyecKoii 3auThl HHOOPMAIIHH.

20

Jlekumonnnie 3ansaTus Ne20 Mudpacrpykrypa otkpbiThix kitoueit (MOK/PKI).

21

Jlexunonnpie 3ansiTust Ne21 Kpunrocucrema

22

Jlexuuonnble 3anaTus Ne22 Kpunrtocucrema

2

5]

Jlekumnonnbie 3ansaTus Ne23 Kpunrocucrema

24

Jlekumonnnie 3ansaTus Ne24 Ceptuduxars

25

Jlexunonnbie 3ansiTust Ne25 Cetu u cereBoit gocryn

26

Jlekuuonnble 3aHATHSA Ne26 CrocoOBl MpeIOTBpAICHUS yIalCHHBIX aTak Ha MH(QOPMaIMOHHBIC
CHCTEMBI

[NON NS I SR I NS TN I (ST I (O3 I NS 2 N S0 N 0 [N (ST I NG 3 I \O 3 I NS 38 I O3 [ O 0 I S ]
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27

JlexuuoHHbIe 3aHaTHA Ne27 3amura oT aTak

28

Jlexunonnpie 3ansTus Ne28 Meros! kpunTorpaduu

29

Jlekumnonnble 3ansaTus Ne29 MexceteBoit skpaH

30

Jlekumonnbie 3ansaTus Ne30 OunbTpaiius Ha CETEBOM YPOBHE

31

Jlexunonnple 3ansTus Ne31 OunbTpanys Ha NPUKIAIHOM YPOBHE

32

JleknuonHble 3aHATHA Ne32 O0630p cepTHGUIMPOBAHHBIX IH(POBAIBHBIX (KPHOTOrpadHICCKUX)
cpeAcTB 3amuThl nHpopMmanuu. MeTtoanka omneHku u Beioopa CK3U.

[\SN I\CR I SN I S I (O I )
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Haunmenosanue pasaenos I[1M, MK n Conep:kanne yueGHOro MaTepuaJja, JJabopaTopHbie padoTbl U NPAKTHYECKUE 3aAHATHUS, O0bém B | YpoBens |  Koabl koMneTeHnuii 1 JINUHOCTHBIX
TeM caMocTosITeJIbHAsl padoTa 00y4alomMXC, KypcoBasi padora (IpoeKT) (ec/in npe1ycMOTpPeHbI) yacax |ocBoenusi| pe3yJbTaToB, (POPMUPOBAHHIO KOTOPBIX
€noco0CTBYeET 3JIeMeHT POrpaMMbl
Tema 2 CopepixaHne yueOHOr0 MaTepHrana [Jdannple He HaiiieHbl (K TeMaM B
HpakTryeckue saHATUs 1 |ITpakTryeckne 3austust Nel Beenenue B KpunTorpa@uueckyro 3amuTy HHGOpMAaIuu 2 2 pasjeie He NPUBSI3AHO KOMIIETEHLMIA)
2 |IIpakTHyeckne 3ansaTus Ne2 OcHOBEI KpUNTOrpadUIecKoi 3auTel HHGOpMAIIH 2 2
3 [[TpakTuyeckue 3ausaTus Ne3 MOTOKOBOE MIHU(PPOBAHKE TAHHBIX 2 2
4 |IIpakTnueckue 3anaTus Ned nccie0BaHUE METOI0B MONMHAI(aBUTHOI MOJICTAaHOBKH 2 2
5 |IIpakTnyeckue 3aHaATHA Ne5 paspaboTka W HCCIEeIOBaHHE KPUNTOAITOPUTMA HA OCHOBE 2 2
UCIIONB30BaHUsl cKpeMmOuepa
6 ([TpakTnuyeckue 3ansaTus Ne6 anroputm OouHOro MmUppoBaHus AaHHBIX rocT 28147-89 2 2
7 |IIpakTHYyeckue 3aHATHS Ne7 cUMMETPUYHOE M aCUMMETPUUYHOE MU(POBAHUE JAHHBIX CPEACTBAMH 2 2
kpunrorpapuyeckoro nakera openssl. Yacts 1.
8 |IIpakTHyeckne 3aHsaTHd Ne§ cUMMETPHUUHOE M AaCUMMETPUYHOE IU(PPOBAHUE NAHHBIX CPEACTBAMU 2 2
kpunrorpapuyeckoro nakera openssl. Yacts 2.
9 [[IpakTnyeckue 3anaTus Ne9 mudposanue cooluieHHH ¢ MOMOMbIO HMHUGPOB 3aMEHBI 2 2
kpunrorpapudeckumu QyHKuusIMU excel
10|ITpakTyeckue 3ansatus Nel( uccrienoBanue paboOThI IPOCTEHIIMX aITOPUTMOB HIK(PPOBAHUS B Cpejie 2 2
nporpammupoBanus delphi
11|IIpakTnyeckue 3anarust Nell uccienoBanne GyHKINH TaMMHPOBAHUS Ha SI3BIKE IPOTPAMMHUPOBAHUS 2 2

java




Haunmenosanue pasaenos I[1M, MK n Conep:kanne yueGHOro MaTepuaJja, JJabopaTopHbie padoTbl U NPAKTHYECKUE 3aAHATHUS, O0bém B | YpoBens |  Koabl koMneTeHnuii 1 JINUHOCTHBIX
TeM caMocTosTe/IbHas paGoTa o0yyaromuxc, Kypcopas padoTa (IpoeKT) (ec/i npeaycMOTpPeHbI) yacax |ocBOeHHsI| pe3y/IbTAaTOB, GOPMHPOBAHHIO KOTOPBIX
€noco0CTBYeET 3JIeMeHT POrpaMMbl
Tema 3 ConeprxaHne yueOHOr0 MaTepHana [Jdannple He HaiiieHbl (K TeMaM B
IIpakTiyeckas MoAroToBKa 1 |ITpakTHyeckas moaroroska Nel mudposanre METOIOM MEPECTAHOBKU 4 2 pasjeie He NPUBSI3AHO KOMIIETEHLMIA)
2 |IIpakTHyeckas noaroToBka Ne2 lccienoBaHre raMMUPOBAaHUS IPH MIU(QPOBaHAU 4
3 |IlpakTnyeckass moaroropka Ne3d cumMmeTpuyHOe MHUGPOBAHHE JAHHBIX C HCIOIb30BAaHHEM 4
kpunrorpaduueckux uHTepdeiicoB microsoft cryptoapi u cryptography api: next generation
4 [IlpakTudeckas moaroroska Ned4 cosznaHue KpUNTOrpapUIECKUX COOOMIEHHH C HCIIONB30BAHUEM 4 2
untepdeiica microsoft cryptoapi u udpossix cepruduraros x.509
5 |IIpakTHyeckas noaroroBka NeS uccieoBaHHe BO3MOXKHOCTell G10uHOro muppoBaHUs Ha A3bIKE 4 2
IIPOrpaMMHUPOBAHUS java
6 [IIpakTHyeckast moaroroBka Ne6 uccie0BaHie BO3MOXKHOCTEH IMOTOYHOro mHU(poOBaHUs HA SA3bIKE 2 2
IIPOrpaMMHUPOBAHUS java
7 |IIpakTHyeckas noaroropka Ne7 nporpamMMHas peanu3anus mWH(POB Ha sI3bIKE MPOrpaMMHUPOBAHUS 2 2
java
8 |[IpakTHyeckas noaroroBka Ne§ nccienoBanue 610uHOro anropurMma mmpposanus des 2 2
9 |IIpakTHyeckast noaroroBka Ne9 uccienoBaHue alropurMa MuppoBaHus rsa B ms 2 2
10{ITpakTuueckas noaroroska Nel( cpencrsa obecreueHus 6e30macHOCTH Oc ceMelicTBa windows 2 2
11|IIpakTHyeckas noaroroBka Nell acummerpuunast Kpunrorpadust u 3JI€KTPOHHAS U(PPOBast MOIMUCH 2 2
Ha TIpUMepe CHCTEMBI gnupg
12{[IpakTHyeckass moaroroBka Nel2 ayreHTudukaius moib3oBaTeleil web-cucTeM cpeacTBaMu 2 2
TEXHOJIOTHU PHD
13|IIpakTuyeckas noaroroska Nel3 samura HHGOPMAINH C ITIOMOIIBIO ITAPOJISL 2 2
14{[TpakTnueckas noaroroBka Nel4 VY nocToBepsiomue HEHTPbI HA OCHOBE CIIY)KObI cepTH()UKALMU B 2 2
omneparonHoi cucreme Windows 2003 Server
15({IIpakTnyeckas nogroroska Nel5S 3amura nporpaMM OT HECAHKIMOHMPOBAHHOI'O UCIIONB30BAHUS C 2 2
momortipto USB-kiroueii 1 mporpaMMHOTo 00ecrieueH st POU3BOAUTENS
16{IIpakTnueckas noaroroska Nel6 3amuTa nporpaMM OT HECAaHKIIMOHUPOBAHHOIO UCIIOJIb30BAHUS C 2 2
nomo1ipio USB-kitroueit u cpencts pa3padordnka
Tema 4 Copnepxanue y4eOHOro Matepuaia JdaHHble He HaiijeHbl (K _TemMaM B
IpomexyToUHas aTTeCTAIMSA 1 !ﬂanm,le He HaiileHb! (He yKka3aH BHJI 3aHsTHs1) [IpOMEKYTOUHAs aTTECTALHS 18 2 pasjielie He NPUBSI3AHO KOMIETEHIHT)

®dopma(-b1) KOHTPOJIS - 6 cemecTp, DK3aMeH




HaumenoBanue pasaenos [IM, MJIK n Copep:xanue y4edOHOro MaTepuaJa, 1adbopaTopHbie paGoThl M IPAKTHYECKHE 3aHATHS, O6bém B | YpoBens | Koabl komMneTeHmii 1 JIMYHOCTHBIX
TeM caMocTosiTeIbHasl paGoTa 00y4YaroIMXCc, KypcoBasi padoTa (poeKT) (ec/iu MpeaycMOTpPeHbI) Yyacax |ocBOeHHsI| pe3y/bTATOB, GOPMHPOBAHHIO KOTOPBIX
€noco0CTBYeET 3JIeMeHT POrpaMMbl
Bcero mo MJIK.02.02 Kpunrorpapudeckue cpencra 3amursl nadpopmanun| TemaTny
eckasi U
IUIAHOBA
a1
pacyacoB
Ka He
coBmnajae
T (146
L 4. /
1641em.
4.)
M/IK.02.01 ITporpaMMHBI€ U TPOrpaMMHO-aNIapaTHbie CPEACTBa 3auThl vHPopManuu| TemaTuy
ecKas u
IUIaHOBA
a1
pacyacoB
Ka He
coBmnajae
T (210
L. 4. /
216Tem.
4.)
Tema 1 Copnepxanue y4eOHOro Matepuaia Jdannble He HaiijeHbl (K _TemMaM B
[lpeamer u 3agadnm MPOTPaMMHO-| | |lexunonnbie 3anstust Nel TIpe/vMeT 1 3a/1aun MPOrPAMMHO-NNAPATHOM 3aIHTH HHMOPMAIHH pasjieie He NPUBSI3AHO KOMMETEHIHH)
anmapaTtHoOW 3alMThl HHPOpPMALUU " " "
P bop 2 ([TpakTnueckue 3ansaTus Nel 3HakoMCTBO ¢ (aitioBoit crcTeMOi 2
Tema 2 Copnepxanue y4eOHOro Matepuaia Jdanuble He Haiigensl (K _TemMaMm B
OcHoBHBIC MOHATHA NPOTPAMMHO-| | |Jlekunonnbie 3ansitisi Ne2 OCHOBHBIE IOHSATHS MPOTPAMMHO-ATNAPATHOM 3aIHTH HH(MOPMAIHH pasjieie He NPUBSI3AHO KOMMETEHUHT)
anmapaTtHOW 3aluThl HHPOpPMAIUU =
P LLI bop 2 |IIpakTnyeckue 3ausaTus Ne2 Padora c ¢aiinamn 2
Tema 3 Copnepxanue y4eOHOro MaTepuaia Jdanuble He HaiigeHnl (K _TemMaMm B
Knaccudukaims MeTon0B 1 CPEACTB| | |Jlexumonnnie 3ansmusi Ne3 Kiaccndukaimus METOOB H CPEICTB IPOrPAMMHO-AIAPATHON 3allHThi 2 1 pa3jieie He NPUBSI3AHO KOMIETEHUHT)
NpOrpaMMHO-aNNapaTHOR  3aWATEY|  |yyhopmamun
UHpOpMaLn
bop 2 ([TpakTnyeckue 3ansaTus Ne3 PabGora ¢ karamoraMmu 2 2
Tema 4 CoznepxaHue yq4eOHOro MaTepuana Jlannpie He Haiigenwl (K TemMaMm B
Knaccuduranus yrpos 6esomacHoct| | |Jekuuonnnie 3ansust Ned Knaccuuxarius yrpos 6e30MacHOCTH OEPALMOHHOI CHCTEMEI pasjiesie He NPUBSI3AHO KOMIIETEHIMI)
OIepallMOHHON CHUCTEMBI =
P 2 ([TpakTnyeckue 3anusaTus Ned Pabora ¢ daitnamu 1 kaTajgoramu 2
Tema 5 Copnepxanue y4eOHOro Matepuaia Jdannble He HaiijeHbl (K _TemMaM B
OCHOBHbIE CPe/ICTBA W METOJBI 3aHATHI| | |J[ekmmonmbie 3ausTHs Ne5 OCHOBHBIC CPEACTBA M METO/IbI 3AITHTH HH(MOPMAIHHI B OTEPAIHOHHOI 2 1 pasjieie He NPUBSI3AHO KOMMETEHIHT)
UH(QOPMAlUK B ONEPAnUOHHOH cucteMe.| |cpcreme. Yacts 1.
Yacrs 1. =
2 ([TpakTuyeckue 3ausatus NeS Komanupie haiiipl ¥ mporpaMMUpPOBaHHE 2 2
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Haunmenosanue pasaenos I[1M, MK n Conep:kanne yueGHOro MaTepuaJja, JJabopaTopHbie padoTbl U NPAKTHYECKUE 3aAHATHUS, O0bém B | YpoBens |  Koabl koMneTeHnuii 1 JINUHOCTHBIX
TeM caMocTosITeJIbHAsl padoTa 00y4alomMXC, KypcoBasi padora (IpoeKT) (ec/in npe1ycMOTpPeHbI) yacax |ocBoenusi| pe3yJbTaToB, (POPMUPOBAHHIO KOTOPBIX
€noco0CTBYeET 3JIeMeHT POrpaMMbl
Tema 6 CopepixaHne yueOHOr0 MaTepHrana [Jdannple He HaiiieHbl (K TeMaM B
OcHoBHBIC CPe/ICTBA U METObI 3aTHI| | |Jlekumonnbie 3ansTusi Ne6 OCHOBHbIC CPeJCTBA M METO/BI 3alUThl NH(OPMALUH B ONEPALLOHHOI 2 1 pa3jie/ie He NPUBSI3AHO KOMIIETeH M)
uHOpManuu B onepauuoHHol cucteMe.| |cpcreme. Yacts 2
Yacts 2 =
2 ([TpakTnyeckue 3ansTus Ne6 Komaunnueie daiibt 2 2
Tema 7 Copnepxanue y4eOHOro Matepuaia Jdanuble He Haijigennl (K _TemMaMm B
Pasrpanuyenne jocryna k 00bexkTaM| | |JJekunonnbie 3ansrus Ne7 Pasrpanntenne A0cTyna K o6beKTaM ollepaluoHHoM cicrembl. YacTs 1 2 Dasjiesie He PUBSI3AHO KOMIIETEH M)
OIepanroHHON cucteMbl. Yacts 1 =
p 2 |IIpakTnyeckue 3ansaTus Ne7 Mcnonb3oBanue komanaHbIx (aiinos HYacts 1 2 2
Tema 8 Copnepxanue y4eOHOro MaTepuaia Jdanuble He HaiigeHnl (K _TemMaMm B
Pasrpanudenne jocryna k 00bekTaM| | |JJekunonnbie 3ansaTns Ne8 Pasrpanntenne 10cTyna K o6beKTaM olepauMoHHOH crcteMbl. YacTb 2 Dasjiesie He NPUBSI3AHO KOMIIETEH M)
ornepanuoHHON cucTeMbl. Yacts 2 =
2 |IIpakTnyeckue 3ausaTus Ne8 lcronb3oBanue koMaHaHbIX (aiinos Yacts 2 2
Tema 9 CogaepxaHue yueOHOro MaTepHana Jdanuble He HaiigeHsl (K _TemMaMm B
CraHpapThl 3aM[MI[EHHOCTH T NO C q ] 2 1 pasje/ie He NPUBSI3aH0 KOMIIETEeHIMIi)
0
omepannonumx cucrem. Yacts 1 | eKnuoHHbIe 3aHATHA Ne9 CraniapThl 3alMILEHHOCTH ONEPALMOHHBIX cucTeM. YacTh
Tema 10 Copnepxanue y4eOHOro MaTepuaia Jdanuble He HaiigeHnl (K _TemMaMm B
CrangapThl 3aI[MIIEHHOCTH T Nel0 C 0 2 2 1 pasjieie He NPUBS3aHO KOMIIETEHIIHIA)
0
omepanmoHHNX cHcTeM. YacTs 2 | eKIHOHHDIE 3aHATHs Ne TaHIAPTHI 3AIIUIICHHOCTH ONEPALMOHHbBIX cucTeM. YacTb
Tema 11 Copnepxanue y4eOHOro Matepuaia Jdannble He HaiijeHbl (K _TemMaM B
3ammra MHGOpPMaUK B ONEPALMOHHOM T Nell3 — Wind 2 ] pasjiesie He NPUBA3AHO KOMIIETEHIIMIA)
. 0
crcreme Windows. | exuuoHHble 3anaTus Nell 3amura nudopmannu B oneparonHoii cucreme Windows.
Tema 12 Copnepxanue y4eOHOro Matepuaia Jdannbple He HaiijeHbl (K _TemMaM B
3amura nHGOpPMaUK B ONEPALMOHHOM T Ne123 — T 2 1 pasjieie He NPUBA3AHO KOMIIETEHIIMIA)
. 0
crcreme Linux | exuuoHHble 3anaTus Nel2 3amura nadopmanuu B oneparonHoi cucreme Linux
Tema 13 Copnepxanue y4eOHOTo Matepuaia Jdannbple He HaiileHbl (K _TeMaM B
3amura wHGOpManuu B O6a3ax JaHHBIX. pasjese He NPUBS3aHO KOMIIETEHIIMIA)
Yacts 1 1 |Jlelcun0ﬂﬂble 3anstug Nel3 3ammra napopmanyu B 6a3ax naHHbIX. YacTs 1 2 1
Tema 14 Copnepxanue y4eOHOTo MaTtepuaa Jdannbple He HaiiaeHbl (K _TeMaM B
3amura uHPopManuu B 6a3zax JaHHBIX. pasjielie He NPHBA3aHO KOMIETEHINIT)
YacTs 2 1 |JIeKuu0HHble 3anaTus Nel4 3amura nadopMmanuu B 6a3ax JaHHBIX. HacTs 2. 2 1
Tema 15 ConeprxaHne yueOGHOr0o MaTeprana Januble He HaiigeHbl (K _TemMaMm B
MHoroypoBHeBast MOJieJIb 0€30IaCHOCTH T No15 M 5 5 v 3 N pasjielie He NPUBA3aHO KOMIETEHINIA)
KIHOHHBIE 3aHAT o . .
6a3 naHmbIX. MHOTO3HAHOCTS. | eKIMOHHbIE 3aHATUS HOrOypoBHEBasi MOJie/Ib 6e301macHOCTH 6a3 JaHHBIX. MHOT03HauYHOCTD |
Tema 16 CopnepxaHue y4eOHOro MaTepraia Jdanuble He HaiigeHnl (K _TemMaMm B
3amura MHGOPMALMH OT Pa3pyIIAIOINX pasjelie He NPUBI3AHO KOMIETEHINIT)
nporpaMMHbIX Bo3uekcTBui. [lonstue| | (Jlekuuonnsie 3ansaTus Nel6 3amura nHbOPMAIMHE OT Pa3pyINAIONINX IIPOrPAMMHEIX BO3IEHCTBHIA. 2 1

paspyuiarmiiero
BO3IEHCTBUSA

HpOrpaMMHOTO

ToHsTHE pa3pyLIAIOIIEro MPOrpaMMHOTO BO3ICHCTBUS
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Haunmenosanue paszaenos IIM, MJIK n Coaep:xanue y4eGHOro MaTepuasa, JJaGopaTopHbie padoThl U MPAKTHYECKHE 3aHATHS, O0bém B | YpoBens |  Koabl koMneTeHnuii U JINUHOCTHBIX
TeM caMocTosITeJIbHAsl padoTa 00y4alomMXC, KypcoBasi padora (IpoeKT) (ec/in npe1ycMOTpPeHbI) yacax |ocBoenusi| pe3yJbTaToB, (POPMUPOBAHHIO KOTOPBIX
€noco0CTBYeET 3JIeMeHT POrpaMMbl

Tema 17 CopepixaHne yueOHOr0 MaTepHrana Jdauuple He HaiigeHbl (K TeMaM B
IIporpaMma ¢ MOTCHLHAIBHO OMACHBIMH| | |TJexumonnbie 3ansTus Nel7 TIporpaMma ¢ MOTEHIUAILHO ONIACHBIMH TTOCIEACTBHAMH. 2 1 pasjeie He NPUBSI3AHO KOMIIETEHLMIA)
TIOCTICACTBHAMH. 2 |IIpakTnyeckue 3ausatus Ne9 Pazuoie komanasr Windows 2 2

3 [Kypcosasi padora Kypcosast pabora 2 2

4 |KypcoBas padora Kypcosas pabora 2 2
Tema 18 Copnepxanue y4eOHOro Matepuaia Jdannble He HaiijeHbl (K _TemMaM B
Monenu B3anmoneHcTBus vaHKﬂaﬂHOﬁ 1 |JIekunonnsie 3ausaTusa Nel8 Mogenn B3aMMOAENCTBUS NPHUKIAAHOW NPOrPaMMBI M IIPOTPaMMHOM 2 1 pasjiesie He PUBSI3AHO KOMIIETEHIMI)
NpOrpaMMbl U TPOTPAMMHON 3aKIIa KK 3aKTAIKH

2 |IIpakTnyeckue 3ausatus Nel0 Dnements! nporpammupoBanus B BASH. ®aiiner cuenapue Yacts |

3 [Kypcosasi pagora Kypcosas pabora

4 |KypcoBas padora Kypcosas pabota 2
Tema 19 CopnepxaHue y4eOHOro MaTepuaia Jdanuble He HaiigeHnl (K _TemMaMm B
Meroasl mepexparta M HaBs3bIBaHUA| | |Texumonnble 3ansarus Ne19 MeTopl NepeXBaTa U HaBA3BIBAHUS MH(OPMALUH 2 1 pasjie/ie He PUBSI3AHO KOMIETEHIINiA)
unpopmatti 2 |IIpakTnyeckue 3ausaTus Nell Dnementsl nporpammupoBanus B BASH. daiinsl cuenapues Yacts 2 2 2

3 |KypcoBas pagora Kypcosas padora 2 2

4 |KypcoBas padora Kypcosast pabora 2 2
Tema 20 Copnepxanue y4eOHOTo MaTepuaia Jdannble He HaiijeHbl (K _TemMaM B
Knaccuduxanus u MeTOnb BHEAPEHHSA( | Jlexunonnsie 3anstust Ne20 Kiaccubukarys 1 METOIbI BHEIPEHHS MPOTPAMMHBIX 3aKJIAI0K 2 1 pasjieJie He IPUBSI3AHO KOMIIETEHIHIA)
NPOrpaMMHBIX 3akIIajloK 2 ([TpakTnyeckue 3ausTus Nel2 Buabr nHpopMamum u OCHOBHBIE METO/IBI €€ 3AIUTHI. 2 2

3 [KypcoBas padora Kypcosas pabora 2 2

4 |KypcoBas padota Kypcosas pabora 2 2
Tema 21 CogaepxaHue yueOHOro MaTepHana Jdanuble He HaiigeHnl (K _TemMaMm B
KommbioTepHbie BUPYCHI Kak OCOOBIH| | Jlexuuonnpie 3ausTust Ne21 KoMmmbroTepHbIe BUPYCHI KaK 0COOBIN KI1acC pa3pyIlaroIliX TPOrpaMMHbIX 2 1 pasje/ie He NPUBSI3AHO KOMIIETEHIIM)
KJIaCC PaspymaroImnX HPOTPAMMHBIX| |posneitcrruit, Yacts 1
Bo3nehcTRu. YacTs 1 2 ([TpakTnuyeckue 3ansTus Nel3 Buzsl yrpo3 nadopmannonHoit 6e3onacHoctu Poccuiickoit deaeparun. 2 2

3 [KypcoBas pa6ora Kypcosas pabora

4 |[Kypcosas padota Kypcosas pabota
Tema 22 Copnepxanue y4eOHOT0 MaTtepuaia Jdannbple He HaiiaeHbl (K _TemMaM B
Komnbrotepusie BUpYCEl Kak 0COOBIH| | |Jlexupmonnbie 3ansrns No22 KoMIbIoTepHbIE BUPYCHI KAK 0COOBII KIACC Pa3pyIIAIOLIIX IPOrPAMMHBIX 2 1 pa3jie/ie He NPUBSI3AHO KOMIIETeHIMH)
KJIaCC PaspyWarlinX HPOTPAMMHBIX| |gosneitcrruit. YacTs 2
BosaclicTaui. Hacts, 2 2 [IlpakTnyeckue 3ausatus Nel4 Mcrounuku yrpos uHdopmanumonHoit 6esonacuoctu Poccuiickoii 2 2

Denepanu.
3 [KypcoBasi padora Kypcosasi pabora 2 2
4 |KypcoBas padota Kypcosas pabora 2 2
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Haunmenosanue paszaenos IIM, MJIK n Coaep:xanue y4eGHOro MaTepuasa, JJaGopaTopHbie padoThl U MPAKTHYECKHE 3aHATHS, O0Bém B | YpoBens | Koapl koMneTeHnuii H IMYHOCTHBIX
TeM caMocTosITeJIbHAsl padoTa 00y4alomMXC, KypcoBasi padora (IpoeKT) (ec/in npe1ycMOTpPeHbI) yacax |ocBoenusi| pe3yJbTaToB, (POPMUPOBAHHIO KOTOPBIX
€noco0CTBYeET 3JIeMeHT POrpaMMbl
Tema 23 CopepixaHne yueOHOr0 MaTepHrana Jdauuple He HaiigeHbl (K TeMaM B
TonsTHE M30IMPOBAHHON TPOrPAMMHOH| | | Jlekumonnbie 3ansaTns Ne23 TToHsATHE H30IMPOBAHHOI NPOrPAMMHON cpexsL. YacTs 1. 2 1 pa3jie/ie He NPUBSI3AHO KOMIIETeH M)
cpenst. Hacts 1. 2 |IIpakTnyeckue 3auaTus NelS Ananus nHpopMalMOHHON HH(PACTPYKTYphl TOCYAAPCTBA. 2 2
3 [Kypcosasi padora Kypcosast pabora 2 2
4 |KypcoBas padora Kypcosas pabora 2 2
Tema 24 Copnepxanue y4eOHOro Matepuaia Jdannble He HaiijeHbl (K _TemMaM B
IonATne M30MMPOBAHHON MPOrPaMMHOH| | | Jekupmonnbie 3ansTust Ne24 [ToHATHe H30IMPOBAHHOIT IPOrpaMMHOH cpepl. YacTs 2. 2 1 pasjiesie He PUBSI3AHO KOMIIETEHIMI)
cpent. Facts 2. 2 ([TpakTnyeckue 3ansaTus Nel6 VccrienoBanue aTaku nepenoigHeHus Oydepa kak npumepa HapyIICHHs 2 2
KOH(DHICHIMATBHOCTH, LIEJIOCTHOCTU U JOCTYIHOCTH HH(OpMaImu
3 [Kypcosasi pagora Kypcosas pabora 2 2
Tema 25 Copnepxanue y4eOHOro Matepuaia JdanHble He HaiijeHbl (K _TemMaM B
MeToabl 3amuTH MHpOpMAUWK TpH| | Jlekuuonnbie 3auaTus Ne25 1. MeTos! 3amuThl HHGOPMALMU IPH paboTe B CETAX OOIIETO IOCTYyIIA. pasjieie He PUBSI3AHO KOMMETEHIHIA)
padote B ceTax obmero soctyna. 2 [/IadopaTtopHbie 3ansTus Nel 1. 3amura nHGOpMALKUK OT HECAHKIHOHUPOBAHHOTO KOMUPOBAHUS C 2
HCIIOJIb30BaHUEM CIICLUATN3UPOBAHHBIX IPOIPAMMHBIX CPEICTB.
3 [[TpakTuyeckue 3anstus Nel7 1. MozaenupoBaHue MpoBeAeHUs aTaku. V3yueHrne HHCTPYMEHTAIBHBIX 2 2
CpencTB 0OHApYKEHUS BTOPKEHUI
4 |ITIpakTnueckas noaroroska Nel 1. M3syuenne u cpaBuenue apxurektyp Dual Homed Host, Bastion 4 2
Host, Perimetr.
Tema 26 CogaepxaHue yueOHOro MaTepHana Jdanuble He HaiigeHbl (K _TemMaMm B
MesxceTeBble 3kpaHbl TN firewall. 1 |JIekumonnbie 3anstus No26 2. Mexcetesbie dKkparbl Tuna firewall. 1 pasjeJie He IPUBSI3AHO KOMIETEHIIHIi)
2 |/IabopaTopHble 3anaTusa Ne2 2. 3amuTHEIE MEXaHU3MBI B NPHIOXKEHHUAX (Ha nmpumepe MSWord, 2
MSExcel, MSPowerPoint) Yacts 1.
3 [IIpakTnyeckue 3ansaTus Nel8 2. Pa3peproiBanue VPN. 2
4 |IIpakTHueckasi noaroroska Ne2 2. li3ydyeHre U CpaBHUTEIBHBII aHAIN3 PACIPOCTPAHEHHBIX CETEBBIX
mouuTopoB Ha npumepe RealSecure, SNORT, NFR unu apyrux anamoros
Tema 27 Copnepxanue y4eOHOro MaTepuaia Jdanuble He HaijigeHnl (K _TemMaMm B
HocronHcTBa, HELOCTATKH, peanusyembie| | | Texuuonnbie 3ansarus Ne27 3. JIOCTOMHCTBA, HEIOCTATKH, pEATM3yEMBIE TTOJMTHKU OE30TIaCHOCTH pasjie/ie He IPUBSI3AHO KOMIETEHIIMiA)
HoauTKi GesonacHocTH 2 |/IaGopaTopHble 3ausaTus Ne3 3. 3amuTHbIe MEXaHU3MBbl B MPUIOKEHUAX (Ha npumepe MSWord, 2
MSExcel, MSPowerPoint) Yacts 2.
3 [[TpakTnyeckue 3ausTus Nel9 3. M3yueHne pa3nudHbIX ClIOCOOOB 3aKpHITHS "OMAaCHBIX" IOPTOB. 2 2
4 |IIpakTnyeckass moaroropka Ne3 3. BpiOop COOTBETCTBYIONIMX NMPOTPAMMHBIX M NPOTPAMMHO- 2

alrapaTHbIX CPEACTB U peKOMeHIIaHI/Iﬁ 10 ux HaCTpOﬁKC.
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HaumenoBanue pasaenos [IM, MJIK n
TeM

Conep:kanne yueGHOro MaTepuaJja, JJabopaTopHbie padoTbl U NPAKTHYECKUE 3aAHATHUS,
CcaMOCTOSITe/IbHAsI pad0Ta 00y4aIoIMXC, KypcoBasi padoTa (mpoeKT) (ec/u MpeaycMOTpeHbI)

O0BbéM B
yacax

‘YpoBeHns
OCBOEHHsI

KOJII)I KOMl'leTeHl[l/lﬁ H JIMYHOCTHBIX
pe3yJIbTaToB, (JOPMHPOBAHHIO KOTOPHIX
€noco0CTBYeET 3JIeMeHT POrpaMMbl

Tema 28
OcHoBusle Tunsl firewall. CumMerpuyuHble
u HecummetpuuHsie firewall.

ConeprxaHne yueOHOr0 MaTepHana

JlanHbple He HajligeHbl (K TeMaM B

1

Jlexkunonnblie 3ansatus Ne28 4. Ocnosuble Tunsl firewall. 5. CuMMeTpUuHBIE 1 HECUMMETPHUUHBIE
firewall.

paszjeie He NPUBA3AHO KOMIIETEHIIHIi)

JlaGopaTopusbie 3anaTusi Ned 4. [IpiMeHeHne cpe/icTBa BOCCTAHOBJICHUS OCTATOYHOH MH(pOPMAaIK Ha
npumepe Foremost wiu ananora

(98]

IMpakTnueckue 3ansarus Ne20 4. Vzyuenue mexaunsmos 3anutel CYBJ] MS Access

N

IIpakTuyeckas noaroropka Ne4 4. YcraHoBKa M HAacTpOHWKa NPOTPAMMHBIX CPEJCTB OLICHKH
3aIIULIEHHOCTH U ayJUTa HHPOPMALMOHHOK O€3011aCHOCTH.

Tema 29
[TakeTHble HUIBTPHI.

Copeprxanue y4eOGHOr0o MaTepraia

Jlannple He HaliaeHbl (K _TeMaM B

1

Jlexunonnpie 3ansrus Ne29 6. [TaketHbie GpUIBTPHL.

pasjese He NPUBS3aHO KOMIIETEHIIMIA)

2

JlaGopaTopHbie 3ansaTus NeS 5. [IpumeHeHue criennain3upoOBaHHOTO MPOTPAMMHO CPEICTBA s
BOCCTaHOBJICHHUS yJaJI€HHBIX (aiioB

w

IMpakTnueckue 3ansarus Ne2l 5. Vzyuenue wrarasix cpencts 3amutsl CYBJ] MSSQL Server

~

IIpakTHuyeckas noaroroska Ne5 5. M3yuenue GyHKUMN U HACTPOWKA PEeKUMOB pabOThI HAa MpUMEpe
MaxPatrol 8 wiu apyrux aHainoros

Tema 30
OunpTpanus ciryx0, MOUCK KIIOYEBBIX
CJIOB B TeJIe IIAKETOB Ha CETCBOM yYPOBHE.

Copeprkanue y4eGHOr0 MaTepraia

JlaHHble He HajlifeHbl (K TeMaM B

1

Jlexunonnnie 3anstust Ne30 7. Oubrpanust Ciiyx0, TOUCK KIFOYEBBIX CJIOB B TEJIE TAKETOB Ha CETEBOM
YPOBHE.

paszjiesie He NPUBI3AHO KOMIIETEHIINIi)

N

JladopaTopubie 3ansTust Ne6 6. [puMenenne nporpamm Juisi 6€3B03BPaTHOTO yIaICHHS JAHHBIX

(98]

IIpakTuueckue 3ansarus Ne22 6. [Iposesnenue aynura JIBC ceTeBbIM CKaHEPOM.

~

IMpakTHyeckas noaroroBka Ne6 6. zyuenue TunoBbIx pemiennit ans noctpoeruss VPN Ha nmpumepe
VipNet nnu Ipyrux aHajioros

Tema 31
Proxy-cepBepa NpuKIIaJHOTO YPOBHSI.

ConeprxaHue yueOHOro MaTeprana

)Iamn,le He HaleHbl (K TeMaM B

1

Jlexunonnbie 3ansiTust Ne31 8.Proxy-cepsepa NpUKIIaJHOTO YPOBHSI.

paszjiesie He NPUBI3AHO KOMIIETEHIIMIi)

2

JlabopaTopHble 3anaTus Ne7 7. IlpumeHeHue nporpaMM s MHU(POBaHUS JAHHBIX HA ChEMHBIX
HOCHTEISX.

IIpakTuyeckue 3aHaTusa Ne23 7. Beibop Mep 3amuThl HHGOpPMALUH IS UX pEaNU3alUH B
nHGOPMALOHHON CHCTEME.

ITpakTHyeckas noaroroBka Ne7 7. MzyuyeHue COBpEeMEHHBIX CHCTEM aHTHBHPYCHOH 3allUTHI HA
mpuMepe KopHopaTuBHbIX pemennii KasperskyLab wmm apyrux aHanoros.

Tema 32
OJQHOXOCTOBBIE M MYIbBTHXOCTOBBIE
firewall.

Copnepxanue y4eOHOro MaTepuaia

Jlannple He HaligeHbl (K _TeMaM B

1

Jlekumnonnbie 3ausaTus Ne32 8. OnHOXOCTOBBIC i MYJIBTHXOCTOBBIC firewall.

pasjesie He NPUBSA3aHO KOMIIETEHIMIA)

2

IpakTnueckne 3ansTusa Ne24 8.YcraHoBKa M HACTpOHKa KOMIUJIEKCHOTO CPEJICTBa Ha MpUMeEpe
SecretNetStudio (yueOHast IMIEH3HS) WIH APYTHX aHAJIOTOB.

IMpakTuyeckas noaroropka Ne§ 8. M3yuenue pyHkumonana u obnacreit mpumerenust DLP cuctem Ha
npumepe InfoWatchTrafficMonitor unu apyrux aHaaoros.
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Haunmenosanue pasaenos I[1M, MK n Conep:kanne yueGHOro MaTepuaJja, JJabopaTopHbie padoTbl U NPAKTHYECKUE 3aAHATHUS, O0bém B | YpoBens |  Koabl koMneTeHnuii 1 JINUHOCTHBIX
TeM caMocTosITeJIbHAsl padoTa 00y4alomMXC, KypcoBasi padora (IpoeKT) (ec/in npe1ycMOTpPeHbI) yacax |ocBoenusi| pe3yJbTaToB, (POPMUPOBAHHIO KOTOPBIX
€noco0CTBYeET 3JIeMeHT POrpaMMbl
Tema 33 CopepixaHne yueOHOr0 MaTepHrana Jdauuple He HaiigeHbl (K TeMaM B
OCHOBHBIE THIIBI apXUTEKTYP T N339.0 r m 3 N pasjielie He NPUBA3aHO KOMIETEHINIA)
. KIH ©33 9. .

MyTbTHXOCTOBBX firewall. eKIMOHHbIE 3AHATHS CHOBHBIE THITBI APXUTEKTYP MYJIBTHXOCTOBBIX firewa
Tema 34 CopnepxaHue y4eOHOro MaTepraia Jdanuble He HaiigeHnl (K _TemMaM B
TpeboBaHus K KaKAOMY XOCTY HCXOIS 13| | (Jlekuuonnbie 3ausTus Ne3d 10.TpeGoBanus K Ka)IOMy XOCTYy MCXOAS M3 aAPXUTEKTYpPHI H 2 1 pasje/ie He NPUBSI3AHO KOMIIETEHIIM)
APXUTEKTYPHI U BBIIOIHIEMbIX ()YHKIHUH BBINOMHAEMBIX (yHKLIHA
Tema 35 Copnepxanue y4eOHOTro Matepuaia Jdannbple He HaiigeHbl (K _TemMaM B
TpeboBanus mno cepTHPUKANUH T Ne35 11, Toct 2 1 pasjiejie He NPUBS3aHO KOMIIETEHIHIi)

0
MEXKCETEBBIX IKDPAHOB. | eKIHOHHbIE 3aHATU No . TpeboBaHust Mo cepTH(HHUKALIMU MEKCETEBBIX IKPAHOB.
Tema 36 Copnepxanue y4eOHOTro MaTtepuaa Jdannbple He HaiiaeHbl (K _TeMaM B
OcHOBHBIC THIOB yrpo3. Mogaens T Ne36 120 Y 2 n pasjielie He NPUBA3aHO KOMIETEHINIA)

0
HAPYIIHTENS. | eKIHOHHbIE 3aHATU No . OCHOBHBIE THIIBI YTp0o3. Mozenb HapyIHTes.
Tema 37 ConeprxaHne yueOHOr0O MaTeprana Januble He HaiiaeHbl (K _TeMaMm B
CpencTtBa HUACHTUOUKALHUH U T N37 13 C v : N pasjielie He NPUBI3aHO KOMIETEHINIT)

KIHOHHBI o . .

AYTEHTHOHKAHH. Vipasnenue eKLHO0 e 3aHATUSA pencTBa MACHTHGUKALMKM U ayTEHTH(GUKANUU. YIpaBIeHUE
JIOCTYTIOM. JOCTYIIOM.
Tema 38 Copnepxanue y4eOHOro MaTepuaia Jdannble He HaiijeHbl (K _TemMaM B
CpencTBa KOHTPOJS IE€JIOCTHOCTH T Ne38 14.C G 2 1 pasjeJjie He NPHBSA3aHO KOMIETEHIHIi)

0,
UHGOPMALK B 6a3aX JAHHBIX. eKIHOHHDIE 3aHATHs Ne . CpencTBa KOHTPOJIS HETOCTHOCTH HH(pOpMaIuy B 6a3ax JaHHbIX.
Tema 39 Copnepxanue y4eOHOro Matepuaia Jdannbple He HaiiaeHbl (K _TemMaM B
CpencTtBa ayauTa H KOHTPOISA T Ne39 15, C 5 K 2 1 pasjiejie He NPUBSA3aHO KOMIIETEHIHIi)

o
GesomacHocT. KpHTepHH 3amHmeHHoCT] eKIIHOHHbIE ;EIHHTHFI o . CpexacTBa ayauTta M KOHTpOJs Oe3omacHocTH. Kpurepuu
6a3 IAHHBIX 3aIIUIIEHHOCTH 6a3 JaHHBIX
Tema 40 Copnepxanue y4eOHOro MaTepuaia Jdanuble He HaiigeHnl (K _TemMaMm B
Ilpumenenne  kpuntorpaguueckux| | |JJekuuonnsie sanstns Ned0 16. TIprMenenne KpurnTorpaduueckux cpeicTs 3alHThl HHMOPMALUA B 2 1 Dasjiesie He PUBSI3AHO KOMIIETEH M)
CpeAcTB 3amuThl HHGopMannn B 6a3ax|  |gazax gaHHbIX.
JIAHHBIX. =
2 [[lanHble He Haii/leHbl (He yka3aH B 3aHATHA) [IpomMexyTodHas aTTecTalus 6 2

KypcoBas padora 30 30 OK 07., OK 10., OK 09., OK 08., OK 06.,

OK 05., OK 04., OK 03., OK 02., OK 01.,
IK 2.6., 11K 2.5, 11K 2.4., [IK 2.3., IIK
22,1IK2.1.

Dopma(-b1) KOHTPOJIA - 7 ceMecTp, DK3aMeH
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HaumenoBanue pasaenos [IM, MJIK n
TeM

Conep:kanne yueGHOro MaTepuaJja, JJabopaTopHbie padoTbl U NPAKTHYECKUE 3aAHATHUS,
CcaMOCTOSITe/IbHAsI pad0Ta 00y4aIoIMXC, KypcoBasi padoTa (mpoeKT) (ec/u MpeaycMOTpeHbI)

O0BbéM B
yacax

‘YpoBeHns
OCBOEHHsI

KOJII)I KOMl'leTeHl[l/lﬁ H JIMYHOCTHBIX
pe3yJIbTaToB, (JOPMHPOBAHHIO KOTOPHIX
€noco0CTBYeET 3JIeMeHT POrpaMMbl

Bceero mo MJIK.02.01 IIporpaMmHBIe 1 IpOrpaMMHO-AIIIIAPATHBIE CPEICTBA 3AIUTHl HH(OPMAIIH

TemaTnu

eckasi u

ILIAHOBA
b

paciacoB

Ka He

coBnajaae

T (210

I 4. /
2161em.
4.)

Bcero no I1M.02 3amuTa nagopManun B aBTOMATH3UPOBAHHBIX CHCTEMAX MPOrPAMMHBIMH U MPOrPAMMHO-ANNAPATHLIMH CPeICTBAMH

356

s xapakxmepucmuku ypoeHsi 0C80€HUsL Y4eOH020 MAMePUana UCNOIb3YIOMCs cledyoujue 0003HaAYeHUs.
1 - o3HakomumenbHbiil (O3HAKOMICHUE C PaAHee U3YHUEeHHLIMU 00beKMAMU, CBOUCMBAMU ),
2 - penpodyKmusHulil (8biNoIHeHUE 0esiMebHOCHU N0 00pA3YY, UHCIMPYKYUU UL NOO PYKOBOOCIMBOM);
3 - npoOYyKmMusHbIiL (NIAHUPOBAHUE U CAMOCIOSMELHOE BbINOIHEHUE 0esIMEIbHOCU, peuletue NPoOIeMHbIX 3a0ay ).
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3. YCJIOBUA PEAIMBALINUA ITPOPECCHUOHAJIBHOI'O MO YJIA

3.1. TpeOoBanusi K MUHUMAJILHOMY MAaTE€PUATbHO-TEXHUYECKOMY 00ecnedeHn 0
npodeccrnonaibuoro moayJasa ITM.02 3amura undgopmanun B aBTOMATH3UPOBAHHBIX
cucTeMax NMpPOrpaMMHBLIMH U MPOrPAMMHO-ANNAPATHLIMH CPeICTBAMM

Peanuzanus MJIK.02.02 Kpunrorpadguueckue cpencTBa 3aliuThl MH(pOpMauu
IPEIOoJaraeT HaJIuuue IOMELICHUN:

KommnbroTepHsliii kiacce
Kabuner nndopmaruku
JlabopaTopusi TEXHOJIOTUU pa3padOTKHU 0a3 TaHHBIX
JIaGopaTopusi CUCTEMHOI'O U PUKIIATHOTO POrPaMMUPOBAHHUS
JlabopaTopust nHPOPMAITMOHHO-KOMMYHHUKAITMOHHBIX CUCTEM
JlaGopatopusi ynpaBiaeHUs MPOESKTHOU eI TEIbHOCThIO
JlabopaTopus BBIYUCIUTENBHON TEXHUKH, APXUTEKTYPhI IEPCOHATBHOTO KOMIIBIOTEpPA U
nepupepuitHbIX yCTPOICTB
JIaGopartopusi mpOrpaMMHOT0 00eCTIeUeHUs U COMTPOBOXKICHUSI KOMIIBIOTEPHBIX CUCTEM
JlabopaTopusi mporpaMMupoBaHus U 0a3 JaHHBIX
JlaGopaTtopusi opraHu3aIiy U MPUHIIMIIOB TOCTPOCHUS HH(OPMALIMOHHBIX CUCTEM
JlabopaTopust nH)OPMAITMOHHBIX PECYPCOB

. KiaBuarypa (16 mir.)

. Marpenika — Z (Habop — KOHCTPYKTOp) (5 1IT.)

. Robobuilder RQ — HUNO (MuorodyHkimoHaibHbIi podoT-anapoun) (1 mrr.)
. Momnwutop (16 1it.)

. Mpimis koMnbroTepHas (16 mT.)
. ITnakatsl (32 mT.)
. Cuctemusbiit 6510k (16 1IT.)

. Crenapl (4 mit.)

JlabopaTopusi ceTeit u cuctem nepenayu HHGOpMaIuu
JlabopaTopusi SIEKTPOHUKHU U CXEMOTEXHUKHU
JlaGopaTopusi mporpaMMHBIX U MNPOTPAMMHO-aNMapaTHBIX CPEJICTB 3allUThI
uHbOopMaIuu
JlabopaTopusi TEXHUYECKUX CPECTB 3alUThl HHPOpPMaLIUU
[ToMroH BBIUMCIUTETLHON TEXHUKHU
[Tonuron yueOHBIX 6a3 IPAKTUK
MeTtoanueckuii KaOMHET
Kabuner myist camocTosTeIbHOM pabOThI
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. Mownwutop (9 mt.)

. Mpimis KoMMnbroTepHast (9 mIT.)
. CuctemubIit 6510k (9 mT.)

. Crenapi (3 mit.)

. Knasuarypa (9 mit.)

Peanuzamus MJIK.02.01 IIporpaMMHbIie U TTpOrpaMMHO-alNapaTHbIE CpeCTBa
3alUThl UHQOPMALIMK TPEIoNaraeT HAIMYue MOMEIECHUN:

KommbrorepHslii kitace
Kabuner undopmatuku
JlaGopaTopusi TeXHOJIOTHUU pa3pabOTKH 6a3 JaHHBIX
JlabopaTopusi CHCTEMHOTO U TIPUKJIATHOTO MTPOTPaMMHUPOBAHUS
JlabopaTopust nH)OpPMAITMOHHO-KOMMYHUKAITMOHHBIX CUCTEM
JlabopaTopus ynpaBJIeHHs POSKTHOHN JESITEIBHOCTHIO
JlabopaTopus BIYUCIUTENHHON TEXHUKH, APXUTEKTYPHI IEPCOHATHPHOTO KOMIIBIOTEPA U
nepudepuiHbIX yCTPOUCTB
JlaGopatopusi IpOrpaMMHOTO 00ECTICYEHHUS U CONTPOBOKIACHUS KOMIIBIOTEPHBIX CUCTEM
JlabopaTopus mporpaMMupOBaHus U 06a3 TaHHBIX
JlabopaTopust opraHu3ayy | MPUHIIAIIOB MTOCTPOEHUS HH(POPMAITMOHHBIX CUCTEM
JlabopaTopust nH(DOPMAITMOHHBIX PECYPCOB

. Knasuarypa (16 mir.)

. Marpenika — Z (Habop — KOHCTpYKTOp) (5 mIT.)

. Robobuilder RQ — HUNO (Muorodyskinonansubsiit podot-anapoun) (1 mir.)
. Momnwutop (16 mit.)

. Mpiiib KoMIbIoTEpHAs (16 1mIT.)
. [Mnakater (32 wit.)
. Cucremubiii 6510k (16 mIT.)

. Crenapi (4 mit.)

JlabopaTopus ceTeit u cucTem nepenadu nHGOpMaIiH
JlaGopatopusi 3IEKTPOHUKHU U CXEMOTEXHUKH
Jlabopatopus HpOTrpaMMHBIX U MPOTPaMMHO-ANMapaTHBIX CPEICTB 3aIIUThI
uH(popMauu
JlabopaTopusi TEXHUYECKUX CPEJICTB 3aIIUTHI HHPOPMAIUH
[TonuroH BBIYUCIMTENLHON TEXHUKHU
[Tonuron yueOHbIX 0a3 MPaKTUK
Mertoandeckuii KaOUHET
Kabuner st camocTosiTenbHON pabOThI
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. Mownwutop (9 mt.)

. Mpimis KoMMnbroTepHast (9 mIT.)
. CuctemubIit 6510k (9 mT.)

. Crenapi (3 mit.)

. Knasuarypa (9 mit.)

Kabunet nnpopMaimoHHbIX CUCTEM B TPOPECCUOHATILHON JIEATEIbHOCTH
Kabuner nndopmarrku u MaTeMaTUKU
Kabunetr KOMIbIOTEPHOrO 1HU3aiiHa
JlaGopartopust HHPOPMAITMOHHBIX TEXHOJIOTHH B IPO(PEeCCHOHATBLHOMN AeATeILHOCTH
JlabopaTopust nHDOPMAITMOHHBIX TEXHOJIOTHH
JlaGopaTopusi KOMIIBIOTEPHOTO JU3aiiHa
JlaGopartopus pa3pabOTKH BEO-TIPHIIOKESHHIM
Cryaus ”H)XEHEpHON U KOMIIBIOTEPHOU rpaduku
Crynus pa3paboTKu au3aifHa BEO-TIPHIIOKESHHM
Kabuner myist camocTosiTenbHON paboThI

. Cucremubiii 610K (9 1mIT.)

. Mownwutop (9 mt.)

. Mpimib KoMMnbroTepHAs (9 1mIT.)
. Crenapi (1 mit.)

. Knasuarypa (9 wr.)
. [Tnakatel (34 wit.)

3.2. VYyeOHO-MeToaMyeckoe U HUHPOpPMANUOHHOEe oOecnmeyeHHeE
npo¢gecCHOHAJIBHOIO MOAYJIA

[lepedyeHs pekoMEHIyeMbIX YUEOHBIX U3JAHUM M JOTIOJHUTEIBHOW JIUTEPATYPHI
st MJIK.02.02 Kpuntorpaguyeckue cpeicTBa 3allUThl MH()OPMAIUH:

OcHoBHas nuTepaTypa:

1. Opra"u3anoHHO-TIPaBOBOE oOecreueHne HHPOPMAIMOHHON 0Ee30MacHOCTH:
y4e0. nmocobue s CTyA. yupexaeHuit cpea. npod. oopazosanus/ E.b. benos, B.H.
[Ipxxeropnuuckuii. — M.: 3patenbckuii neHTp «Akagemus», 2017. —336¢

2. Nudopmanmonnas 6e3zomacHocTh : yueOHuk / B.II. Mensaukos, A.U.

Kynpusnos. — MockBa : KwxoPyc, 2018. Pexum ngoctyna
https://www.book.ru/book/924214

JlononHUTENbHAS IATEPATYPA:
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1. Nudopmanmonnas 6e3onacHocTs: YuedHoe nocodue / [lapteika T. JI., ITonos U.
N. - 5-e uzn., nepepad. u gom. - M.: ®opym, HUI[ UTHOPA-M, 2016. - 432 c.: 60x90
1/16. - (Ilpodeccuonansuoe odbpazopanue) ([lepernér) ISBN 978-5-91134-627-0 -
Pexxum noctyna: http://znanium.com/catalog/product/516806

2. NudopmaTuka, aBTOMAaTHU3UPOBAHHBIE MHPOPMAIMOHHBIE TEXHOJOTUH U
cuctemsl : yueOHuk / B.A. I'BozaeBa. — M. : U] «DOPYM» : UHOPA-M, 2019. —
542 c¢. — (Cpennee mpodeccuoHanbHOe oOpa3zoBaHue). - Pexum mocTtyma:
http://znanium.com/catalog/product/999615

NudopmarmoHHbie CIIPaBOYHO-ITPABOBBIE CHCTEMBI U PECYPCHI:

1. DeKTPOHHO-OMOIMOTEUHAs CUCTEMa Znanium.com
2. DnekTpoHHO- Oubnnoreunas cucteMa BOOK.RU

[lepedyens pekoOMEHIyeMbIX YUEOHBIX U3JAHUM U JOTOJHUTEIBHOW JIUTEPATYPHI
s MJIK.02.01 IIporpaMMHubie U NPOrpaMMHO-aNNapaTHbie CPeICTBa 3AIMTHI
undopmanuu:

OcHoBHas 1uTeEpaTypa:

1. Opranu3zalMOHHO-TIpaBOBOE oOecrneyeHre MH(OpMaIMOHHONW 0€30MacHOCTH:
y4e0. nmocobue s CTyA. yupexaeHuu cpea. npod. oopazosanus/ E.b. benos, B.H.
[Ipxeropauuackuii. — M.: U3narenscknii neHTp «AxagemMus», 2017. —336¢

2. Nudopmanuonnas O6e3omacHocth : yueOHuk / B.II. Mensuuko, A.U.
Kynpusnos. — MockBa : KwxoPyc, 2018. Pexum pgoctyna
https://www.book.ru/book/924214

JlononHUTENbHAS IUTEPATYPA:

l. Kyns, T.I1. Onepanuonnsie cucrtemsl : yaeOHnoe nocodue / T.I1. Kymib. - MuHCK :
PUIIO, 2019. - 312 c. - ISBN 978-985-503-940-3. - TekcT : aynekTpoHHbIii. - URL:
https://znanium.com/catalog/product/1056304

2. NudopmaTruka, aBTOMAaTU3MPOBAaHHBIC MH(POPMAIIMOHHBIC TEXHOJOTHU H
cuctemsl : yueOHuk / B.A. I'BozaeBa. — M. : U] «DOPYM» : UHOPA-M, 2019. —
542 c¢. — (Cpennee mpodeccuoHanbHOe oOpa3zoBaHue). - Pexum mocTyma:
http://znanium.com/catalog/product/999615

HNupopmaninoHHbIE CIIPaBOYHO-TIPABOBBIE CUCTEMBI U PECYPCHI:

1. DIeKTPOHHO-OMOIMOTEUHAs CUCTEMa Znanium.com
2. DnekTpoHHo- 6ubnnoreunas cucrema BOOK.RU

20



4. KOHTPOJb N OUHEHKA PE3YJIBTATOB OCBOEHUAA
MPO®ECCHUOHAJBHOI'O MOAYJIA (BUJA MTPO®ECCUOHAJBHO

JESTEJBHOCTU)

4.1. Tabnuua cOOTBETCTBUSI KOMIIETEHLIMN MTOKA3aTeNIsIM OLEHKH pe3yJibTaTa

IK 2.5. YHNUTOXAaTh MHGOPMAIHIO U HOCHTEIH NH(OPMAIINH C UCHOJIE30BaHHEM
MIPOrPaMMHBIX U IPOrPaMMHO-AIIAPATHBIX CPECTB.

Jdannble He HalifeHbl (popMbl 1

METOAblI KOHTPOJIA U OlleHKli)

K 2.4. OcymecTBuiaTe 00paboTKy, XpaHEeHHE W Tepenadyy HHPOPMALHH
OrpaHMYEHHOTO JIOCTYTA.

[annbie He HalifeHbl (popMbl 1

METOAbI KOHTPOJSA U Ol_leHKll)

MK 2.3. OcyuiecTBIsATh TECTHPOBaHHE (HYHKIUN OTACIBHBIX MPOTPAMMHBIX H
MIPOrpaMMHO-AIIapaTHBIX CPEACTB 3aIUTHl HHPOPMALIUH.

Jannble He HalifeHbl (popMbl u
MeTO/Ibl KOHTPOJIsi M OLIEHKH)

IIK 2.2. ObecrieunBaTh 3amUTy HHPOPMANK B aBTOMAaTH3NPOBAHHBIX CHCTEMAX
OTAENEHBIMHA NTPOTrPAaMMHBIMH, TIPOTPAaMMHO-aNapaTHEIMU CPEACTBAMH.

Jlannble He HalifeHbI (popMBI M

METO/Ibl KOHTPOJISI ¥ OLIEHKH)

IIK 2.1. OcymecTBAATh YCTAaHOBKY M HACTPOHKY OTAENBbHBIX MPOTPaMMHBIX,
MPOrpaMMHO-AINAPATHEIX CPEACTB 3alIUThI HHGOpMALHUH.

Jannblie He HaiineHbl (GopMbI U

METOAbI KOHTPOJIA U Ol_leHKlj)

Pe3yabTaThl (0cBOeHHBbIe NpodeccHOHANbHbIE U 00IIMe KOMIIEeTEHINH) OcHoBHbIe I0Ka3aTe/ U OLeHKH ®opmbl 1
pe3yibTara MeTO/bI
KOHTPOJIS H
OLleHKH
OK Jlannepie He
OK 07. ConelicTBOBAaTH COXPAHEHUIO OKPYIKAIOLIEH Cpesibl, pecypcocbepexennto,|Jannpie e naiinenst (Gopmpr nfHa U 1LE HbL
3¢ (HEeKTHBHO JEHCTBOBATH B UPE3BBIYANHBIX CHTYAIIHSIX. MeTO/Ibl KOHTPOJIsl H OLIEHKH) (ocHoBHbBIE
= = = nokaszaTean
OK 10. ITomp30BaThCs POQecCHOHANEHOI JOKyMeHTalnel Ha rocyaapcTtBeHHoM|JlanHble He HaiijieHbl (hopMbl U
OUCHKH
1 MHOCTPAHHOM SI3BIKaX. MeTo/ibl KOHTPO.ISI U OLIEHKH)
— — pe3yabTara)
OK 09. Ucnonbs3oBaTh HHGOPMAIHOHHBIE TEXHOJIOTUU B mpodeccuonanpHoii|/lannbie ne Haiinens! (hopMbl 1
JEeATETbHOCTH. MeTO/Ibl KOHTPOJISI M OLIeHKH)
OK 08. Mcnonb3oBaTh cpeacTBa Gpusnyeckon KynbTypsl i coxpaHeHus u|/lannbie ne Haiiennl (Gpopmbl n
YKpEIJIeHHs 370pOBbsl B Ipouecce MpodhecCHOHANbHON NeITeNbHOCTH H|MeTOAbl KOHTPOJISI M OLeHKH)
HOJICp)KaHUs HEOOXOIMMOr0 YPOBHS (PM3MYECKOH MOJIrOTOBICHHOCTH.
OK 06. ITposBisATh TpaskAaHCKO-TIATPUOTHUECKYIO MTO3UIUIO, AeMOHCTpHpoBaTh|aHHble He HalieHbl (hOpMBbI U
OCO3HaHHOE IIOBEJCHHE Ha OCHOBE TPAJWIMOHHBIX OO0NICYeTOBEYSCKUX|METOAbl KOHTPOJISI M OLeHKH)
LIEHHOCTEH, MPUMEHATh CTaHAAPTHl aHTHKOPPYNIMOHHOTO IOBEJCHUSL.
OK 05. OcyurecTBiasTh yCTHYI W NHCbMEHHYI KOMMyHHKaunuio Ha|/lanubie ne Haiinensl (opMbl 1
rOCY/IapCTBEHHOM SI3BIKE C YYETOM OCOOCHHOCTEH COLMAIbHOTO M KYJIBTYPHOI'O[METO/Ibl KOHTPO/Isl M OLIEHKH)
KOHTEKCTa.
OK 04. PaboTath B KOJUICKTHBE U KOMaH[e, YPPEKTHBHO B3aUMOJIciicTBOBATh c|/laHHble He HaiijieHbl (hopMBbI 1
KOJUIEraMH, PyKOBOACTBOM, KITHEHTaMH. MeTO/Ibl KOHTPO.ISl U OLIEHKH)
OK 03. TlmaHupoBaTh U peann3oBbIBaTh cOOCTBeHHOE mpodeccuonanshoe u|/lannbie He HaiineHbl (hopMbl U
JMYHOCTHOE Pa3BHUTHE. MeTO/Ibl KOHTPOJISI H OLleHKH)
OK 02. OcyuiecTBiIsTh MOMCK, aHAIH3 M HHTeprnperauuio nHpopmanuu,|Jannsie ne Haiineno! (hopmMbl 1
HEOOXOIMMO¥t 1715 BBIITOJIHEHHMS 33/1a4 MPOGECCHOHAIBHOMN AESTEbHOCTH. MeTO/1bl KOHTPO.IS U OLIEHKH)
OK 01. Bri6upats crioco0sl penieHus 3aaad npodhecCHOHANBHON NeATeIbHOCTH, | lanHble He HaiiieHbl (hopMbl 1
MIPUMEHHUTEIIBHO K Pa3IMYHBIM KOHTEKCTaM. MeTO/ibl KOHTPOJISI U OLIEHKH)
TIK JlanHble He
K 2.6. OcymecTBIsiTh pPErHCTPalHI0 OCHOBHBIX cOObITHH Blanuble He Haiifenbl (Gopvpr n|HAHAEHDBL
aBTOMATHU3MPOBAHHBIX (MHQOPMAIMOHHBIX) CHCTEMaX, B TOM YHCIE C|METOJbI KOHTDOIsI H OIIeHKH) (ocnopupie
HCIIOJIb30BAHHEM MNPOTPAMMHBIX M NPOTrpaMMHO-ANIapaTHEIX CPEACTB norkasaTeau
OOHapyXeHHs, NPEeAYNPEIKACHHS U ITMKBUAALNU MOCIEACTBUIl KOMIBIOTEPHBIX OUEHKH
aTak. pe3yabTaTta)

4.2. O6paszoBaTenbHbIE Pe3yJIbTaThl OCBOCHHS O00Opa30BATEIBLHON MPOTPaMMBbI

po(ecCHOHaTBFHOTO MOJYJIS, TIOJJICKAIINE TTPOBEPKE
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HaumeHnoBanue 06pa30BaTeJ’lbl—l0r0 pe3yJjabTara

IToka3zaTen oueHku pe3yJjabTarta

Dopmbl 1
MeTOo/bl
KOHTPOJIS 1
OLIEHKH
pe3yJbTara

Ymenne

OcCy1ecTBIATS MOHUTOPUHT M PETHCTPALUIO CBEICHHH,
HEOOXOAMMBIX JUIS 3aIIUThl 00bEKTOB HH(OPMATH3ALHY,
B TOM YHCJI€ C HCIOJb30BAHUEM NPOTPAMMHBIX U
MpOrpaMMHO-aNapaTHEIX CPEACTB OOHapYXKEeHU,
NpenynpexIeHuss M JUKBUAAIUM HOCIEACTBUN
KOMITBIOTEPHBIX aTaK

YMeTh OCYWIECTBISITh MOHHTOPUHT M PErUCTPALUIO
CBEIECHHUH, HEOOXOAMMBIX IS 3al[MThl OO0OBEKTOB
nHpopmMaTu3anuKu, B TOM YHCIE C HCIOJb30BAHUEM
OpPOrpaMMHBIX U IMPOTPaMMHO-AMIapaTHBIX CPEICTB
oOHapyXeHHUs, NPEeAYNPEeKACHUS W JUKBUIALUN
MOCJICICTBUI KOMIBIOTEPHBIX aTak

TectupoBanue

[TpuMeHsATh MaTEMaTHYECKUH anmapaT AJIsl BHITOJHEHUS
KpPHUIITOrpadHIECKHUX MPeoOpa3oBaHui;

YMeTh NpPUMEHSITh MaTEeMaTHYECKHH ammapar s
BBINIOJIHEHUSI KPUIITOTpadHIECKUX IpeoOpa3oBaHuUii;

TecrupoBanue

[IpoBepsATs BHIIONHEHHE TPEOOBAHHH MO 3aIIUTE
nHGOPMAINH OT HECAaHKIMOHUPOBAHHOTO AOCTYTA IPH
aTTecTaquu OOBEKTOB HUHPOPMAaTHU3ANUH O
TpeOOBaHMSIM 0e30MacHOCTH MH(OpMAaLUH;

YMeTh IpOBEPSTH BBHINOTHEHHE TPEOOBAHUH 1O 3alIUTe
nHGOPMALUN OT HECAHKIMOHHPOBAHHOTO JOCTYIA MpHU
aTTecTanuu 00BbEKTOB HH()OpPMATH3ALUH 110 TPEOOBAHUAM
0Oe30macHOCTH HHPOPMAIIHIH;

TectupoBanue

yCTaHaBJIUBATh, HACTPAUBATh, IPUMEHATH IPOrPaMMHBIE
U IHporpaMMHO-ammapaTHble CpegcTBa 3al[UTHI
uH(popMaIuy;

VYMeTh ycTaHaBIMBaTh, HACTPaWBaTh, NPHUMEHITH
IporpaMMHBIE W HPOrpPaMMHO-ANIapaTHBIE CPEACTBa
3aIIUTHl MH(OpMAIKY;

TectupoBanue

YCTaHABIMBATh M HACTPAMBATh CPEICTBA aHTUBUPYCHOM
3a0IUTHl B COOTBETCTBUH C MNPEABABIICMBIMH
TpeOOBaHUSIMU;

YmeTs yCTaHaBJIUBaTh W HaCTpauBaThb CpEJACTBa
aHTPIBI/IpyCHOﬁ 3allUTBI B COOTBCETCTBHHU C
npeaAbABIACMBIMHU Tpe6OBaHI/I$IMI/I;

TecrupoBanue

JIMarHOCTHPOBaTh, YCTPAHATh OTKa3bl, 00eCHeynBaTh
paboToCcmocoOHOCTF M TECTUPOBATh (GYHKIUHU
NpOrpaMMHO-ANIapaTHBIX CPEACTB  3aIlUTHI
HHPOPMAIHH;

VYMeTh JAUAaTHOCTUPOBATH, YCTPaAHATh OTKa3bl,
obecrmeynBaTh paboOTOCIOCOOHOCTH U TECTHUPOBATH
(YHKIHMH NPOTpaMMHO-aNNapaTHBIX CPEACTB 3allUThI
uHpOpMAIHH;

TectupoBanue

3HaHue

Tunossie CpeAcCTBa U METOABI BEACHUA ayauTa, CpCACTB
U CII0CO00B 3al[UTEI I/IH(bOpMaIII/II/I B JIOKAJIBbHBIX
BBIYUCIHUTECIBbHBIX CETAX, CPEACTB 3al[UTBl OT
HECAHKIUOHUPOBAHHOT'O AOCTYyIA.

3HaTh THIIOBBIC CpeacTBa U METOABI BEACHHUA ay/iuTa,
CpCACTB U CII0COOOB 3aIUTHI HHq)OpMaHHH B JIOKAJIBbHBIX
BBIYUCIUTCIBbHBIX CETAX, CPEACTB 3allUTBl OT
HECAHKIITMOHHUPOBAHHOI'O AOCTYIIA.

Komnoksuym

0COOCHHOCTH M CHOCOOBI IPUMEHEHHS IPOTPAMMHBIX U
[IPOrpaMMHO-AMIAPATHBIX CPEICTB TapaHTUPOBAHHOTO
YHUYTOXKEHHUS HHPOPMALIUH;

3HaTh OCOOEHHOCTH M CHOCOOBI HpPUMEHEHUS
HPOrPaMMHBIX M IIPOTPAMMHO-ANNapaTHBIX CPEACTB
rapaHTHPOBAaHHOTO YHHUYTOXXECHHs MH(OpMaLuy;

Konnoksuym

OCHOBHBIE IOHSITHS KPHUNTOTpadUM U THUIOBBIX
KPUNTOTPAQUIECKUX METOMLOB U CPEJCTB 3aI[UTHI
nHpopmarmu;

3HAaTh OCHOBHBIC NMOHATHS KPUITOTpadUu U THIIOBBIX
KpunTorpaMueckux METOJOB M CPEJCTB 3aIHUTHI
nHdopmarmy;

Komnnoxsuym

METOJIBl TECTUPOBAaHUSA GYHKIHH OTIENbHBIX
[IPOrPaMMHBIX M IPOTPaMMHO-AIIapaTHBIX CPEACTB
3alIUTHl HHPOPMAIIIH;

3HaThb METOJbI TECTUPOBAHUS (PYHKUHMH OTAEIbHBIX
HPOrPAaMMHBIX M IIPOTPAaMMHO-ANNapaTHBIX CPEACTB
3alIUTHl WHPOPMAIIHH;

Konnoxsuym

THUIIOBBIE MOJEIH YHpPaBICHUS JOCTYIOM, CPEACTB,
METOJOB ¥ TMPOTOKOJOB HACHTHGHUKALUU H
ayTeHTH(DUKaAUH;

3HaTh TUIOBBIC MOJIEIIU YIPABICHUS JOCTYIIOM, CPEICTB,
METOIO0OB M HPOTOKOJOB HICHTUPHUKALUH WU
ayTeHTH(UKALHUH;

Konnoksuym

OcobeHHOCTH U CIIOCOOBI TPUMEHEHHS IPOTPAMMHEBIX U
NporpaMMHO-aNmapaTHBIX CPEeICTB  3aIUTH
nH(pOpMaNUH, B TOM YHCIe, B ONEPalMOHHBIX CHCTEMaX,
KOMITBIOTEPHBIX CEeTAX, 0a3ax JaHHbIX;

3HaTh OCOOEHHOCTHM M CIIOCOOBI NPHUMEHEHHS
HPOTPaMMHBEIX M IIPOTPAaMMHO-ANIApaTHBIX CPEICTB
3aIIUTH HHPOPMALUH, B TOM YHCIIE, B ONEPAalMOHHBIX
CHCTeMax, KOMIBIOTEPHBIX CETsX, 0a3ax JaHHBIX;

Komnoxsuym

4.3. MaTpuua coOOTBETCTBUSI KOHTPOJIbHO-OILIEHOUYHBIX CPEJICTB 00pa30BaATEIbHBIM

pe3yabTaraM IpoQecCuOHATHLHOTO MOIYJIS

Pe3yabTaTnl 00y4yenns

Konagl
KOMIIeTEeHIU I

(DOHIILI OLCHOYHBIX CPEACTB

Vmenue
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Pe3yabTaThl 00yueHus

Koabr

DoH/IbI OLIEHOYHBIX Cpeacrs

KOMIIeTeH M

OcymecTBIATh MOHUTOPUHT W PETHCTPAlNIoO cBeneHui, HeoOxonumbrx nis|(MIK.02.02); Bompocsr Ha ax3amen Ne41-50
3aUTHl 00BEKTOB MHPOPMATHU3AIMH, B TOM YHCIE C HCIOJb30BAaHHEM (MK.02.02);
NpPOTrpaMMHBIX M HPOTPaMMHO-ANIapaTHBIX CpPEeNCTB OOHApyXeHHUsd,
MIPeRYNPEKACHUS U JUKBUAAINU TIOCIEACTBHI KOMIIBIOTEPHBIX aTak
[IpumeHsATs MaTEMaTHYECKUU ammapaT AJis BBIOJNHEHUs kpunrorpadudeckux|(MAK.02.02); Bonpocs! Ha 3x3amen Ne34-40
npeoOpazoBaHuii; (MJIK.02.02);
I[IpoBepsaTes BeIONHEHHEe TpeboBaHuil mo 3amurte uHPopmanuu ot|(MIK.02.02); Bonpocs! Ha 3x3ameH Ne25-33
HECAHKI[HOHUPOBAHHOTO AOCTYIIA IPH aTTECTAIMH 00BEKTOB HH(GOPMATH3AIINH 110 (MJIK.02.02);
TpeboBaHusIM Oe30macHOCTH HH(GOPMALIUH;
yCTaHaBINBATh, HACTPaWBaTh, INPHMEHITh IpPOrpaMMHBIE M mIporpammuo-|(MJK.02.01); Bompoce! Ha 3x3amen Ne25-32
anmapaTHbe CPEACTBA 3aIUTHl MH(OPMAINWY; (MK.02.01);
YCTaHABJIHMBATh U HACTPAWBATh CPEICTBA aHTUBUPYCHOI 3amuThl B cooTBeTcTBUu|(M/IK.02.01); Bormpocsr Ha ax3amen Ne33-40
C TIPEebSIBISIEMBIMU TPEOOBAHHUSIMU; (MZK.02.01);
OUArHOCTHPOBATh, YCTPAHATH OTKa3bl, obecrmeunBath pabortocnocodbnocts u|(MAK.02.01); Bonpocs! Ha 3x3amen Ne41-50
TECTHPOBATh (YHKIUH IPOTrPaMMHO-aNIIAPATHBIX CPEACTB 3aIUTH HHPOPMaIHN; (MZK.02.01);

3HaHue
TunoBsie cpeAcTBa U METOIBI BECHUS ayInTa, CPEACTB U criocob6oB 3amuTsl|(MIK.02.02); Bomnpocs! Ha sx3amen Nel6-24
nH(pOpMANUU B JOKAJIbHEIX BBIYUCIHTENBHBIX CETSAX, CPEACTB 3aIIUTHl OT (MIK.02.02);
HECAaHKIMOHHPOBAHHOTO JOCTYIIA.
0COOEHHOCTH M CIOCOOBI MPUMEHEHHUS IPOrPaMMHBIX U IporpaMMHo-anmapaTHbeix |(MIK.02.02); Bompocsl Ha s3k3amen Ne§-15
CpEeICTB TapaHTHPOBAHHOTO YHUYTOXCHHUS HH(POPMALIUH; (MZK.02.02);
OCHOBHBIC MOHATHUS KPUIITOrpaduu U TUMOBBIX Kpunrorpaduueckux meronos u|(M/IK.02.02); Bomnpocsl Ha 3kx3amen Nel-7
CPEICTB 3aILUTHI HHPOPMALIIH; (MZK.02.02);
METOJbl TECTUPOBAHUSI (YHKIHMH OTAEIBHBIX HPOrPaMMHBIX M Iporpammuo-|(M/K.02.01); Bompocsl Ha sk3ameH Ne9=16
annapaTHBIX CPEICTB 3aIIUTHl HHOPMALIUH; (MJK.02.01);
THIIOBBIE MOJIEIH YIPABICHUS JOCTYHNOM, CPEICTB, MeTON0B U mpotokonos|(MIK.02.01); Bompoce! Ha 3x3amen Nel7-24
UACHTU(DUKAINY U ayTeHTH(HUKALIHN; (MK.02.01);
Oco0eHHOCTH U CIOcOoOB NPUMEHEHHS MPOTPaMMHBEIX W mporpammHO-|(MAK.02.01); Bompocsr Ha 3Kx3ameH Nel-8

anmapaTHBIX CPEACTB 3alUTH MH(GOPMANNU, B TOM YHCIE, B OMEPA[HOHHBIX
cHCcTeMax, KOMIBIOTEPHBIX CETAX, 0a3ax JaHHBIX;

(MJIK.02.01);
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