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1. ITACITOPT ITPOI'PAMMBI ITPO®OECCHUOHAJIBHOI'O MOAVYJIA
IIM.02 3AIIINUTA UHOPOPMAIIUN B ABTOMATU3NPOBAHHBIX
CUCTEMAX ITPOI'PAMMHBIMHA U ITPOI'PAMMHO-AIIIIAPATHBIMUA
CPEACTBAMMA

1.1. O6nacTh npuMeHeHUs NPOrPaAMMBbI

Pabouas mporpamma npodeccroHaIbHOTO0 MOJYIIS SBISCTCS YaCThIO MPOTPAMMBI
NOATOTOBKM CIENHANNCTOB cpeqHero 3BeHa B cooTBercTBuu ¢ ®PI'OC mo
cnenumanbHOocTH 10.02.05 OO6ecneyenne uHHpOpPpMANHMOHHOH O0€e30MACHOCTH
ABTOMATHU3HPOBAHHBIX CHCTEM B YACTH OCBOEHHMS OCHOBHOI'O BHM/A JIEATEJILHOCTH
(BA) IIM.02 3amura uHdpopManuu B aBTOMATH3MPOBAHHBIX CHCTeMaXx
NPOrpaMMHBIMH H MPOrPAMMHO-aNNAPATHBIMU CPeJICTBAMH M COOTBETCTBYIOIIHE
o0mue, npoeccHOHATbHBbIE KOMIIETEHIIUU U JTHYHOCTHBIE Pe3yJIbTaThl.

1.1.1. [Tepedyern OOIIMX KOMITETCHITHA

KOH HaumeHoBaHue o0mux KOMIeTeH U

OK 07.[CopnelicTBOBaTh COXpAaHEHHUIO OKpY’Kalollel cpenbl, pecypcocOepekeHnio, 3h(PpeKTUBHO AeHcTBOBaTh B UpPE3BBIYANHHBIX
CUTYaLHsX.

OK 10.|IToxp30BaThest IpodeccronanbHON TOKyMEHTaluel Ha roCyIJapCTBEHHOM M HHOCTPAHHOM SI3BIKaX.

OK 09.{Hcnonb3oBath HHOOPMALMOHHBIE TEXHOJIOTUHU B MPOPECCHOHATBHOM NeITEIEHOCTH.

OK 08.|Hcnonb30BaTh cpeactBa GU3NIECKOH KyJIbTYpBI sl COXpPAHEHUS] U YKPEIUICHHs 3[0POBBs B Ipoliecce NpodheccCHoHaNbHOM
ACATCIIBHOCTU U NOAACPIKAaHUA HeOGXOIlI/IMOFO YpPOBHA (I)I/ISI/ILIGCKOIZ IMOATOTOBJICHHOCTH.

OK 06. HpOSIBJISITI: TpaKAaHCKO-ITAaTPUOTHICCKYIO IMO3UIIUIO, JEMOHCTPUPOBATH OCO3HAHHOE IMOBEACHUC Ha OCHOBEC TpaJAWIIMOHHBIX
O6H.[e‘{eJIOB€‘{eCKI/IX HeHHOCTeﬁ, NPUMCHATH CTaHAAPThI aHTUKOPPYIIIMOHHOI'O TIOBEACHUS.

OK 05.[OcymiecTBasATh YCTHYIO M MUCBMEHHYIO KOMMYHUKAITUIO Ha TOCYTaPCTBEHHOM SI3BIKE C yUE€TOM 0COOEHHOCTEH COLMAIBHOTO U
KyJIBTYPHOT'O KOHTEKCTa.

OK 04.|PabGoTaTh B KOJJIEKTUBE K KOMaH/JE, 3(1)(1)6KTI/IBHO B3aPIMO£[eI>iCTBOBaTB C KoJUIeraMu, pyKOBOJACTBOM, KIIMEHTAMU.

OK 03.|[ImannpoBaTh 1 pealn30BEIBaTH COOCTBEHHOE MPO(ECCHOHANEHOE U IMYHOCTHOE Pa3BHUTHE.

OK 02.[OcymiecTBisATh MOUCK, aHAINU3 U MUHTEPIIPETaluI0 HH(OpMaLui, HEOOX0AUMOM A BHIIOJHEHUS 3a7ad NpodecCuoHaIbHON
JESATEIILHOCTH.

OK 01. BLI6I/IpaTL CITOCOOBI peuICHUd 3a1a4 HpO(i)GCCHOHaHLHOfI JACATCIIBHOCTHU, IPUMEHUTEIILHO K pa3JIMYHbIM KOHTEKCTaM.

1.1.2. ITepeuyens npodeccnoHaTbHBIX KOMITCTCHITHA

Kon Hanmenopanue npogeccnoHaIbHBIX KOMIIETEHIHI
BA
K 2.6.[OcymecTBIsATh PETUCTPALUI0 OCHOBHBIX COOBITHH B aBTOMaTH3MPOBAaHHBIX (MH(POPMALMOHHBIX) CHCTEMaX, B TOM YHCIIE C

HCIIOJIb30BAHUEM NPOrpaMMHBIX W NPpOTrpaMMHO-anIapaTHbIX CPEACTB O6Hapy)KeHI/IH, npeaynpexKACHUusA U JUKBUAALlUN
MTOCJICICTBUN KOMITbIOTEPHBIX aTak.

[IK 2.5.[YHuaTOXaTh HHGOPMAILIUIO X HOCUTEIH HH(OPMAIUH C UCTIOIb30BAaHUEM NTPOTPAMMHBIX U IIPOTPAMMHO-ANIIAPATHBIX CPEJICTB.

IK 2.4.[OcyuiecTBisath 00paboTKy, XpaHEHHE U Mepenady HHPOPMALUKH OrPaHHYSHHOTO T0CTYIIA.

[IK 2.3.[OcymecTBiaTh TeCTHpOBaHHE (YHKIHH OTAENBHBIX HPOTPaMMHBIX M NPOTPAMMHO-aINapaTHBIX CPEICTB 3allUTEI
HHpOpMAIHH.

[IK 2.2.|O6ecnieunBaTh 3aIIUTy HHGOPMANHUH B aBTOMATH3UPOBAHHBIX CHUCTEMax OTIEIbHBIMH NPOTPAMMHBIMH, IPOrPAMMHO-
annapaTHBIMHU CPEJCTBAMH.

IK 2.1.[OcymiecTBisATh YCTAaHOBKY U HACTPOWKY OTIEIBHBIX HPOTPAMMHBIX, IIPOTPaMMHO-aNIIapaTHBIX CPECTB 3alUThl HHOOPMALIHH.




1.1.3. IlepeueHp TMYHOCTHBIX PE3YIBTATOB

Kon HaumeHoBaHue JUYHOCTHBIX pe3yabTaToB

JIP 1 [Oco3natomuii ceds rpakxIaHMHOM H 3aLIUTHUKOM BEJIHKOM CTpaHbI

JIP 3 |Cobmronaromuii HOpMBbI IPABOIOPSIIKA, CICAYIONIMN HIeanaM IpakIaHCKOro obiecTBa, obecreyeHus 0e30MacHOCTH, IIpaB 1
cBobox rpaxxnan Poccun. JIosuIbHBIH K ycTaHOBKAaM M IIPOSIBIICHUSIM IIPEICTaBUTENEH CyOKyIbTYp, OTIIMYAIOIINHA UX OT TPYIIII C
JECTPYKTHBHBIM U JICBUAHTHBIM MOBEJCHHEM. J[eMOHCTPUPYIOUMIA HENPUATHE U HPEAYNPEXkJAIOIUIl COLMAIbHO OMacHOe
MIOBE/ICHUE OKPYKAIOIINX

JIP 16(BripaboTaBminii yMeHUsI 1 HABBIKH TPYAOBOH IESATEIBHOCTH, MPOSBISIOUINA OCHOBBI TPYIOBOW KYJIBTYpHI IO OTHOLICHHUIO K
KoJuIeTaM, KOHTpareHTaM 1 kinnentam Kommannu

JIP 22(BpipaboTaBinii IpUHIMIIEI SKOJIOTMYECKHU 11eTIeCO00Pa3HOro MOBEACHHUS, OEPEKHOT0 OTHOLICHUS K CBOEH YKHU3HH, KU3HU IPYyTUX
JI0JIeit, IPUPO/IBI, IIAHETHI B LIEJIOM

1.2. Ilesu 1 3a1a4n MOYJIsI - TPEOOBAHUSI K Pe3y/IbTATAM OCBOEHHUSI MOLYJIsI

C OCIbIO OBJIAACHUA YKA3dHHBIM BHUIAOM HpO(I)eCCHOHaHBHOfI ACATCIIBHOCTH H
COOTBCTCTBYIOITUMHU HpO(l)CCCI/IOHaJIBHBIMI/I KOMIICTCHIIUAMU, 06y‘13.10[11PII>1051 B X0A€
OCBOCHU HpO(l)eCCI/IOHaJ'IBHOFO MOAYJIA AOJIKECH OCBOUTH CIICAYIOINC PE3yJIbTAThI:

3Hanue:

- OcoO0eHHOCTH U cHOCOOBl NPUMEHEHHUS MPOTPAMMHBIX M HNPOTrpPaMMHO-
anmapaTHBIX CPEACTB 3alIUTHl HH(OPMAIINH, B TOM YHUCIIE, B ONEPAIIHOHHBIX CHUCTEMaX,
KOMIIBIOTEPHBIX CETAX, 0a3ax JaHHBIX;;

- METOJABl TECTUPOBAHUS (YHKIUNA OTAEIbHBIX MPOTPAMMHBIX U IPOTrPaMMHO-
anmnapaTHBIX CPEJCTB 3aIUThl HHPOpPMAIIIHY;;

- TUIIOBBIE MOJEJIU YIPaBJICHUS AOCTYNOM, CPEACTB, METOJOB U MPOTOKOJIOB
UACHTU(PUKAINN U ayTCHTU(DHUKALINHN;;

- TunoBsle cpeacTBa U METO/bI BEACHUS ayAUTa, CPEACTB U CIIOCOOOB 3aIMUThI
UHpopMaLUKU B JIOKaJIbHBIX BBIYUCIUTEIbHBIX CETAX, CPEACTB 3aUIUTHl OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA.;

- 0COOCHHOCTH W CIOCOOBI MPUMEHEHUs] MPOTPAMMHBIX U MPOTPaMMHO-
amnmapaTHBIX CPEACTB TapaHTHPOBAHHOTO YHUYTOXEHHS WH(MOpMAINU;;

- OCHOBHBIE TIOHATHS KpUNITOTpaduH ¥ TUTIOBBIX KPUNITOTpa)UIECKUX METOJIOB U
CPEICTB 3alUThl HHPOPMALIH;;

YMmenue:

- YCTaHABJIMBATL U HACTpanuBaTb CPCACTBA aHTHBHPYCHOfI 3alIUThI B COOTBETCTBUU
C MIpCAbABISICMBIMU Tpe6OBaHI/I$IMI/I;;

- yCTaHaBJIMBaTb, HACTpauBaTb, NPUMCHATL IMPOrpaMMHBIC W IMPOrpaMMHO-
arrapaTHbIC CPCACTBA 3alIUThI I/IH(bOpMaIII/II/I;;

- AUArHOCTUPOBATDb, YCTPAHATH OTKA3bI, o0ecIeYynBaTh pa6OTOCHOCO6HOCTB u



TECTUPOBATHh PYHKIIUU MTPOTrPAMMHO-AIIAPATHRIX CPEACTB 3aIIUTHI HH(DOpMaIuu;;

- OCymecTBIsATh MOHUTOPUHT U PETUCTPALMIO CBEJACHUN, HEOOXOIUMBIX IS
3aIUTHl 00bEKTOB MH(OPMATHU3AINH, B TOM YHCIIE C UCTIOJIb30BAaHUEM MPOTPAMMHBIX U
IPOTPaMMHO-aINMapaTHBIX CPEICTB OOHAPYKCHUS, TPEAYIPEKIACHUS U JTUKBUIAIINN
MOCJIC/ICTBUI KOMITBIOTEPHBIX aTaK;

- [IlpumeHsI T, MaTeMaTUYECKUN anmapaT JJIsl BRIOJHEHUS KPUTITOrpadhuIecKux
peoOpa3oBaHMmil;;

- IlpoBepsaTs BBIMONHEHHE TpeOOBaHWNA MO 3amuTe WHPOPMANHHA OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYyNa MPHU aTTecTalnu 0O0bEKTOB MH(POpMATH3AIUU 110
TpeOoBaHUSIM 0€30MaCHOCTH UH(POPMAITUH;;

1.3. PexomenayeMoe KOJHMYeCTBO 4YacOB HAa OCBOEHHE NPOrpamMMbl
npodeccHoHAIBLHOIO MOYJISA
Bcero - 356 yac(-a, -0B), B TOM 4uCIIe€:

MaKCUMaJbHOW y4eOHOM Harpy3ku oOydaromierocs - 356 yac(-a, -0B), BKJIOYas:

- 00s13aTeNbHOM ayIMTOPHON yueOHOM Harpy3ku oOyuatomerocs - 356 gac(-a, -oB)



2. COAEPXKXAHUE OBYYEHUA 110 IMPOPECCHUOHAJIBHOMY MOAVJIIO IIM.02 3AHNIUTA
NHOOPMALIIMN B ABTOMATU3NUPOBAHHBIX CUCTEMAX ITPOI'PAMMHBIMHU U ITPOI'PAMMHO-
AIIITAPATHBIMU CPEACTBAMMU

HaumenoBanue pazaenos [IM, MJIK u Copep:xanue y4eOHOro MaTepuaJia, JiadopaTopHbie paGoThl M IPAKTHYECKHE 3aHATHSI, O0bém B | YpoBens | Koabl koMmnereHumii # JIMYHOCTHBIX
TeM caMoCTOsITeJIbHASI PA00Ta 00y4aAIOUIMXC, KypcoBasi padoTa (poekT) (ec/iu npeaycMOTPeHbI) yacax |ocBoenusi| pe3yJbTaToB, (POPMUPOBAHHIO KOTOPBIX
€noco0CTBYeET 3JIeMeHT NPOrpaMMbl
M/IK.02.01 ITporpaMMHBbIe U MPOrpaMMHO-aMapaTHbie CPEACTBa 3aiuThl uHpopmarmu| TemaTuy
ecKasi u
IUIAHOBA
a1
pacyacoB
Ka He
coBnajae
T (210
i 4. /
216Tem.
4.)
Tema 1 Copnepxanue y4eOHOro MaTepuaia Jdannble He HaiijeHbl (K _TemMaM B
Hpeamer u 3agadd NMPOTPAMMHO-| | (Jlexunonnbie 3ansrus Nel [IpeaMer H 3aa9u IPOrPAMMHO-AMIIAPATHOI 3aIHTH! HH(OPMALHH Dasjiesie He IPUBSI3AHO KOMIICTEHIMI)
anmapaTtHoOW 3amMThl HHPOPMAIUU - " =
P bop 2 ([TpakTnyeckue 3ansaTus Nel 3HakoMCTBO ¢ (aitioBo# crcTeMOM 2
Tema 2 Copnepxanue y4eOHOro Marepuaia JdanHble He HaiijeHbl (K _TemMaM B
OCHOBHBIC MOHATHA NPOrPAMMHO-| | |JJexmuonnbie 3ansTis Ne2 OCHOBHBIE IOHSTHS IPOrPAMMHO-AMIIAPATHOI 3aMIKTh! HH(OPMALHH 2 Dasjiesie He PUBSI3AHO KOMIIETEH M)
anmapaTtHoOW 3alMThl HHPOpPMALUU =
P bop 2 ([TpakTnyeckue 3ansaTus Ne2 Pabora ¢ daitnamu 2 2
Tema 3 Copnepxanue y4eOHOro Matepuaia Jdanuble He HaijigeHnl (K _TemMaMm B
Knaccnpukauus MeroloB u CPeiACTB| | |JJekumonnnie 3ansTus Ne3 Kinaccndukarus MeToI0B 1 CPEACTB IPOrPAMMHO-AINAPaTHOH 3alUTh 2 1 pasjiesie He NPUBSI3AHO KOMIIETEH M)
IPOrpaMMHO-aNNapaTHOH  3aWMTH  |ypdopmarun
HH@OpMalluH
bopman 2 ([TpakTnyeckue 3anusatus Ne3 Pabora ¢ karamoraMmu 2 2
Tema 4 Copnepxanue y4eOHOTro Matepuaia Jdannble He HaiijeHbl (K _TemMaM B
Knaccngurauus yrpos 6GesomacHocTd| | |Jlexunonnbie 3ausust Ned Kiaccudukauus yrpos 6e301acHOCTH OIEPALIOHHOI CHCTEMbI pasjie/ie He NPUBSI3AHO KOMIETEHINIi)
OIepallMOHHON CHUCTEMBI =
P 2 ([TpakTuyeckue 3austus Ned Pabora ¢ daitnamu 1 KaTagoramu 2
Tema 5 Copnepxanue y4eOHOro Matepuaia Jdannble He HaiijeHbl (K _TemMaM B
OcHoBHBIC cpefcTBA U METOAb! 3aIUUTE | [Jeknuonnple 3ansTust No5 OcHOBHbIE CPENCTBA U METOMBI 3aIIUTH HH()OPMAIUU B ONEPAIMOHHON 2 1 pasjieiie He PUBSI3AHO KOMIETEHIHIA)
UH(pOpPMaNUK B ONEPANMOHHON cucTeMe.| |cucreme. Yacts 1.
Yacrs 1. =
2 |IIpakTuyeckue 3auaTus NeS Komanausle aiinbl 1 IporpaMMHpOBaHHE 2 2
Tema 6 Copnepxanue y4eOHOTro Matepuaa Jdannbple He HaiiaeHbl (K _TemMaM B
OcHoBHbIE CpefCcTBA U METOAb! 3aHUTE | (JJeknuonnsle 3ausTust Ne6 OcHOBHbIE CpPEJICTBA U METOIbI 3AIUTH HHOOPMAIIUH B ONMEPAIHOHHON 2 1 pasjele He NPUBSI3AHO KOMIIETEHIHIA)
HH(pOpMaNUK B ONEpalMoHHOH cucteme.| |cycreme. YacTs 2
Yacts 2 =
2 |IIpakTnyeckue 3anaTus Ne6 Komanansie daiiis 2 2




Haunmenosanue pasaenos I[1M, MK n Conep:kanne yueGHOro MaTepuaJja, JJabopaTopHbie padoTbl U NPAKTHYECKUE 3aAHATHUS, O0bém B | YpoBens |  Koabl koMneTeHnuii 1 JINUHOCTHBIX
TeM caMocTosITeJIbHAsl padoTa 00y4alomMXC, KypcoBasi padora (IpoeKT) (ec/in npe1ycMOTpPeHbI) yacax |ocBoenusi| pe3yJbTaToB, (POPMUPOBAHHIO KOTOPBIX
€noco0CTBYeET 3JIeMeHT POrpaMMbl
Tema 7 CopepixaHne yueOHOr0 MaTepHrana Jdauuple He HaiigeHbl (K TeMaM B
Pasrpannuenue poctyna K 00beKTaM| | |JJexumonnbie 3ansTus No7 PasrpaHuueHue 10CTyna K 00bEKTaM OTIEPAIIMOHHO#M cucTeMbl. YacTs 1 2 pasjeie He NPUBSI3AHO KOMIIETEHLMIA)
omnepanuoHHON cucTeMsl. YacTth 1 >
p 2 |IIpakTnyeckue 3auaTus Ne7 Mcnonb3oBannue koManaHbIX (aifnos Yacts 1 2 2
Tema 8 Copepixanue yueOHOro MaTepHana Jdannbple He HaiiaeHbl (K _TeMaM B
Pasrpannuenue poctyna K 00beKkTaM| | (JJexumonnbie 3ansTus Ne PasrpannueHue 10CTyna K 00bEKTaM OTIEPAIIMOHHOM chucTeMbl. HacTs 2 pasjeie He NPUBSI3AHO KOMIIETEHIMIA)
onepanuoHHON cucTeMsl. Yacts 2 =
2 |IIpakTHyeckne 3anatus Ne§ Vcronp3oBanue koMaHIHBIX (aitnos HYacts 2 2
Tema 9 Copnepxanue y4eOHOro MaTtepuaia Jdannbple He HaiiaeHbl (K _TeMaM B
CrangapTsl 3aM[UI{EHHOCTH T NeO C o= 1 2 n pasjielie He NPUBA3aHO KOMIETEHINI)
KIMOHH o .
omepannonubix cucrem. Yacts 1 | eKIIHOHHbIE 3aHATHUS TaHAAPThI 3AIHUIIIEHHOCTH ONEPAL[HOHHBIX cHcTeM. YacTh |
Tema 10 CopepixaHue yueOHOro MaTepHana Jdanuble He HaiiaeHbl (K _TeMaM B
CraHpapThl 3aM[UIEHHOCTH T Nel0 C q 3 3 N pasjielie He NPUBA3aHO KOMIETEHINIT)
KIMOHHBI o .
omepannoHHBx cucrem. YacTs 2 | eKIHO € 3aHATHS TaHIAPTHI 3aLIUIIEHHOCTH OIEPAlMOHHBIX chcTeM. YacTb |
Tema 11 Copnepxanue y4eOHOro MaTepraia Jdanubple He HaiigeHnl (K _TemMaM B
3amura MHGOPMALUUU B ONEpPAlHOHHON T 113 — Wind 2 1 pasjiejie He PUBA3AHO KOMIIETEHLHIT)
. 0
crcreme Windows. | exuuoHHble 3anaTusA Nell 3amura nudopmanun B onepanronHoi cucreme Windows. |
Tema 12 Copnepxanue y4eOHOro MaTepuaia Jdanuble He Haiigennl (K _TemMaMm B
3amura MHGOpPMaUK B ONEPALMOHHOM TTn N123 — L 2 ] pasjieie He NPUBA3aHO KOMIIETEHIIHIA)
. 0
crereme Linux | eKkuMoHHbIe 3anATUsA Nel2 3amura nadopmanuu B onepanonHoii cucreme Linux |
Tema 13 Copnepxanue y4eOHOro Matepuasia Jdannble He HaiijeHbl (K _TemMaM B
3amura uHGOopManuu B 06a3ax NaHHbBIX. pasjieie He NPUBA3aHO KOMIIETEHIIHIA)
Yacts 1 1 |JIeKun0HHble 3ansTus Nel3 3anmra nndpopmanmu B 6a3ax panHbix. Yacts 1 | 2 1
Tema 14 Copnepxanue y4eOHOro Matepuaia Jdannble He HaiijeHbl (K _TemMaM B
3amura uHGOopManuu B 06a3ax NaHHbBIX. pasjieie He NPUBA3AHO KOMIIETEHIIHIA)
Yacrs 2 1 |J1elcun0nnble 3ansaTus Nel4 3anmra nnpopmarmu B 6a3ax gaHHbIX. YacTs 2. | 2 1
Tema 15 Coneprxanue yueOHOro MaTepuana Jdannbple He HaiileHbl (K _TemMaM B
MHoroypoBHeBast MOJEIb 0€30IIaCHOCTH T Nel5 M 5 5 M 2 1 pa3zjelie He NPHBA3AHO KOMIIETEHIIHI)
0
6a3 naHHbIX. MHOTO3HAYHOCTD. | eKIHOHHDIE 3aHATHs Ne HOTOypOBHEBast MOJIEJ b O€30MaCHOCTH 0a3 JaHHBIX. MHOT03HAYHOCTb. |
Tema 16 Copnepxanue y4eOHOTro MaTtepuana Jdannbple He HaiigeHbl (K _TeMaM B
3amuTa nHGOPMAIUHU OT pa3pyIIAIOLIINX pasjielie He NPUBA3aHO KOMIETEHINIA)
nporpamMMHbIX BosaeiicTuil. Iloustue| | (Jlekunonnsie 3ansTus Nel6 3amura uHbOPMAlMK OT PaspyIIAIONMX MPOrPAMMHbIX BO3/ACHCTBHIA. 2 1
paspymarmuero IpOTPAaMMHOTO| |[ToHATHE pa3pyIIAOLIErO IPOrPAMMHOIO BO3ICHCTBUS
BO3ICHCTBUS
Tema 17 CopnepixaHue yueOHOro MaTepHana Jannble He HaiiaeHbl (K _TemMaM B
Iporpamma ¢ MOTEHIMANEHO OMACHBIMA| | | Jexmmonnbie 3ansiust Ne17 [Tporpamma ¢ MOTEHIMANBHO OMAaCHBIMH MOCTEACTBUSAMH. 2 1 pasjie/ic He IPUBSI3AHO KOMIIETCHIMIA)
HOCIIEICTBUAMH. -
2 ([TpakTuyeckue 3ausTus Ne9 Pasupie komanasr Windows 2 2
3 [KypcoBasi pagora Kypcosas pabora 2 2
4 |KypcoBas padora Kypcosas pabota 2 2




Haunmenosanue paszaenos IIM, MJIK n Coaep:xanue y4eGHOro MaTepuasa, JJaGopaTopHbie padoThl U MPAKTHYECKHE 3aHATHS, O0Bém B | YpoBens | Koapl koMneTeHnuii H IMYHOCTHBIX
TeM caMocTosITeJIbHAsl padoTa 00y4alomMXC, KypcoBasi padora (IpoeKT) (ec/in npe1ycMOTpPeHbI) yacax |ocBoenusi| pe3yJbTaToB, (POPMUPOBAHHIO KOTOPBIX
€noco0CTBYeET 3JIeMeHT POrpaMMbl

Tema 18 CopepixaHne yueOHOr0 MaTepHrana [Jdannple He HaiiieHbl (K TeMaM B
Monenn B3aumoneiicTBus ““pI’”malm()f"I 1 |JTexunonnsre 3ausitust Nel8 Mozenn B3auMoefcTBHS IIPUKIAJHON IIPOrPaMMbl U IIPOrPaMMHOM 2 1 pa3jie/ie He NPUBSI3AHO KOMIIETeH M)
NpOrpaMMbl M TIPOTPAMMHOHN 3aKJIa KK 3AKITANKH

2 ([TpakTnyeckue 3ansaTus Nel0 Diaements! nporpammupoBanus B BASH. ®aiinsl ciienapues Yacts 1 2 2

3 [KypcoBas pa6ora Kypcosas pabora

4 |[Kypcosas padota Kypcosas pabora 2
Tema 19 Copnepxanue y4eOHOTro MaTtepuaa Jdannbple He HaijiaeHbl (K _TemMaM B
Metonpl mepexsara W HaBA3BIBAHUA| | |JJexumonnbie 3ansrust Ne19 MeTosibl IepexBaTa U HaBsI3bIBAHMS HHOPMALIK 2 1 pasjielie He NPHBA3aHO KOMIETEHINIA)
uscopmari 2 |IIpakTnyeckue 3ausatust Nell Dnementsl nporpammuposanus B BASH. daiinbt cuenapues Yacts 2 2 2

3 [Kypcosasi pagora Kypcosas pabora 2 2

4 |KypcoBas padora Kypcosas pabota 2 2
Tema 20 CopnepxaHue y4eOHOro MaTepuaia Jdanuble He HaiigeHnl (K _TemMaMm B
Knaccnpurauus u MeToasl BHEAPEHH:| | Jlexumonnbie 3ansaus Ne20 Knaccudukaiys 1 METOIbI BHEAPEHHS MPOTPAMMHBIX 3aKJIAI0K 2 1 pasjie/ie He PUBSI3AHO KOMIETEHIINiA)
TPOTPAMMHBIX SAKTANI0K 2 |IIpakTnyeckue 3ausaTus Nel2 Buabl nHGOpMAIMU 1 OCHOBHBIE METO/IbI €€ 3aLlUThI. 2 2

3 |KypcoBas pagora Kypcosas padora 2 2

4 |KypcoBas padora Kypcosast pabora 2 2
Tema 21 Copnepxanue y4eOHOTo MaTepuaia Jdannble He HaiijeHbl (K _TemMaM B
Komnbiotepubie BUpyCchl Kkak 0COOBIH| | |lexumonnbie 3ansrns No21 KoMIbIoTepHbIc BUPYCHI KK 0COBbIIA KIACC Pa3pyIIAIOLIIX IPOrPAMMHBIX 2 1 pazjie/ie He NPUBSI3AHO KOMIETEHINIi)
KJlacC paspymarimux nporpaMMHBIX BO3IICI>‘ICTBI/II‘/’L Yacts 1
Boaelicreuit. Jacts 1 2 |IIpakTnyeckne 3ansarus Nel3 Bunst yrpos uadopmarmonHoii 6e3omacHoct Poccuiickoit ®eneparnuu.

3 [Kypcorasi pagora Kypcosast pabora

4 |KypcoBas padora Kypcosas pabora 2 2
Tema 22 CopnepxaHue y4eOHOro Matepuaia JdanHble He HaiijeHbl (K _TemMaM B
Kowmmpiorepubie BUPYChl Kak 0COObIH| | |JJekunonnbie 3ansust Ne22 KoMIbIOTepHbIE BUPYCHI Kak 0cOObIi KIACC paspylIIOIIMX POrPaMMHBIX 2 1 Dasjiesie He PUBSI3AHO KOMIIETEHIMI)
KIacC paspyllalolluX HPOTPAMMHBIX| [posneitcrauii. YacTs 2
BO3ACHCTBHH. HacTs 2 2 [IlpakTuyeckue 3ausitust Nel4 Vcrounuku yrpo3 mHdopmanuonHoi OesonmacHoctu Poccuiickoii 2 2

Denepanu.

3 |KypcoBas pagora Kypcosas padora 2 2

4 |KypcoBas padora Kypcosas pabora 2 2
Tema 23 Copnepxanue y4eOHOTo MaTepuaia Jdannble He HaiijeHbl (K _TemMaM B
HousaTHE M30TMPOBAHHON MPOTPAMMHON| | (J[exnmonnbie 3ansrust Ne23 [ToHsTHE H30IMPOBAHHON IIPOrpaMMHOIi cpessL. YacTs 1. 2 1 pazjie/ie He NPUBSI3AHO KOMIETEHINIi)
cpenet. Hacte 1. 2 ([TpakTnyeckue 3ausatus Nel5 Auanus naopManoHHOW HHOPACTPYKTYPBI TOCYAAPCTBA. 2 2

3 [KypcoBasi padora Kypcosasi pabora 2 2

4 |KypcoBas padota Kypcosas pabora 2 2




HaumenoBanue pasaenos [IM, MJIK n
TeM

Conep:kanne yueGHOro MaTepuaJja, JJabopaTopHbie padoTbl U NPAKTHYECKUE 3aAHATHUS,
CcaMOCTOSITe/IbHAsI pad0Ta 00y4aIoIMXC, KypcoBasi padoTa (mpoeKT) (ec/u MpeaycMOTpeHbI)

O0BbéM B
yacax

‘YpoBeHns
OCBOEHHsI

KOJII)I KOMl'leTeHl[l/lﬁ H JIMYHOCTHBIX
pe3yJIbTaToB, (JOPMHPOBAHHIO KOTOPHIX
€noco0CTBYeET 3JIeMeHT POrpaMMbl

Tema 24
[TonsiTHE M30JIMPOBAHHOM NMpPOrpaMMHOMN
cpensl. Yacts 2.

ConeprxaHne yueOHOr0 MaTepHana

JlanHbple He HajligeHbl (K TeMaM B

1

Jlexunonnble 3ansTus Ne24 [Tonsrre U301MpOBaHHOM NpOrpaMMHOIi cpenbl. YacTsb 2.

paszjeie He NPUBA3AHO KOMIIETEHIIHIi)

2

IIpakTnyeckue 3anaTus Nel6é ccnenoBanue aTaky nepenoiHeHus Oydepa kak IpuMepa HapyIICHUS
KOH(UICHINAIBHOCTH, IETOCTHOCTH U JOCTYITHOCTH HH(POPMAIIU

3

Kypcosas pa6ora Kypcosas pabota

Tema 25
Mertonbl 3amuTel MHGOpMALMHU NpH
pabote B cersix OOIIEro TOCTyIa.

Copnepxanue y4eOHOro MaTepuaia

Jlannple He HajigeHbl (K TeMaM B

1

Jlekumonnbie 3ansaTus Ne25 1. Merozp! 3aiuThl HHPOpMaLUK pu paboTe B CETAX 0OLIEro J0CTyIa.

pazjaejie He NPUBA3AH0 KOMIETEHIIHI)

2

JlaGopaTopHsle 3ansaTus Nel 1. 3amura nHGOpMALMU OT HECAHKI[HOHUPOBAHHOI'O KOIMPOBAHHS C
HCHOJIb30BaHUEM CIICIMATN3HPOBAHHBIX IIPOIPAMMHBIX CPEICTB.

ITpakTyeckue 3austus Nel7 1. MoznenupoBaHue NpoBeieHHs aTaku. M3yueHne HHCTPYMEHTaIbHBIX
CpelcTB 0OHapyKEHUsS! BTOPXKEHUIT

IIpakTnueckas nmoaroroska Nel 1. M3yuenue u cpaBHenue apxurektyp Dual Homed Host, Bastion
Host, Perimetr.

Tema 26
MexcereBble 3kpanbl THna firewall.

Copeprkanue y4eOGHOr0O MaTepraia

Jlannple He HaliaeHbl (K _TeMaM B

1

Jlexunonnpie 3ansust Ne26 2. Mexceresbie 3kpanbl Thna firewall.

pasjiese He NPUBSA3aHO KOMIIETEHIIMIA)

2

JlaGopaTopubie 3anusaTus Ne2 2. 3amuTHBIC MEXaHU3MBI B MPUIOKeHUAX (Ha mpumepe MSWord,
MSExcel, MSPowerPoint) Yacts 1.

w

IMpakTnueckue 3anstus Nel8 2. PaszsepreiBanue VPN.

IIpakTnyeckas noaroroska Ne2 2. M3yueHue U CpaBHHTEIbHBIN aHATN3 PACIPOCTPAHEHHBIX CETEBBIX
MoHuTOpoB Ha npumepe RealSecure, SNORT, NFR uiu npyrux ananoros

Tema 27
JlocToMHCTBA, HEJOCTATKH, pean3yeMble
MOJUTHKH 0€30MaCHOCTH

Copepikanue y4eGHOT0O MaTepraia

ﬂallllblc He HaWeHBbI (K TeMaM B

1

JIeKlll/IOHHl)le sansTus Ne27 3. HOCTOI/IHCTBa, HEIOCTAaTKH, peajln3yeMbIC ITOJIUTUKU 0e301macHOCTH

paszjiesie He NPUBI3AHO KOMIIETEHIINIi)

2

JlaGopaTopusbie 3ansTus Ne3 3. 3amuTHbIe MEXaHU3MbI B IPUIOKEHUsAX (Ha nmpumepe MSWord,
MSExcel, MSPowerPoint) Yacts 2.

W

IIpakTuyeckue 3ansarus Nel9 3. M3ydyeHne pa3nuuHbIX CIIOCOOOB 3aKPHITHA "ONACHEIX" IIOPTOB.

IpakTnyeckas noaroroBka Ne3 3. BeiOOp COOTBETCTBYIOIIMX MPOTPAMMHBIX W MPOTPaAaMMHO-
anmapaTHBIX CPE/ICTB M PEKOMEH AL 110 X HACTPOUKeE.

Tema 28
OcHogusle Tunsl firewall. CumMerpuyuHble
u HecummetpuuHsie firewall.

ConeprxaHue yueOHOr0O MaTepHana

JlanHbple He HaMJIeHBbI (K TeMaM B

1

Jlexkunonnblie 3ansaTus Ne28 4. Ocnosuble Tunsl firewall. 5. CuMMeTpuuHBIE U HECUMMETPUUHBIE
firewall.

paszjiesie He NPUBA3AHO KOMIIETEHIINIi)

JlaGopaTopusbie 3anaTusi Ned 4. [IpiMeHeHne cpe/icTBa BOCCTAHOBJICHUS OCTATOYHOH MH(POPMAaIK Ha
npumepe Foremost niu ananora

(98]

IMpakTnueckue 3ansarus Ne2( 4. Vzyuenue mexannsmos 3anutel CYBJ] MS Access

HpaKanecxaﬂ nmoAroToBKa Ned 4. YcranoBka u HaCTpOﬁKa NIpOrpaMMHBIX CPEACTB OLICHKH
3alMUIIEHHOCTH U ayiuTa HH(iJOpMaHHOHHOﬁ 0E30MaCHOCTH.




Haunmenosanue pasaenos I[1M, MK n Conep:kanne yueGHOro MaTepuaJja, JJabopaTopHbie padoTbl U NPAKTHYECKUE 3aAHATHUS, O0Bém B | YpoBens | Koapl koMneTeHnuii H IMYHOCTHBIX
TeM caMocTosITeJIbHAsl padoTa 00y4alomMXC, KypcoBasi padora (IpoeKT) (ec/in npe1ycMOTpPeHbI) yacax |ocBoenusi| pe3yJbTaToB, (POPMUPOBAHHIO KOTOPBIX
€noco0CTBYeET 3JIeMeHT POrpaMMbl
Tema 29 CopepixaHne yueOHOr0 MaTepHrana Jdauuple He HaiigeHbl (K TeMaM B
ITakeTHBIC (GUIBTPBL. 1 [Jlexunonnbre sansrus Ne29 6. TlaxerHsie GuIbTpbL. 2 pasjielie He NPUBA3aHO KOMIETEHINIA)
2 |/IadopaTopHubie 3aHaTHA Ne5S 5. [IpuMeHeHHE CIEIUATH3HPOBAHHOTO IIPOTPAMMHO CPEJCTBA IS 2 2
BOCCTAHOBJICHHSI YIAJICHHBIX (hailiioB
3 [[TpakTnyeckue 3ansaTus Ne2l 5. Msyuenue mwrarHeix cpencts 3ammtel CYB/] MSSQL Server 2
4 (IIpakTHyeckast noaroroka NeS 5. M3zyuenne GpyHKUMI U HaCTpoHKa PexKUMOB pabOTHI HA NIPUMEPE
MaxPatrol 8 wnu Apyrux aHamoros
Tema 30 Copnepxanue y4eOHOro Matepuaia Jdanuble He HaiigeHnl (K _TemMaMm B
OuunbTpanus Ciyxk0, MOMCK KIHYCBBIX| | Jlexuuonnbie 3ansaTust Ne30 7. Ounbrpanus ciyx0, MOUCK KIIOYEBLIX CJIOB B TEJIE ITAKETOB HA CETEBOM 2 1 pasjeie He NPUBSI3AHO KOMIIETEHIIM)
CJIOB B TeJIe IAKETOB HA CETEBOM YPOBHE. YpoBHe.
2 [/1aGopaTopusbie 3ansTus Ne6 6. [Ipumenenne nporpamm st 6€3BO3BPATHOTO yIaICHUS JaAHHBIX 2 2
3 [[TpakTnueckue 3ansaTus Ne22 6. [Iposenenue aynura JIBC ceTeBbIM CKaHEPOM. 2
4 (ITpakTHyeckas nmoaroroBka Ne6 6. Mzydyenue TUNoBbIX pemeHunit s noctpoenus VPN Ha npumepe
VipNet ninu apyrux aHanoroB
Tema 31 Copnepxanue y4eOHOro Matepuaia Jdannble He HaiijeHbl (K _TemMaM B
Proxy-cepBepa MpUKJIaJHOTO YPOBHSI. 1 |Jlekumonnsie 3ansrust Ne31 8.Proxy-cepBepa NPUKIAIHONO YPOBHSL. pasjeJjie He NPUBA3aHO KOMIETEHIMIi)
2 [/1a6opaTopusbie 3anaTust Ne7 7. [IpumeHeHnue mporpaMm JJisl H(GPOBAaHUS JaHHBIX Ha CHEMHBIX 2
HOCHTEJISIX.
3 [[MpakTnyeckue 3anaTusa Ne23 7. Bribop Mep 3amuTsl nHGOpMAUK IJIsI UX pealu3aldu B 2 2
UH(POPMALMOHHOH cUCTEME.
4 |IIpakTHueckas noaroroBka Ne7 7. V3ydeHne COBpPEMEHHBIX CHCTEM aHTUBHPYCHOW 3aIIMTHI Ha 4 2
npuMepe KoprnopatuBHbIX pemenunit KasperskylLab wnu apyrux aHamaoros.
Tema 32 CopepixaHue yueOHOro MaTepHana Januble He HaiiaeHbl (K _TeMaMm B
OXHOXOCTOBBIE H MYIbTHXOCTOBBIC| | | Jexmmonnpie 3ansTnst Ne32 8. OIHOXOCTOBbIE 1 MynbTHXOCTOBBIE firewall. pasjeie He NPUBSI3AHO KOMIIETEHLMIA)
firewall. "
2 [IlpakTuyeckune 3ausaTus Ne24 8.YcraHOBKa M HACTPOMKAa KOMILIEKCHOTO CPEICTBAa HAa HpUMEpe 2
SecretNetStudio (yueOHast TUICH3US) UITH IPYTHX aHAJIOTOB.
3 |IIpakTHyeckas noaroroska Ne8 8. I1zyuenne ¢pynkiuoHana u odnacreii mpumenenus DLP cucrem Ha 4 2
npumepe InfoWatchTrafficMonitor niu apyrux aHanoros.
Tema 33 Copnepxanue y4eOHOro Matepuaia JdaHHble He HailijeHbl (K _TemMaM B
OCHOBHBIE THIB ApPXUTEKTYP pasjeJjie He NPUBA3aHO KOMIETEHIMIi)
MyTBTHXOCTOBBIX firewall. 1 [JIekumonubie 3ansTust Ne33 9. OCHOBHBIE THITBI APXUTEKTYP MYJIBTHXOCTOBBIX firewall. 2 1
Tema 34 CoznepxaHue yqeOHOro MaTepuana Jlannpie He Haiiienwl (K TemMaM B
TpeGoBanms K KaxIOMY XOCTY HCXOAA 3| | |lekuuonnble 3anarus Ne34 10.Tpe6oBaHHA K KakIOMY XOCTY HCXOAS M3 apXHTEKTYPH H 2 1 Dasjiesie He IPUBSI3AHO KOMIICTEHIMI)
APXUTEKTYPHI U BBIIOIHIEMbIX (DYHKIIHI BLITTOMHACMBIX (yHKIIHi
Tema 35 ConeprxaHue yueOHOr0O MaTeprana Jdanuple He HaiigeHnl (K TeMaM B
TpeGoBaHuss mno cepTUPUKALUU pasjeJie He IPUBA3aH0 KOMIIETEHIMil)
1 [JIekunonuble 3ansaTus Ne3S 11. TpeGoBanus 1o cepTUHUKALMI MEKCETEBbIX IKPAHOB. 2 1

MEXCETEBBIX DKpPaHOB.

10



HaumenoBanue pasaenos [IM, MJIK n Copep:xanue y4edOHOro MaTepuaJa, 1adbopaTopHbie paGoThl M IPAKTHYECKHE 3aHATHS, O0bém B | YpoBens |  Koabl koMneTeHnuii U JINUHOCTHBIX
TeM caMocTosITeJIbHAsl padoTa 00y4alomMXC, KypcoBasi padora (IpoeKT) (ec/in npe1ycMOTpPeHbI) yacax |ocBoenusi| pe3yJbTaToB, (POPMUPOBAHHIO KOTOPBIX
€noco0CTBYeET 3JIeMeHT POrpaMMbl
Tema 36 CopepixaHne yueOHOr0 MaTepHrana Jdauuple He HaiigeHbl (K TeMaM B
OCHOBHBIE THIB yrpo3. Momenb T 36120 v 3 N pasjielie He NPUBA3aHO KOMIETEHINIA)
0
HAPYIIHTENA. eKIHOHHDIE 3aHATHsT Ne . OcHOBHBIE THITBI yTrpo3. Moiellb HapyIHTEIIs.
Tema 37 CopnepxaHue y4eOHOro MaTepraia Jdanuble He HaiigeHnl (K _TemMaM B
CpenctBa wuAeHTHGUKANUU H T N37 13 C v 2 1 pasjelie He NPUBI3AHO KOMIETEHINIT)
0
AYTEHTHOHKAIHH. Vipasnenue eKIHOHHBbIe 3aHATH No . CpencTtBa uaeHTUGUKALUMU U ayTeHTHGUKALMH. YIpaBlieHue
JIOCTYTIOM. JOCTYIIOM.
Tema 38 Copnepxanue y4eOHOTo Matepuaia Jdannbple He HaiiaeHbl (K _TemMaM B
CpencTBa KOHTPOJS IIE€JIOCTHOCTH T Ne38 14, C 5 2 1 pasjieie He NPUBA3AHO KOMIIETEHIIHIA)
0
HHGOPMALMH B 6a3aX IAHHBIX. eKIHOHHDIE 3aHATHs Ne . CpencrBa KOHTPOJIS LETOCTHOCTH HH(pOpMaIuH B 6a3ax JaHHbIX.
Tema 39 Copnepxanue y4eOHOTO MaTepuaa Jdannbple He HaiigeHbl (K _TeMaM B
CpexcTBa ayauTa H KOHTPOJISA T Ne39 15, C 5 < > n pasjielie He NPUBA3aHO KOMIETEHINIA)
o
GezonackocTH. KpHTEpHH 3ANHIICHHOCTH eKIIHOHHbIE ;aHﬂTl/lﬂ o . CpencrtBa aynurta m KOHTpoussi O6esomacHocTH. Kpurepuu
643 TAHHBIX 3aIIUIIEHHOCTH 0a3 JaHHBIX
Tema 40 Copnepxanue y4eOHOro Matepuaia Jdannble He HaiijeHbl (K _TemMaM B
Hpumenenue  kpunrorpaguueckux| | |Jexumonnnie 3ansrus Ned0 16. [Ipumenenue KpuntorpaduIeckux cpeiCTB 3aUTH HHPOPMALHY B 2 1 pasjiesie He NPUBSI3AHO KOMIIETEHIMI)
CpeacTB 3amuThl HHGopMannn B 6a3aX|  |gasax naHHBIX.
JIAHHBIX. =
2 |lannble He Haiiiensl (He yka3an Buj 3ausatus) [TpomexxyTounas arTectarus 6 2
Kypcosas paGora 30 30 OK 07., OK 10., OK 09., OK 08., OK 06.,
OK 05., OK 04., OK 03., OK 02., OK 01.,
TIK 2.6., TIK 2.5., TIK 2.4., TIK 2.3., TIK
2.2.,1IK 2.1.
®dopma(-b1) KOHTPOIIS - 5 ceMecTp, DK3aMeH
Bceero mo M/IK.02.01 IIporpaMmHbie i mporpaMMHO-amnnapaTHbie cpeacTBa 3amuTbl nHpopmanun| TemaTny
eckasi u
IUIAHOBA
bl
pacyacoB
Ka He
coBnajiae
T (210
. 4. /
2161em.
4.)
MJIK.02.02 Kpunrorpaduueckue cpeactsa 3ammthl uHbopmamuu| 146
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HaumenoBanue pasaenos [IM, MJIK n
TeM

Conep:kanne yueGHOro MaTepuaJja, JJabopaTopHbie padoTbl U NPAKTHYECKUE 3aAHATHUS,
CcaMOCTOSITe/IbHAsI pad0Ta 00y4aIoIMXC, KypcoBasi padoTa (mpoeKT) (ec/u MpeaycMOTpeHbI)

O0BbéM B
yacax

‘YpoBeHns
OCBOEHHsI

KO}II)I KOMl’leTeHl[l/lﬁ H JIMYHOCTHBIX
pe3yJIbTaToB, (JOPMHPOBAHHIO KOTOPHIX
€noco0CTBYeET 3JIeMeHT POrpaMMbl

Tema 1
Jlexuuu

ConeprxaHne yueOHOr0 MaTepHana

Jlexunonnbie 3ansiTust Nel Kpunrorpadpuueckue cpesictsa ¢ IpeBHEr0 BpeMeHU

Jlexuuonnbie 3ansatus Ne2 [ndp as 0mus Lezaps

Jlekumnonnbie 3ansatus Ne3 [udp nepecranosku LLudp nmepecTraHOBKH «cruTama

Jlekumnonnbie 3ansaTus Ned J[uck Dues. Kaapar [Tonubust

—_ ===

Jlexunonnpie 3ansTus NeS Iugp Yeitza. Tropemuslit mudp

Jlexunonnbie 3ansiTust Ne6 1npp Buxenepa. [ludp Panvkonepa. lndp Kennepa u I'anunes

Jlexunonnpie 3ansTusi Ne7 OCHOBHBIE MOHSTHS KpUNTOrpadgpuu

Jlekumonnbie 3ansaTus Ne§ Tepmunb! 1 onpeeneHus B 001acTu HHGOPMAILMOHHON 0€30MacHOCTH

Ol ||| |wlN]|—

Jlekunonnsie 3anaTus Ne9 IIpaBoBoe perynuposanue npumenenuss CK3M u 3I1 B koprnopaTHBHBIX
MH()OPMALIMOHHBIX CUCTEMAX.

NN ISR I ST I (S I (O I (O3 I (O3 I SN I 5]

Jlekunonnpie 3ausatus Nel(Q CrienpanpHble HOpMaTUBHBIE U MeToandeckue NokyMeHTsl @Ch Poccun
T0 UCIIOJIb30BAHUIO MIU(POBATBHBIX (KPUNTOrpaguuecKnux) CpeacTs

[\S)

11

Jlekumnonnbie 3ansaTus Nell OyHkimuy, HCMoNb3yeMble B KpUITOrpadhHUeCKUX CHCTEMaxX

12

Jlekumonnbie 3ansaTus Nel2 OgHoHanpasieHHbIE QyHKIUH

13

Jlexuunonuble 3auaTus Nel3 IMUTOCTONRKOCTE

14

Jlexunonnpie 3anstusi Nel4 Kpunrorpapudeckas croiikocth

15

Jlekumnonnbie 3ansatus Nel5 [Ipaktiueckas kpunrorpadudeckasi CTOHKOCTb

16

Jlekumonnbie 3ansaTus Nel6 Knaccudukarys noTouHbIx mudpos

17

Jlexunonnbie 3ansiTusi Nel7 Peructp caBura ¢ nuHeitHol 00paTHOI CBA3bIO

18

Jlexuuonnpie 3auaTusa Nel8 JIuneiinas cioXHOCTh

19

Jlekunonnbie 3ansaTus Nel9 Metost u ciocoObl KpunTorpahuyecKoii 3auThl HHOOPMAIIHH.

20

Jlekumonnnie 3ansaTus Ne20 Mudpacrpykrypa otkpbiThix kitoueit (MOK/PKI).

21

Jlexunonnbie 3ansiTust Ne21 Kpunrocucrema

22

Jlexuuonnble 3anaTus Ne22 Kpunrtocucrema

2

5]

Jlekumnonnbie 3ansaTus Ne23 Kpunrocucrema

24

Jlekumonnnie 3ansaTus Ne24 Ceptuduxars

25

Jlexunonnbie 3ansiTust Ne25 Cetu u cereBoit gocryn

26

Jlekuuonnble 3aHATHSA Ne26 CrocoOBl MpeIOTBpAICHUS yIalCHHBIX aTak Ha MH(QOPMaIMOHHBIC
CHCTEMBI

[NON NS I SR I NS TN I (ST I (O3 I NS 2 N S0 N 0 [N (ST I NG 3 I \O 3 I NS 38 I O3 [ O 0 I S ]

— = === =] == == =] =] = =] =]~

27

JlexuuoHHbIe 3aHaTHA Ne27 3amura oT aTak

28

Jlexunonnpie 3ansTus Ne28 Meros! kpunTorpaduu

29

Jlekumnonnble 3ansaTus Ne29 MexceteBoit skpaH

30

Jlekumonnbie 3ansaTus Ne30 OunbTpaiius Ha CETEBOM YPOBHE

31

Jlexunonnple 3ansTus Ne31 OunbTpanys Ha NPUKIAIHOM YPOBHE

32

JleknuonHble 3aHATHA Ne32 O0630p cepTHGUIMPOBAHHBIX IH(POBAIBHBIX (KPHOTOrpadHICCKUX)
cpeAcTB 3amuThl nHpopMmanuu. MeTtoanka omneHku u Beioopa CK3U.

[\SN I\CR I SN I S I (O I )

—_— == =] =] ==

JIP 1, JIP 3, OK 01., OK 02., OK 03., OK
04., OK 05., OK 06., OK 07., OK 08., OK
09., OK 10, IIK 2.1, IIK 2.2., IIK 2.3.,
MK 2.4.,1IK 2.5., IIK 2.6., JIP 22, JIP 16
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Haunmenosanue pasaenos I[1M, MK n Conep:kanne yueGHOro MaTepuaJja, JJabopaTopHbie padoTbl U NPAKTHYECKUE 3aAHATHUS, O0bém B | YpoBens |  Koabl koMneTeHnuii 1 JINUHOCTHBIX
TeM caMocTosITeJIbHAsl padoTa 00y4alomMXC, KypcoBasi padora (IpoeKT) (ec/in npe1ycMOTpPeHbI) yacax |ocBoenusi| pe3yJbTaToB, (POPMUPOBAHHIO KOTOPBIX
€noco0CTBYeET 3JIeMeHT POrpaMMbl
Tema 2 ConeprxaHne yueOHOr0 MaTepHana JIP 1, JIP 3, OK 01., OK 02., OK 03., OK
IIpakTryeckue 3aHsThs 1 ([TpakTHueckue 3ansTus Nel Beenenue B kpunrorpaduieckyro 3ammry HHGOpMaIHK 2 2 04., OK 05., OK 06., OK 07., OK 08., OK
2 |IIpakTHyeckne 3ansaTus Ne2 OcHOBEI KpUNTOrpadUIecKoi 3auTel HHGOpMAIIH 2 2 09., OK 10., IIK 2.1, TIK 2.2., TIK 2.3.,
P : PHITOTD p [IK 2.4., TIK 2.5., TIK 2.6., JIP 22, JIP 16
3 [[TpakTuyeckue 3ausaTus Ne3 MOTOKOBOE MIHU(PPOBAHKE TAHHBIX 2 2
4 |IIpakTnueckue 3anaTus Ned nccie0BaHUE METOI0B MONMHAI(aBUTHOI MOJICTAaHOBKH 2 2
5 |IIpakTnyeckue 3aHaATHA Ne5 paspaboTka W HCCIEeIOBaHHE KPUNTOAITOPUTMA HA OCHOBE 2 2
UCIIONB30BaHUsl cKpeMmOuepa
6 ([TpakTnuyeckue 3ansaTus Ne6 anroputm OouHOro MmUppoBaHus AaHHBIX rocT 28147-89 2 2
7 |IIpakTHYyeckue 3aHATHS Ne7 cUMMETPUYHOE M aCUMMETPUUYHOE MU(POBAHUE JAHHBIX CPEACTBAMH 2 2
kpunrorpapuyeckoro nakera openssl. Yacts 1.
8 |IIpakTHyeckne 3aHsaTHd Ne§ cUMMETPHUUHOE M AaCUMMETPUYHOE IU(PPOBAHUE NAHHBIX CPEACTBAMU 2 2
kpunrorpapuyeckoro nakera openssl. Yacts 2.
9 [[IpakTnyeckue 3anaTus Ne9 mudposanue cooluieHHH ¢ MOMOMbIO HMHUGPOB 3aMEHBI 2 2
kpunrorpapudeckumu QyHKuusIMU excel
10|ITpakTyeckue 3ansatus Nel( uccrienoBanue paboOThI IPOCTEHIIMX aITOPUTMOB HIK(PPOBAHUS B Cpejie 2 2
nporpammupoBanus delphi
11|IIpakTnyeckue 3anarust Nell uccienoBanne GyHKINH TaMMHPOBAHUS Ha SI3BIKE IPOTPAMMHUPOBAHUS 2 2

java
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Haunmenosanue pasaenos I[1M, MK n Conep:kanne yueGHOro MaTepuaJja, JJabopaTopHbie padoTbl U NPAKTHYECKUE 3aAHATHUS, O0bém B | YpoBens |  Koabl koMneTeHnuii 1 JINUHOCTHBIX
TeM caMocTosTe/IbHas paGoTa o0yyaromuxc, Kypcopas padoTa (IpoeKT) (ec/i npeaycMOTpPeHbI) yacax |ocBOeHHsI| pe3y/IbTAaTOB, GOPMHPOBAHHIO KOTOPBIX
€noco0CTBYeET 3JIeMeHT POrpaMMbl
Tema 3 ConeprxaHne yueOHOr0 MaTepHana JIP 1, JIP 3, OK 01., OK 02., OK 03., OK
IpaxTudeckas MOAroTOBKA 1 (ITpakTHyeckas noaroropka Nel mrdpoBaHue METOAOM NEPECTAHOBKH 4 2 04., OK 05., OK 06., OK 07., OK 08., OK
2 |IIpakTHyeckas noaroToBka Ne2 lccienoBaHre raMMUPOBAaHUS IPH MIU(QPOBaHAU 4 09, OK 10,, TK 2.1, TIK 2.2, TIK 2.3.,
MK 2.4.,1IK 2.5., IIK 2.6., JIP 22, JIP 16
3 [[MpakTuueckas moaroroBka Ne3 cummeTpuvHOe mHGPOBAHUE JAHHBIX C HCIOJH30BAHUEM 4
kpunrorpaduueckux uHTepdeiicoB microsoft cryptoapi u cryptography api: next generation
4 [IlpakTudeckas moaroroska Ned4 cosznaHue KpUNTOrpapUIECKUX COOOMIEHHH C HCIIONB30BAHUEM 4 2
untepdeiica microsoft cryptoapi u udpossix cepruduraros x.509
5 |IIpakTHyeckas noaroroBka NeS uccieoBaHHe BO3MOXKHOCTell G10uHOro muppoBaHUs Ha A3bIKE 4 2
IIPOrpaMMHUPOBAHUS java
6 [IIpakTHyeckast moaroroBka Ne6 uccie0BaHie BO3MOXKHOCTEH IMOTOYHOro mHU(poOBaHUs HA SA3bIKE 2 2
IIPOrpaMMHUPOBAHUS java
7 |IIpakTHyeckas noaroropka Ne7 nporpamMMHas peanu3anus mWH(POB Ha sI3bIKE MPOrpaMMHUPOBAHUS 2 2
java
8 |[IpakTHyeckas noaroroBka Ne§ nccienoBanue 610uHOro anropurMma mmpposanus des 2 2
9 |IIpakTHyeckast noaroroBka Ne9 uccienoBaHue alropurMa MuppoBaHus rsa B ms 2 2
10{ITpakTuueckas noaroroska Nel( cpencrsa obecreueHus 6e30macHOCTH Oc ceMelicTBa windows 2 2
11|IIpakTHyeckas noaroroBka Nell acummerpuunast Kpunrorpadust u 3JI€KTPOHHAS U(PPOBast MOIMUCH 2 2
Ha TIpUMepe CHCTEMBI gnupg
12{[IpakTHyeckass moaroroBka Nel2 ayreHTudukaius moib3oBaTeleil web-cucTeM cpeacTBaMu 2 2
TEXHOJIOTHU PHD
13|IIpakTuyeckas noaroroska Nel3 samura HHGOPMAINH C ITIOMOIIBIO ITAPOJISL 2 2
14{[TpakTnueckas noaroroBka Nel4 VY nocToBepsiomue HEHTPbI HA OCHOBE CIIY)KObI cepTH()UKALMU B 2 2
omneparonHoi cucreme Windows 2003 Server
15({IIpakTnyeckas nogroroska Nel5S 3amura nporpaMM OT HECAHKIMOHMPOBAHHOI'O UCIIONB30BAHUS C 2 2
nomosro USB-kirodeii ¥ mporpaMMHOT0 o6ecredeHus IPOH3BOAUTENIS
16|IIpakTnyeckas noaroroska Nel6 3amura nporpaMM OT HECAHKIIMOHHPOBAHHOTO HCIIOJIB30BaHHS C 2 2
nomo1ipio USB-kitroueit u cpencts pa3padordnka
Tema 4 Copnepxanue y4eOHOro Matepuaia JIP 22, JIP 16, JIP 1, JIP 3, OK 01., OK
IIpomexyTouHas aTTecTanus 02., OK 03., OK 04., OK 05., OK 06., OK
1 [IIpomesxyTounas arrecrauus [IpoMeskyToUHas aTTECTALMS 18 2 07., OK 08., OK 09., OK 10., IIK 2.1., TTK
22.,1IK23,1IK 2.4, 11K 2.5., TIK 2.6.
®dopwma(-b1) KOHTPOIS - 4 cemecTp, DK3aMeH
Bcero no MJIK.02.02 Kpunrorpadudeckue cpeicTsa 3amurs! napopmanuu| 146
Bcero mo I1M.02 3amuta uadopManuu B aBTOMATH3HPOBAHHBIX CHCTEMAaX MPOrPAMMHBIMH H IPOrPAMMHO-ANNAPATHBIMHU cpeAcTBamu| 356

ﬂﬂﬂ XapakmepucmuKu YpPO6HA 0C80EHUA yll€6H020 mamepuaja ucnojib3yromcs Cﬂedyiowue 0bo3nauenus:
1 - o3naxkomumenvHolii (03HClKOM]Z€HM€ C paHee Usy4eHHbIMuU 06‘b€KmaMu, CBOIZCI’V!GCIMM) N
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2 - penpoOyKmusHbulil (8bINoIHeHUE 0esIMeIbHOCHU N0 00pA3YY, UHCIMPYKYUU UU NOO PYKOBOOCINEOM) ;
3 - npoOyKkmueHwlll (NIAHUPOBAHUE U CAMOCINOSIMETbHOEC BbINOIHEHUE 0eSIMETbHOCINU, PeleHue NPOoOIeMHbIX 3a0aY ).
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3. YCJIOBUA PEAIMBALINUA ITPOPECCHUOHAJIBHOI'O MO YJIA

3.1. TpeOoBanusi K MUHUMAJILHOMY MAaTE€PUATbHO-TEXHUYECKOMY 00ecnedeHn 0
npodeccrnonaibuoro moayJasa ITM.02 3amura undgopmanun B aBTOMATH3UPOBAHHBIX
cucTeMax NMpPOrpaMMHBLIMH U MPOrPAMMHO-ANNAPATHLIMH CPeICTBAMM

Peannzanus MJIK.02.01 IIporpamMHBIE M IIPOrpamMMHO-ANNapaTHBIE CPEACTBA
3aIIUTHl UHQOPMALMK NPEIONaraeT HAINYUe MOMELECHUN:

KommnbroTepHsliii kiacce
Kabuner nndopmaruku
JlabopaTopusi TEXHOJIOTUU pa3padOTKHU 0a3 TaHHBIX
JIaGopaTopusi CUCTEMHOI'O U PUKIIATHOTO POrPaMMUPOBAHHUS
JlabopaTopust nHPOPMAITMOHHO-KOMMYHHUKAITMOHHBIX CUCTEM
JlaGopatopusi ynpaBiaeHUs MPOESKTHOU eI TEIbHOCThIO
JlabopaTopus BBIYUCIUTENBHON TEXHUKH, APXUTEKTYPhI IEPCOHATBHOTO KOMIIBIOTEpPA U
nepupepuitHbIX yCTPOICTB
JIaGopartopusi mpOrpaMMHOT0 00eCTIeUeHUs U COMTPOBOXKICHUSI KOMIIBIOTEPHBIX CUCTEM
JlabopaTopusi mporpaMMupoBaHus U 0a3 JaHHBIX
JlaGopaTtopusi opraHu3aIiy U MPUHIIMIIOB TOCTPOCHUS HH(OPMALIMOHHBIX CUCTEM
JlabopaTopust nH)OPMAITMOHHBIX PECYPCOB

. KiaBuarypa (16 mir.)

. Marpenika — Z (Habop — KOHCTPYKTOp) (5 1IT.)

. Robobuilder RQ — HUNO (MuorodyHkimoHaibHbIi podoT-anapoun) (1 mrr.)
. Momnwutop (16 1it.)

. Mpimis koMnbroTepHas (16 mT.)
. ITnakatsl (32 mT.)
. Cuctemusbiit 6510k (16 1IT.)

. Crenapl (4 mit.)

JlabopaTopusi ceTeit u cuctem nepenayu HHGOpMaIuu
JlabopaTopusi SIEKTPOHUKHU U CXEMOTEXHUKHU
JlaGopaTopusi mporpaMMHBIX U MNPOTPAMMHO-aNMapaTHBIX CPEJICTB 3allUThI
uHbOopMaIuu
JlabopaTopusi TEXHUYECKUX CPECTB 3alUThl HHPOpPMaLIUU
[ToMroH BBIUMCIUTETLHON TEXHUKHU
[Tonuron yueOHBIX 6a3 IPAKTUK
MeTtoanueckuii KaOMHET
Kabuner myist camocTosTeIbHOM pabOThI

16



. Mownwutop (9 mt.)

. Mpimis KoMMnbroTepHast (9 mIT.)
. CuctemubIit 6510k (9 mT.)

. Crenapi (3 mit.)

. Knasuarypa (9 mit.)

Kabunet nnpopMaimoHHbIX CUCTEM B TPOPECCUOHATILHON JIEATEIbHOCTH
Kabuner nndopmarrku u MaTeMaTUKU
Kabunetr KOMIbIOTEPHOrO 1HU3aiiHa
JlaGopartopust HHPOPMAITMOHHBIX TEXHOJIOTHH B IPO(PEeCCHOHATBLHOMN AeATeILHOCTH
JlabopaTopust nHPOPMAITMOHHBIX TEXHOJIOTHUI
JlaGopaTopusi KOMIIBIOTEPHOTO JU3aiiHa
JlaGopartopus pa3pabOTKH BEO-TIPHIIOKESHHIM
Cryaus ”H)XEHEpHON U KOMIIBIOTEPHOU rpaduku
Crynus pa3paboTKu au3aifHa BEO-TIPHIIOKESHHM
Kabuner myist camocTosiTenbHON paboThI

. Cucremubiii 610K (9 1mIT.)

. Mownwutop (9 mt.)

. Mpimib KoMMnbroTepHAs (9 1mIT.)
. Crenapi (1 mit.)

. KiaBuarypa (9 mir.)
. [Tnakatel (34 wit.)

Peanuzamus MJIK.02.02 Kpunrtorpadguueckue cpencTba 3amuThl HHGOPMAIIUH
npeanosiaraeT HajJu4ue MOMeNeHUH:

JlabopaTopusi ceTeit u cucTem nepenadu nHGOpMaIIH
JlaGopatopusi 3IEKTPOHUKHU U CXEMOTEXHUKH
Jlabopatopus HpOrpaMMHBIX U MPOTPaMMHO-ANMapaTHbBIX CPEICTB 3alIUThI
uH(popmanuu
JlabopaTopusi TEXHUYECKUX CPEJICTB 3aIUThI HHPOPMAIIUH
[ToMroH BBIUUCIUTENBLHON TEXHUKU
[Tonuron yueOHbIX 0a3 MPaKTUK
Mertoandeckuii KaOUHET
KaOuner st camocTosiTeIbHON paboThI

. Momnwutop (9 miT.)
. Mpliib KoMIbIOTEpHAS (9 1IT.)
. Cucremublii 6510k (9 1IT.)
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. Crenapi (3 mit.)
. Kiasuarypa (9 mr.)

KomnreroTepuslii knacc
Kabuner nundopmatuku
JlabopaTopusi TEXHOJIOTUU Pa3padOTKH 06a3 TaHHBIX
JlaGopaTopusi CHCTEMHOTO U IPUKJIAJHOTO IPOTPaMMHUPOBAHUS
JlabopaTtopusi nH(POPMAMOHHO-KOMMYHHUKAIIMOHHBIX CUCTEM
JlabopaTopus ynpaBiieHUs POEKTHOMN JESITEIIBHOCTHIO
JIaGopatopus BEIYMCIUTEIHHON TEXHUKH, apXUTEKTYPHI IEPCOHATHHOTO KOMITBIOTEpPA U
nepuepuitHBIX yCTPOICTB
JlabopaTopusi MporpaMMHOTO 00ECIIEUEHUS U COMPOBOKICHHS KOMIIBIOTEPHBIX CUCTEM
JIaGopartopust mporpaMMUpPOBaHUA U 0a3 TaHHBIX
JIaGoparopusi opraHu3ali U MPUHIIMIIOB TOCTPOEHUS HH(OPMALIMOHHBIX CUCTEM
JlaGopatopust UH(POPMAITMOHHBIX PECYPCOB

. KiaBuatypa (16 mir.)

. Marpenika — Z (Habop — KOHCTPYKTOp) (5 1IT.)

. Robobuilder RQ — HUNO (MuorodyskimoHaibHbi po6oT-anapoun) (1 mir.)
. Momnwutop (16 mit.)

. Mpiiib komnbroTepHas (16 mir.)
. [Tnakatsel (32 mit.)
. Cuctemusbiit 6510k (16 1mT.)

. Crenppl (4 mit.)

3.2. VY4yeOHO-MeTOaAMYecKOe M HHPOpMANUMOHHOEe oOeclmevYeHHUeE
npo¢gecCUuOHAJIBHOIO MOAYJIA

[lepeuens pekoMeHIyeMbIX YUEOHBIX M3JAHUM M JOTOJHUTEIBHON JIUTEPATYPHI
s MJIK.02.01 IlporpaMMHbie U NPOrpaMMHO-aNNApPaTHbIE CPeICTBA 3AIMTHI
uHopmanuu:

OcHoBHas JuTEpaTypa:

l. Opranu3zalMOHHO-TIpaBOBOE oOecrneyeHre MH(MOpMaIMOHHOW 0€30MacHOCTH:
y4e0. nmocobue s CTyA. yupexaeHuit cpea. npod. oopazosanus/ E.b. benos, B.H.
[Ipxxeropaunckuii. — M.: 3naTenbckui HeHTp «Akagemus», 2017. — 336¢

2. Nudopmanmonnas 6e3zomacHocTh : yuyeOHuk / B.II. Mensaukos, A.U.

Kynpusanos. — MockBa : KuxoPyc, 2018. Pexum pgoctyna
https://www.book.ru/book/924214
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JlononHUTENbHAS TATEPATYPA:

1. Kyns, T.I1. Onepanuonnsie cucteMsl : yaeonoe nocodue / T.I1. Kyms. - MuHCK :
PUIIO, 2019. - 312 c. - ISBN 978-985-503-940-3. - TekcT : anekTpoHHbIil. - URL:
https://znanium.com/catalog/product/1056304

2. NudopmaTruka, aBTOMAaTU3UPOBAHHbIE MH(POPMAIIMOHHBIE TEXHOJOTHHU HU
cucteMsbl : yueOHuk / B.A. I'Bo3zneBa. — M. : U] «DOPYM» : UHOPA-M, 2019. —
542 ¢. — (Cpennee npodeccuoHanbHoe oOpa3zoBaHue). - Pexum nmocrtymna:
http://znanium.com/catalog/product/999615

NHpopmManmoHHbIE CIIPAaBOYHO-ITPABOBBIE CUCTEMBI U PECYPCHI:

1. DIeKTPOHHO-OMONIMOTEYHAs CUCTEMa Znanium.com
2. DnekTpoHHo- 6ubnuoreunas cucrema BOOK.RU

[lepedeHs pekOMEHIyeMbIX YUEOHBIX U3JAHUA M JOTIOJHUTEIBHOW JIUTEPATYPHI
st MJIK.02.02 Kpuntorpaguyeckue cpeicTBa 3allUThl MH()OPMAIUK:

OcHoBHas 1uTEpaTypa:

1. 1. OpranuzanoHHO-NIpaBoBoe obecneyeHne NHHOPMaMOHHON 0€301aCHOCTH:
y4e0. nmocobue s CTyA. yupexaeHui cpea. npod. oobpazosanus/ E.b. benos, B.H.
[Ipxeropnunackuii. — M.: 3narenscknii neHTp «AxageMus», 2017. —336¢

2. 2. Uudpopmanmnonnas 6e3zonacHocts : yueonuk / B.Il. Menbnukos, A.U.
Kynpusnos. — MockBa : KwxoPyc, 2018. Pexum ngoctyna
https://www.book.ru/book/924214

JlononHUTENbHAS TATEPATYPA:

1. 1.Mudopmarnmonnas 6e3omacHocTh: YueobHoe mocobue / [Tapreika T. JI., [Tomos
N. N. - 5-e u3x., nepepad. u pom. - M.: @opym, HUL] UHDOPA-M, 2016. - 432 c.: 60x90
1/16. - (Ilpodeccuonansuoe oo6pazoBanue) (Ilepemnér) ISBN 978-5-91134-627-0 -
Pexxum noctyna: http://znanium.com/catalog/product/516806

2. 2. UupopmaTuka, aBTOMaTU3UPOBaHHbIE WH(OPMALMOHHBIE TEXHOJOTUU U
cuctemsl : yueOHuk / B.A. I'BozneBa. — M. : UJ[ «DOPYM» : UHOPA-M, 2019. —
542 c. — (Cpennee npodeccuoHanbHoe oOpaszoBaHue). - Pexum nmocrtyma:

http://znanium.com/catalog/product/999615
NudopmarimonHbie cripaBOYHO-ITPABOBBIE CUCTEMBI U PECYPCHI:

1. DJIEKTPOHHO-0MOIMOTEYHAs cucTeMa Znanium.com
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2.

DnekTpoHHo- bubnuoreunas cucrema BOOK.RU
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4. KOHTPOJb N OUHEHKA PE3YJIBTATOB OCBOEHUAA
MPO®ECCHUOHAJBHOI'O MOAYJIA (BUJA MTPO®ECCUOHAJBHO

JESTEJBHOCTU)

4.1. Tabnuua cOOTBETCTBUSI KOMIIETEHLIMN MTOKA3aTeNIsIM OLEHKH pe3yJibTaTa

IK 2.5. YHNUTOXAaTh MHGOPMAIHIO U HOCHTEIH NH(OPMAIINH C UCHOJIE30BaHHEM
MIPOrPaMMHBIX U IPOrPaMMHO-AIIAPATHBIX CPECTB.

Jdannble He HalifeHbl (popMbl 1

METOAblI KOHTPOJIA U OlleHKli)

K 2.4. OcymecTBuiaTe 00paboTKy, XpaHEeHHE W Tepenadyy HHPOPMALHH
OrpaHMYEHHOTO JIOCTYTA.

[annbie He HalifeHbl (popMbl 1

METOAbI KOHTPOJSA U Ol_leHKll)

MK 2.3. OcyuiecTBIsATh TECTHPOBaHHE (HYHKIUN OTACIBHBIX MPOTPAMMHBIX H
MIPOrpaMMHO-AIIapaTHBIX CPEACTB 3aIUTHl HHPOPMALIUH.

Jannble He HalifeHbl (popMbl u
MeTO/Ibl KOHTPOJIsi M OLIEHKH)

IIK 2.2. ObecrieunBaTh 3amUTy HHPOPMANK B aBTOMAaTH3NPOBAHHBIX CHCTEMAX
OTAENEHBIMHA NTPOTrPAaMMHBIMH, TIPOTPAaMMHO-aNapaTHEIMU CPEACTBAMH.

Jlannble He HalifeHbI (popMBI M

METO/Ibl KOHTPOJISI ¥ OLIEHKH)

IIK 2.1. OcymecTBAATh YCTAaHOBKY M HACTPOHKY OTAENBbHBIX MPOTPaMMHBIX,
MPOrpaMMHO-AINAPATHEIX CPEACTB 3alIUThI HHGOpMALHUH.

Jannblie He HaiineHbl (GopMbI U

METOAbI KOHTPOJIA U Ol_leHKlj)

Pe3yabTaThl (0cBOeHHBbIe NpodeccHOHANbHbIE U 00IIMe KOMIIEeTEHINH) OcHoBHbIe I0Ka3aTe/ U OLeHKH ®opmbl 1
pe3yibTara MeTO/bI
KOHTPOJIS H
OLleHKH
OK Jlannepie He
OK 07. ConelicTBOBAaTH COXPAHEHUIO OKPYIKAIOLIEH Cpesibl, pecypcocbepexennto,|Jannpie e naiinenst (Gopmpr nfHa U 1LE HbL
3¢ (HEeKTHBHO JEHCTBOBATH B UPE3BBIYANHBIX CHTYAIIHSIX. MeTO/Ibl KOHTPOJIsl H OLIEHKH) (ocHoBHbBIE
= = = nokaszaTean
OK 10. ITomp30BaThCs POQecCHOHANEHOI JOKyMeHTalnel Ha rocyaapcTtBeHHoM|JlanHble He HaiijieHbl (hopMbl U
OUCHKH
1 MHOCTPAHHOM SI3BIKaX. MeTo/ibl KOHTPO.ISI U OLIEHKH)
— — pe3yabTara)
OK 09. Ucnonbs3oBaTh HHGOPMAIHOHHBIE TEXHOJIOTUU B mpodeccuonanpHoii|/lannbie ne Haiinens! (hopMbl 1
JEeATETbHOCTH. MeTO/Ibl KOHTPOJISI M OLIeHKH)
OK 08. Mcnonb3oBaTh cpeacTBa Gpusnyeckon KynbTypsl i coxpaHeHus u|/lannbie ne Haiiennl (Gpopmbl n
YKpEIJIeHHs 370pOBbsl B Ipouecce MpodhecCHOHANbHON NeITeNbHOCTH H|MeTOAbl KOHTPOJISI M OLeHKH)
HOJICp)KaHUs HEOOXOIMMOr0 YPOBHS (PM3MYECKOH MOJIrOTOBICHHOCTH.
OK 06. ITposBisATh TpaskAaHCKO-TIATPUOTHUECKYIO MTO3UIUIO, AeMOHCTpHpoBaTh|aHHble He HalieHbl (hOpMBbI U
OCO3HaHHOE IIOBEJCHHE Ha OCHOBE TPAJWIMOHHBIX OO0NICYeTOBEYSCKUX|METOAbl KOHTPOJISI M OLeHKH)
LIEHHOCTEH, MPUMEHATh CTaHAAPTHl aHTHKOPPYNIMOHHOTO IOBEJCHUSL.
OK 05. OcyurecTBiasTh yCTHYI W NHCbMEHHYI KOMMyHHKaunuio Ha|/lanubie ne Haiinensl (opMbl 1
rOCY/IapCTBEHHOM SI3BIKE C YYETOM OCOOCHHOCTEH COLMAIbHOTO M KYJIBTYPHOI'O[METO/Ibl KOHTPO/Isl M OLIEHKH)
KOHTEKCTa.
OK 04. PaboTath B KOJUICKTHBE U KOMaH[e, YPPEKTHBHO B3aUMOJIciicTBOBATh c|/laHHble He HaiijieHbl (hopMBbI 1
KOJUIEraMH, PyKOBOACTBOM, KITHEHTaMH. MeTO/Ibl KOHTPO.ISl U OLIEHKH)
OK 03. TlmaHupoBaTh U peann3oBbIBaTh cOOCTBeHHOE mpodeccuonanshoe u|/lannbie He HaiineHbl (hopMbl U
JMYHOCTHOE Pa3BHUTHE. MeTO/Ibl KOHTPOJISI H OLleHKH)
OK 02. OcyuiecTBiIsTh MOMCK, aHAIH3 M HHTeprnperauuio nHpopmanuu,|Jannsie ne Haiineno! (hopmMbl 1
HEOOXOIMMO¥t 1715 BBIITOJIHEHHMS 33/1a4 MPOGECCHOHAIBHOMN AESTEbHOCTH. MeTO/1bl KOHTPO.IS U OLIEHKH)
OK 01. Bri6upats crioco0sl penieHus 3aaad npodhecCHOHANBHON NeATeIbHOCTH, | lanHble He HaiiieHbl (hopMbl 1
MIPUMEHHUTEIIBHO K Pa3IMYHBIM KOHTEKCTaM. MeTO/ibl KOHTPOJISI U OLIEHKH)
TIK JlanHble He
K 2.6. OcymecTBIsiTh pPErHCTPalHI0 OCHOBHBIX cOObITHH Blanuble He Haiifenbl (Gopvpr n|HAHAEHDBL
aBTOMATHU3MPOBAHHBIX (MHQOPMAIMOHHBIX) CHCTEMaX, B TOM YHCIE C|METOJbI KOHTDOIsI H OIIeHKH) (ocnopupie
HCIIOJIb30BAHHEM MNPOTPAMMHBIX M NPOTrpaMMHO-ANIapaTHEIX CPEACTB norkasaTeau
OOHapyXeHHs, NPEeAYNPEIKACHHS U ITMKBUAALNU MOCIEACTBUIl KOMIBIOTEPHBIX OUEHKH
aTak. pe3yabTaTta)

4.2. O6paszoBaTenbHbIE Pe3yJIbTaThl OCBOCHHS O00Opa30BATEIBLHON MPOTPaMMBbI

po(ecCHOHaTBFHOTO MOJYJIS, TIOJJICKAIINE TTPOBEPKE
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HaumeHnoBanue 06pa30BaTeJ’lbl—l0r0 pe3yJjabTara

IToka3zaTen oueHku pe3yJjabTarta

Dopmbl 1
MeTOo/bl
KOHTPOJIS 1
OLIEHKH
pe3yJbTara

3Hanue

OCcOOEHHOCTH U CTIOCOOBI MPUMEHEHUS IPOrPAMMHBIX U
NpOrpaMMHO-ANNapaTHBIX CPEACTB  3aIIUTHI
nH(OPMALUH, B TOM YHCIIC, B OIIEPALIMOHHBIX CUCTEMAX,
KOMIIBIOTEPHBIX CEeTsIX, 0a3ax NaHHbIX;

3HaTh OCOOEHHOCTH M CHOCOOBI HpPUMEHEHUS
HPOrPaMMHBIX M IIPOTPAMMHO-ANNapaTHBIX CPEACTB
3amuTH MHQOpPMALMHU, B TOM YHUCIIE, B ONEPALIUMOHHBIX
CHCTEMaX, KOMIIBIOTEPHBIX CEeTAX, 0a3ax JaHHbIX;

Konnoksuym

METOJbl TECTHPOBAaHUA GYHKIUH OTHEIBHBIX
NPOrPaMMHBIX U IIPOrpaMMHO-allapaTHBIX CPEJCTB
3amuTEl HH(OpMaImy;

3HaTh METOIBl TECTHPOBAHUS (QYHKIHH OTHEIBHBIX
HPOTPaMMHBIX M IIPOTPaMMHO-ANIApaTHBIX CPEICTB
3alUTEl THPOPMAILHH;

Komnnoxsuym

THUIIOBBIC MOJEIH YIPABICHHUS IOCTYIIOM, CPEACTB,
METOJOB M HPOTOKOJOB HICHTHPUKALHMU H
ayTeHTH(PHUKAI N,

3HaTh TUIOBbIE MOJIEIH YIPABICHHUS IOCTYIIOM, CPEJICTB,
METOJOB M TIPOTOKOJOB HACHTUOHUKALUUHU WU
ayTeHTUDUKAIHH;

Konnoxsuym

TumnoBble cpeCcTBa U METOBI BEACHHS ayIUTa, CPEICTB
U crnoco0oB 3amuUTH MHGOPMAaUUU B JIOKaJIbHBIX
BBIYMCIIUTEIBHBIX CETIX, CPEICTB 3allUTHl OT
HECAHKLIMOHUPOBAHHOTO JIOCTYIIA.

3HaTh THIOBBIE CPEACTBA U METOJbl BEICHUS ayauTa,
CPEACTB U CIIOCOOOB 3aLUThI HHPOPMAIIMHU B JIOKAJIBHBIX
BBIYHUCJIHUTECIbHBIX CCTAX, CPEACTB 3allUTBI OT
HECAHKLMOHUPOBAHHOTO JIOCTYIIA.

Konnoksuym

0COOEHHOCTH U CIOCOOBI MIPUMEHEHUS IIPOTPAMMHBIX U
MIPOTpaMMHO-aNIAaPaTHBIX CPEICTB rapaHTHPOBAHHOTO
YHAYTOXKEHHST HH(POPMALIH;

3HaTh OCOOEHHOCTH M CIIOCOOB NPHUMEHEHHS
HPOTPaMMHBIX M IIPOTPAaMMHO-ANIApaTHBIX CPEICTB
TapaHTHPOBAHHOIO YHHUTOXKECHUs HH(OpMarmy;

Komnoxsuym

OCHOBHBIC MOHSATHS KPUNTOrpapuu M THUIOBBIX
KpUnTorpaguueckuXx METOAOB M CPEACTB 3al[UThI
HHPOPMAIHIH;

3HaTh OCHOBHBIC MOHATUS KPUNTOrpaduu M THIOBBIX
Kpunrorpapu4eckuXx METOMOB M CPEJCTB 3alUTHI
uHpOpMAIHH;

Komnoksuym

Vmenne

yCTaHaBIMBaTh M HAaCTPaWBaTh CPEACTBA AHTHBUPYCHOM
3al[UTHl B COOTBETCTBHH C HPEAbIBISICMBIMHU
TpeOOBaHUIMU;

YMmeTh yCTaHaBJIUBaTh W HaACTpauBaThb CpEACTBa
aHTI/IBI/IpyCHOﬁ 3alllUThl B COOTBCTCTBHUHU C
npeaAbABIACMBIMHU Tpe6OBaHI/IHMI/I;

TectupoBanue

yCTaHABINBATh, HACTPAUBATh, IPUMEHSATH IPOrPaMMHbIE
U HpOrpaMMHO-alNapaTHbIE CPEACTBAa 3alMThI
“HpOPMAIHH;

VMeTh yCTaHaBIMBATh, HACTpaWBaTh, IPUMEHSTH
OpOrpaMMHBIE M NPOrpaMMHO-ammapaTHBIE CPEeICTBA
3aIUThl HH(OpMAIHY;

TectupoBanue

JIMAarHOCTHPOBATh, YCTPAHATh OTKa3bl, 00ECICYMBATH
paboToCcoCOOHOCTE W TECTHPOBATH (YHKIHUHU
OpOorpaMMHO-aNnapaTHbIX CPEACTB  3aIlUTHI
nHpopmarmu;

VYMeTh OHAarHOCTHPOBATH, YCTPaHATh OTKa3bl,
obecneynBaTh pabOTOCIOCOOHOCTH M TECTHPOBATH
(YHKUMH OPOTpaMMHO-ANNapaTHBIX CPEACTB 3alUThI
nHdopmarmy;

TecrupoBanue

OcCyLIecTBIATh MOHUTOPHHT M PETHCTPALIHIO CBEICHUH,
HEOOXOIUMBIX JUIS 3aIIUTHl 00BEKTOB HH()OPMATH3ALIUH,
B TOM YHCJE€ C HCHOJIb30BaHHEM HPOTPAaMMHBIX U
[POrpaMMHO-aNINapaTHBIX CPEACTB OOHApYKEHUs,
NpEeNYNpPEexKACHUS W JIMKBUAALHMH IOCICICTBUN
KOMIIBIOTEpPHBIX aTak

VYMeTh OCyIMIECTBISTh MOHUTOPHHT U PETHUCTPALHIO
CBEJECHHUM, HEOOXOOMMBIX IS 3al[UTHl 00BEKTOB
uHpopmMaTu3anuu, B TOM YHCIE C HCIOJIb30BAHUEM
OPOTPaMMHBIX W IMPOTPAMMHO-AMMIAPATHBIX CPEICTB
oOHapyXeHHs, NPEAYNPEKACHUS H JITUKBUIALUN
MOCIICICTBUI KOMIIBIOTEPHBIX aTaK

TectupoBanue

an/IMeHﬂTb MaTeMaTHYECKHUI amnmnapar ajs BbIIIOJIHCHU A
Kpunrorpaduueckux npeodpazoBaHHmii;

YMeTh NpUMEHATh MAaTEMAaTHYECKHUH ammapat ais
BBIIIOJIHEHHS KPUOTOrpaguUecKux Mpeodpa3oBaHuii;

TectupoBanue

IIpoBepsATh BHIONHEHNE TpeOOBaHWII MO 3aI(HUTE
HH(OPMAINH OT HECAaHKIMOHUPOBAHHOTO JOCTYIIA IPU
aTTecTanquu o00BEKTOB HHGOPMATH3ANUH II0
TpeboBaHMAM 0€30IMacHOCTH HH(OPMALHH;

YMeTb NpoBepsTh BHINOJIHEHHE TPEOOBAaHUH II0 3aIUTe
MHPOPMALUN OT HECAHKIMOHHPOBAHHOTO JOCTYIA HpPHU
aTTecTaluy 00BEKTOB HHPOPMATU3ALUH 110 TPEOOBAHHIM
6€30MacHOCTH HH(POPMAIIH;

TecrupoBanue

4.3. MaTpuua coOOTBETCTBUSI KOHTPOJIbHO-OILIEHOUYHBIX CPEJICTB 00pa30BaATEIbHBIM

pe3yabTaraM IpoQecCuOHATHLHOTO MOIYJIS

Pe3yabTaTnl 00y4yenns

| Koanl komnereHnui

|(D0qu,1 OLIEHOYHBIX CPE/ICTB

3Hanue

CUCTEMAX, KOMIIbIOTEPHBIX CETHAX, bazax JAaHHBIX;

Oco0eHHOCTH U CITOCOOBI IMPHUMEHEHHUS! MPOTPaMMHBIX U IIPOrPAMMHO-
anImapaTHEIX CPEACTB 3aIIUTH HHPOPMALUH, B TOM YUCIIE, B OIEPAOHHBIX

(MJIK.02.01);

Bomnpocsr Ha sk3ameH Nel-8
(MK.02.01);
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Pe3yabTaThl 00yueHns

Koapl koMneTenuuii

DoH/IbI OLIEHOYHBIX CpeacTs

METOAbl TECTUPOBAHUA q)yHKHI/Iﬁ OTACIBbHBIX MMPOTPAMMHBIX U TPOIrPaMMHO-
anmnapaTHbIX CPEACTB 3alIUThI HHq)OpMaHI/II/I;

(MJIK.02.01);

Bomnpocer Ha 5k3ameH Ne9=16
(MAK.02.01);

THIIOBBIC MOJIENU YIIPABICHUS AOCTYIIOM, CPEICTB, METOJ0B 1 mpoTokoaoB((M/IK.02.01); Bompocsl Ha »3k3aMeH
WACHTH(UKANY U ayTeHTU(UKALNH; Nel7-24 (MK.02.01);
TumnoBsie cpeCTBa M METOABI BEACHHUS ayIuTa, CpeacTB U cnoco6os 3ammuTel|[1K 2.4., TIK 2.5., TIK 2.1.,[Bonpocsl Ha »3K3aMeH

HH(bOpMaI_II/II/I B JIOKQJIbHBIX BBIYUCIUTECIIbHBIX CETAX, CPEACTB 3alllUTHI OT
HECAaHKIIUOHUPOBAHHOI'O JOCTYIIA.

OK 10., OK
(MJIK.02.02);

05.

Nel6-24 (MJK.02.02);

0COOEHHOCTH U CIIOCOOBI MPUMEHEHHs NMPOTPAMMHBIX M IPOrPaMMHO-
annapaTHBIX CPEJCTB rAPaHTHPOBAHHOTO YHUUTOXKEHHSI HHPOPMALHH;

OK 10., OK 07., OK 09.,
OK 06., TIK 2.4., TIK 2.2.
(MJIK.02.02);

Bompocs! Ha 3x3amen Ne8-15
(MJK.02.02);

OCHOBHBIC IIOHATHSA KpI/IHTOFpa(I)I/II/I U THUIIOBBIX KpI/IHTOFpa(i)I/I‘IecKI/IX
METOAOB U CPEACTB 3allUThL I/IH(i)OpMaHI/II/I;

OK 07., OK 05., OK 10.,
OK 08., OK 09., OK 06.
(MJIK.02.02);

Bonpocsl Ha sk3amen Nel-7
(MIK.02.02);

YMmeHue
yCTaHaBJIMBAaTh M HAacTpauBaTh CpeACTBAa aHTHBUpYycHOU 3ammuthl B{(MIK.02.01); Bonpocsl Ha »3Kk3aMeH
COOTBETCTBHU C MPEIBSBIACMBIMUA TPECOOBAHUSIM; Ne33-40 (MAK.02.01);
YCTaHABJIMBATh, HACTPAUBATh, IPUMEHATH IPOrpaMMHBIE M IporpaMmMHo-|(M/JIK.02.01); Bonpocsl Ha »3k3aMeH
anmapaTHbIe CPEe/ICTBA 3aIIUTHl HH)OPMAIINY; Ne25-32 (MAK.02.01);
IMarHOCTHPOBATh, YCTPAHATH OTKAa3bl, o0ecneunBaTh padorocmocodonocts u|(MAK.02.01); Bompocs Ha »3k3aMeH

TECTHPOBaTh (GYHKIHH MPOrpaMMHO-ANNAPATHBIX CPEACTB 3AIIMUTHI
WHPOPMAIHIH;

Ne41-50 (MJK.02.01);

OcCy11ecTBIAT MOHUTOPUHT U PETUCTPALNIO CBEACHUH, HEOOXOAUMBIX IS
3aIIUTHl 00BEKTOB MH(OpPMATHU3AIMU, B TOM YHCIE C HUCIOJIb30BaHUEM
NPOrpaMMHBIX U MPOrPaMMHO-aNNapaTHBIX CPEACTB OOHApYXKEHHS,
MPEoyNpeXICHNS U JUKBUAAIMU MOCIEICTBUIl KOMIBIOTEPHBIX aTak

TK 2.4., TIK 2.5., TIK 2.2.,
OK 05., OK 02., OK 04.
(MJIK.02.02);

Bonpocs Ha »3k3aMeH
Ne41-50 (MAK.02.02);

[IpuMeHsTh MaTeMaTHYECKHH amnmapar
Kpunrorpapuyeckux npeodbpa3zoBaHUil;

pIgI g BBIIIOJITHCHU A

MK 2.5,1IK 2.1, 11K 2.4.,
MK 2.3., IIK 2.6., OK 06.,
OK 05. (MJIK.02.02);

Bonpocsl Ha »3Kk3aMeH
Ne34-40 (MAK.02.02);

[IpoBepsTh BEIONHEHHE TpeOOBaHUW MO 3amuTe WHGOpMANUU OT
HECAaHKIMOHHUPOBAHHOTO JOCTyla IMpPU aTTeCTallHd OO0BEKTOB
rHpOpMaTH3aIUU 10 TpeboBaHUsM Oe30MacHOCTH MH(opMaNuy;

TK 2.4., TIK 2.1., OK 10.,
TIK 2.3. (MJIK.02.02);

BOHpOCLI Ha DJDK3aMCH
Ne25-33 (MJIK.02.02);
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