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1. OBLLIASI XAPAKTEPUCTUKA PABOYEI TIPOT'PAMMBI YUEBHOI
JNCIHATTJINHBI

OI1.B.17 Opranu3anusi KOMIbIOTEPHBIX ceTeil
(HaumeHosanUe OUCYUNTUHDL)

1.1. MecTo AMCUMIIMHBI B CTPYKTYPE OCHOBHOM 00pa30BaTe/IbHOM MPOrpaMMBbI

Vuebnas gucrmiuinaa OI1.B.17 Opranusanus KOMIILIOTEPHBIX CETEU SIBISIETCS
0053aTeJIbHON YacTbl0 0053aTebHOM YaCThIO IIMKJIAa OCHOBHOM 00pa3oBaTelbHOU
nporpaMmsbl B cooTBeTcTBUU PI'OC mo cnemnuanbHocTH «10.02.05 ObGecneyenue
uH(opMaImoHHON 0€30MaCHOCTH aBTOMATU3MPOBAHHBIX cuctem». Ocoboe 3HaUeHUe
TUCUUIUIMHA UMEET NMpu GOPMUPOBAHUM U pa3BUTHU oOmux kommneTeHuui (OK),
npodeccuonansubix komnereHnui (I1K) u nuanoctHeIX pesynsTaToB (JIP):

1. TIK 3.5. Opranu3oBbiBaTh OTJENIbHBIE PA0OTHI MO GU3UUECKON 3aIUTE 0OHEKTOB
uH(pOpMaTU3ALIUN.

2. JIP 4 TIpoaBnsromuii 1 AEMOHCTPUPYIOLIUN YBAKECHUE K JIIOASM TPY1d, OCO3HAIOIINAN
IIEHHOCTh cOOCTBEeHHOTO Tpyaa. CTpemsiuiica K GOpMUPOBAHUIO B CETEBOU Ccpejie
JUYHOCTHO U MPO(ECCUOHANTBHOTO KOHCTPYKTUBHOTO «IIU(POBOTO ClIE/Ia

3. JIP 7 Oco3Haromuil NpuOPUTETHYIO [IEHHOCTh JIUYHOCTH YEJIOBEKA; YBAXKAIOIIUN
COOCTBEHHYIO M UYXYIO YHUKAJIBHOCTh B PA3JIMYHBIX CUTyalUsiX, BO BceX ¢hopMax u
BUJIAX JI€ATEIBbHOCTH.

1.2. ]_[e.JIb N IVIAHUPYEMBIC PE3YJ/IbTAThl OCBOCHHUSA JUCHHUILITHHBI

B pamkax mporpaMmbl y4eOHOW JUCUUIIIMHBI 00Y4YarOIMMMUCS OCBAaWBAIOTCS
YMEHUSI U 3HAHUS

Kon OK, I1IK, Ymenus 3nanus

JIP
[IK 3.5., JIP 4,|npuMeHSATh METOIbI IPOSKTUPOBAHUS HHPOPMAIIOHHBIX CETeH ;; |BHAB M HAa3HAYEHHE amllapaTHBIX CPEICTB
JIP 7 CETEBOI0 B3aWMOJICUCTBUSA ;;

TEXHOJIOTHIO YTIPABIE€HHUsI 0OOMEHOM HH(OPMAINH B CETSX ;;
METOJbl MapUIpyTH3aUuu HHGOPMAIMOHHBIX
peann30BBIBATE OCHOBHBIE TAIIBI IOCTPOESHUSI CETEH; MOTOKOB ;

UCIIOJb30BaTh COBPEMECHHBIC IaKeThl aJMHHUCTPUPOBAHUSA H|METOJbl KOMMYTAIIMH HHPOPMALIUH;
JHAarHOCTUKH MH(GOPMALMOHHBIX ceTel (YHKIHMOHMPYIOIIUX Ha
6aze OC Windows 0a30ByI0 CEMHYPOBHEBYIO STAJIOHHYIO MOJENb
B3aMMOJICUCTBHA OTKPHITHIX cucteM OSI;;

MOJIENIH M CTPYKTYPbI HHOPMALIMOHHBIX CETEH;;

UH(POPMALIMOHHBIE PECYPCHI CETCH;;

TEOPETUYECKHE OCHOBBI COBPEMEHHBIX
MHPOPMAIIMOHHBIX CETei;




2. CTPYKTYPA U COAEPKAHUE YYEBHOM JJUCUUILIVMHBI

2.1. O0béM yueOHOM TUCHMIIINHBI U BUAbI Y4€OHOI UCIUNIMHBI

Bun yueGHoii padoThI

O0BéM B yacax

[IpakTiueckast noAroToBKa 26

JIexIMoHHEBIE 3aHITHS 32

[IpakTuueckue 3aHATUSA 6

Oo6umii 066EM 00pa3oBaTeNbHON MPOrpaMMbl yueOHON TUCIUIUIMHEI, B TOM YKCIe B opme 64

HpaKTI/I‘IeCKOﬁ IOATrOTOBKU

®opma(-bI) KOHTPOJIS: 3adeT




2.2. TemaTuueckuii mjan u cojep:xkanue yueoHoii qucuuninnbl OI1.B.17 Opranu3anusi KOMObIOTEPHBIX ceTel

HanmenoBanune Copaep:xanue yueGHOro Marepuaia 1 opMbl OpraHua3aALMH AeATeILHOCTH 00y4aIOMXCs Oobém B | Yposenb | Koabl komnerenumii
pa3zesioB H TeM yacax | ocBoeHHs U JIMYHOCTHBIX
pe3y/bTaToB,
¢hopmuposanunio
KOTOPBIX
CIocodCTBYeET
3JIeMEeHT MPOrpaMMbl
Tema 1 CopnepxaHue yaeOHOTO MaTepuana JIP 4, JIP 7, IIK 3.5.
Jlexwyn 1 [JIeknnonnsnie 3anaTus Nel Jlekius 1. OCHOBHBIC MPHUHIUIIBI MOCTPOCHUS KOMIBIOTEPHBIX CHCTEM M CETEi: OOIIHi cocTas; 2 1
B3aHMOJICHCTBHE ABYX KOMITBIOTEPOB; TOMOJIOTHH; BHIbI KOMIIBIOTEPHBIX ceTeil 1 TpeboBanus k HUM (Jlekmus-6ecena) /Jlex/
2 |Jlexunonnble 3ansaTust Ne2 Jlexiu 2 CUCTEeMBI U KaHAIIBI IEPeavn JaHHBIX: CTPYKTYpa CUCTEMBI Iiepelauyl JaHHbBIX; KaHAIIbI CBS3H 2 1
(BHIBI, OCHOBHBIE XapPAKTEPHCTHUKN); IMHUH CBSI3H (TIOHSITHE U BUJBI IMHUM, TUIBI ¥ CTaHAAPTHI Kabenei). /JIex/
3 |JIekumonnsie 3ansTus Ne3 Jlexuus 3 becripoBoHbIe TOKaNbHBIE CETH: 000pY/I0BaHUE; METO/IBI IIepeaun JaHHbIX. /JIex/ 1
4 [Jlekumonnsie 3ansitus Ned Jlekuus 4 Mojens B3aMMOICHCTBUS OTKPBITHIX crcTeM /JIek/ 1
5 |Jlekunonnsie 3ansaTust Ne5 Jlekuust 5 Ciryx0a IMEH TOMEHOB: cHcTeMa JoMeHHbIX MMeH DNS; ocHoBEI city k061 DNS; pasperierne 2 1
nmeH. /Jlex/
6 |Jlexkumonnble 3ansaTust Ne6 Jlekius 6 Mapmpytusanust naketos B [P ceTsx: moHsATHE MapIpyTH3aluy; TaOIUIBI MAPLIPY TH3ALUH. 2 1
/Jex/
7 |Jlekunonnbie 3anarus Ne7 Jlexuus 7 Co3nanue U aIMHHHUCTPUPOBAHKE M10OJIB30BATEIEM COBMECTHO HCIIONB3YEMbIX PECYPCOB: 2 1
o0Iye Manky; ycTaHOBKA pa3pelIeH it; KOHTPOJIb Hal MOJIb30BaTesIMH. /JIex/
8 |Jlekumonnsie 3ansaTus Ne8 Jlexuus 8 OOwienue B JiokansHoit cetu. /JIex/ 2 1
9 |Jlexnuonnbie 3ansaTust Ne9 Jlekiust 9 YnpasieHue yaaaeHHBIM KOMITbIoTepoM. /JIek/ 2 1
10|/Iexunonnsie 3ausTust Nel( Jlexuust 10 OcHOBHBIE dTaNbl NPOSKTUPOBAHHS KOMIBIOTEPHBIX ceTeld /JIex/ 2 1
11 {JIekunonnbie 3ansaTus Nell Jlexius 11 OyHkuuu, npoueaypsl v ciy0bl aIMHHUCTpUPOBaHHUS /JIex/ 2 1
12|/Iexunonnsie 3ansTus Nel2 Jlexuust 12 3agaun agMuHHCTpaTOpa yueOHOM KOMIBIOTepHOH ceTu. /Jlex/ 2 1
13|/Iexunonnnie 3ausitust Nel3 Jlexuust 13 TpeboBanusi, npeabsaBisieMble K KOMIBIOTEPHBIM ceTsM. /JIex/ 2 1
14|/Iexunonnnie 3austus Neld Jlexuust 14 Ciyxo6a karanoros Active Directory. /JIex/ 2 1
15|/Iexunonnnie 3ansTus NelS Jlexuust 15 Cucrema nomenusix umer (Domain Name System, DNS). /JIex/ 2 1
16|/Iekunonnsie 3ansaTus Nel6 Jlekuus 16 OnpenencHrue UCXOAHBIX AaHHBIX, BHIOOpP pa3Mepa U CTPYKTYpPbI CeTH, 000py10BaHUs, 2 1

CETEeBBIX NMMPOTrPAMMHBIX CPEACTB, pacdeT MPUMEPHOI CTOMMOCTH 000pynoBaHus. /JIek/




HaunmenoBanue Copnep:xanue yue0HOro marepuaia u GopMbl OpraHua3anuu JAeaTeJbHOCTH 00Y4A0IHXCS O6bém B | Yposenb | Koabl komneTenuuii
pa3/iesioB H TeM yacax | ocBoeHus M JINYHOCTHBIX
pe3yJIbTaTOB,
¢opmuposanuto
KOTOPbIX
€noco0CTByeT
3JIEMEHT MPOrpaMMbl
Tewma 2 ConepxaHue yaeOHOTO MaTepuaa JIP 4, JIP 7, TIK 3.5.
[Mpaxruueckuel | [[Ipakruueckne 3ansrust Nel GNS3 cuMyIsTOp CeTeil Cisco. yCTAHOBKA M MPEABAPUTENbHAS HACTPOiiKa cumyisTopa GNS3, 2 2
SAaHATHA Ul |cosnanue TecToBoi Tononoruu /I1p.3/
EEEFKOTTPCI)‘;E: Kadts HpaKTfl‘leﬂ(aﬂ noaroroBka Nel TloxkmodueHrne ¥ aAMUHUCTPUPOBAHUE MAapLIPyTH3aTOPOB, CTaTHYECKas MapLIpyTH3alus, 2 2
HacTpoiika mpotokona RIP /IIp.moar/
3 |TIpakTnueckne 3ansaTus Ne2 Hactpoiika mapiipyTu3anuu o npotokoiny ospf /Ip.3/ 2 2
4 |Jlexumonnbie 3ansTust Nel7 3axBaT u aHaau3 Tpaduka NPOXOIAIIHIA TTO CBSI3sIM IMYIUpyeMoit BHyTpu gns3 tononoruu. /TIp.3/ 2 1
5 |IIpakTnueckas noaroroska Ne2 Crpykrypa HTML nokymenTa. opopmieHie TeKCcToBbIx 6510koB /IIp.moar/ 4 2
6 |IIpakTnueckas noaroroska Ne3 TexcroBoe odopmienue crpanui /Ip.moar/ 4 2
7 |IlpakTnuyeckas noaroroBka Ned I'mneprexcrosie ccbuiku /Ip.moar/ 4 2
8 [IIpakTnueckas noaroroBka NeS Cosnanne ciuckos /IIp.moar/ 4 2
9 [IIpakTnyeckas noaroroBka Ne6 Cosmanue tabmur /Ip.moar/ 4 2
10|IIpakTHyeckas noaroroka Ne7 Cosnanue dpeiimos /IIp.moar/ 4 2
Bcero 64

Hna xapakmepucmuKu yposHs 0C80€HUs YUeOH020 MaAMePUaia UCnOIb3YI0mes ciedylouue 0003HAUeHUL:
1 - o3naxomumenvubvlli (03HAKOMIEHUE ¢ PaHee U3YUeHHbIMU 00bEKMAMU, C8OUCIMEAMU);
2 - penpodykmugwlil (8binoaHeHue 0esimeIbHOCMU O 00pa3yy, UHCMPYKYUU Uil N0 PYKOBOOCIEOM);
3 - npoOyKmMusHbIil ( NIAHUPOBAHUE U CAMOCIMOSAMEIbHOE BbLINOIHEHUE 0esIMEbHOCU, peuletue NPoOIeMHbIX 3a0aY ).




3. YCJIOBUS PEAJIU3ALUU TPOTPAMMBI YYEBHOM
JTUCLMUIIJIUHDBI

3.1. /s peanu3anuud NporpaMmbl y4eOHOH AMCHMIJIMHBI J0JKHBI OBITh
NpelyCMOTPeHbI CJIeAyIoIIHe MOMelleHuUs :

Kabunet nHpOpMaMOHHBIX CUCTEM B TPOPECCUOHATIBHON AESTENBHOCTU
Kabuner nunpopmMaTuku U MaTeMaTUKU
Kabuner komnbroTepHOTO MH3aiiHa
JlabopaTopusi UHOOPMAITMOHHBIX TEXHOJIOTUHN B TPO(PECCHOHATILHOMN eI TeIbHOCTH
JIaGopartopus nH(GOPMALMOHHBIX TEXHOJIOTUI
JIaboparopusi KOMIIBIOTEPHOTO JU3aiiHa
JlaGopatopust pa3pabOTKH BEO-TPUIIOKEHUM
Cryaus ”H)XCHEPHON U KOMIIBIOTEPHOU Tpaduku
Crynus pa3paOoTku 1u3aiiHa BeO-IPUI0KEHUHI
KaOuner 1151 caMmoCTOATENBHOM pabOTHI:

Cucremubiit 6510k (9 1IT.)
Mownwutop (9 mrt.)

Mpiis KoMibroTepHast (9 mIT.)
Crenppi (1 mT.)

KnaBuarypa (9 mir.)

AN AN S e

[Tnakatser (34 mit.)

3.2. Undopmanuonnoe odecneyeHue peaau3alum NporpaMmbl
3.2.1. OcHOBHBIE NeYaTHbIE U3AHUS

1. H.B. Makcumos, 1.W. TTonos. KommnstoTepabie ceTH : yueOHOE TOCOOHE —. —
464 c. — (Cpennee npodeccuonanbaoe odbpazoBanue). - ISBN 978-5-00091-454-0. -
Tekcr : anextponnsiid. - URL: https://znanium.com/catalog/product/1714105 Mockaa :
®OPYM : UHOPA-M, 2022

3.2.2. /lonoiHUTE/IbHbIE HCTOYHUKH

1. Ucauenxo, O. B. [IporpammHoe obecriedueHue KOMIBIOTEPHBIX CETEH : yueOHOe
nocobwue / O.B. Ucauenko. — 2-e uza., ucnp. u gomn. — Mocksa : UHOPA-M, 2023. —
158 ¢. — (Cpennee npodeccuonanbHoe obpazoanue). - ISBN 978-5-16-015447-3. -
Texcr : anextponnsit. - URL: https://znanium.com/catalog/product/1933141



3.2.3. AutepHeT-pecypchl

DIeKTPOHHO-OMONIMOTEeYHAs CUCTEMa Znanium.com
DnekTpoHHo-0nbmoTeunas cucrema BOOK.RU



4. KOHTPOJIb U1 OLIEHKA PE3YJIbTATOB OCBOEHUSA YUEBHON

JANCIHATTIMHBI

4.1. O0pa3oBaTe/ibHbIE Pe3yJIbTATHI OCBOEHHUSI 00PA30BaTE/ILHOI MPOrpaMMbI
y4eOHOM AUCHUIIIMHBI, MOAJIeKallie MPoBepKe

PesyabTaThl 00yueHus

| Kputepun ouenku

MeTtoabl OLIEHKH

3Hanue

BUIBI U HA3HAYEHHUE alMapaTHBIX CPEICTB CETEBOTO
B3aUMO/ICHCTBHUS |

3HAeT BUIBl U Ha3HAYEHHE alIapaTHBIX CPEACTB
CETEeBOT0 B3aUMOJICHCTBHUS ;

TectupoBanue KonTtponbHas
pabota

METOJAbl MapumipyTusanuu PIH(bOpMaL[I/IOHHI)IX
IIOTOKOB ;

3HACT METOALI MapuIpyTu3alunu I/IH(I)OpMaLH/IOHHLIX
IIOTOKOB ;

TectupoBanue KoHTposbHas
pabora

METObI KOMMYTaIlH HH(popMauu

HCTIONB3YeT METOABI KOMMYTAalluu HH(OPMAIINU

TectupoBanue KoHTponbHas
pabora

0a30ByI0 CEMHYPOBHEBYIO JTAJIOHHYIO MOJEINb
B3aUMOJAENCTBUS OTKPHITHIX cucteM OSI;

3HaeT 6a30BYI0 CEMUYPOBHEBYIO 3TAJIOHHYIO MOJIENb
B3aHMOJIEUCTBUSI OTKPBITBIX cucteM OSI;

Tectuposanne KonTponbHas
pabota

MOJIENH B CTPYKTYpPHI NH()OPMAIIMOHHEIX ceTeilf;

3HAeT MOJEIU U CTPYKTYPHl MH()OPMAIMOHHBIX
ceTel;

TecrupoBanue KoHTposbHas
pabota

UH(DOPMAIMOHHBIE PECYPCHI CETEH;

3HaeT MH(OPMAIIMOHHBIE PECYPCHI CETEH;

TectupoBanue KoHTposbHas
pabora

HHPOPMAaHOHHBIX CETeH ;

TEOpeTHYEeCKHEe OCHOBBL COBPEMEHHBIX|TEOpETHYECKHE OCHOBBI coBpeMeHHBIX|TectupoBanne KoHtponbHas
HH(OPMAIMOHHBIX CeTeH; UHPOPMAIMOHHBIX CETEH; pabora

Ymenune
NPUMEHATh METOJbl INPOCKTHPOBAHUA[IPUMEHSAET METOAB  INpOeKTHUpoBaHusi|l[IpakTuyeckoe 3ansaTHe

MHPOPMAIIMOHHBIX ceTeH ;

TEXHOJIOTHIO yIPaBlIeHUs 0OMEHOM UH(pOpMAIIHU B
ceTsx ;

YMEET YIIPaBJIATH 00MeHOM I/IH(bOpMaIII/II/I B CCTHX ;

HpaKTI/I‘IeCKOG 3aHATUC

peanu30BEIBATHE OCHOBHBIE JTAlbl MOCTPOCHHS
ceTel

PEATTN30BBIBACT OCHOBHBIC 3Talbl TIOCTPOCHUA ceTel

[IpakTnueckoe 3aHsTue

HCMOJb30BaTh COBPEMEHHBIE MakKeThl
aIMUHUCTPUPOBAHUSA U JUATHOCTHUKH
UH(pOpPMAMOHHBIX ceTel (pYHKIMOHHUPYIOIIUX Ha

6aze OC Windows

yMEeT HCHOJb30BATh COBPEMEHHbBIE MaKETHI
AAMUHUCTPUPOBAHUSA W  JUATHOCTHKH
UH(QOPMALMOHHBIX ceTeH (yHKIHOHUPYIOWIMX Ha
6a3e OC Windows

HpaKaneCKoe 3aHATUC

4.2. Marpuua

COOTBETCTBUHA KOHTPOJBHO-OHCHOYHBIX

oOpa3oBaTeJbHBIM pe3yJbTaTaM Y4eOHOH JAMCHUNJIUHBI

cpeacTs

Pe3yabTaTsl 00yuenus

|KOI[l>l KOMIIeTeHU Ui |

DoHABbI OLEHOYHBIX CpeacTB

3HaHue

BU B
B3aMMOJCHCTBUS

U Ha3Ha4Y€HUC aNlapaTHbIX CpEeACTB CETEBOIO

JIP 4, JIP 7, IIK 3.5.

3aaHus K NpaKTH4ecKUM 3aHsTisM Nel-2

METOJbl MapHIpyTU3allTUN HHq)OpMaHI/IOHHBIX IIOTOKOB ;

JIP 4, JIP 7, TIK 3.5.

3amaHus K TpaKTHIeCKUM 3aHATHsIM No3-4

METO/bI KOMMYTAaIlK HH(pOpManuu

JIP 4, JIP 7, TIK 3.5.

3amaHus K TPaKTHIECKUM 3aHATHAM NeS5-6

0a30BYyI0 CEMHYPOBHEBYIO 3TAJIOHHYIO MOJIENb B3aWMOJCHCTBUS

OTKpHBITBIX cucTeM OSI;

JIP 4, JIP 7,TIK 3.5.

3anaHus K NIPaKTUYECKUM 3aHATHAM Ne7-8

MOJIEJN M CTPYKTYpPhI NH()OPMAIIMOHHEIX CeTeill;

JIP 4, JIP 7, IIK 3.5.

3aaHus K MpakTU4eCcKol nmoaroroske Ne4-8

nH(pOpPMaIMOHHBIE PECYPCHI CeTeH;

JIP 4, JIP 7, TIK 3.5.

3amaHus K MpakTHIecKkoi moAaroropke Nel-3

TEOPETUIECKHE OCHOBBI COBPEMEHHBIX HH(POPMALMOHHBIX CETEH;

JIP 4, JIP 7, TIK 3.5.

3amaHus K NIpakTU4ecKuM 3aHaTHsM Ne9-10

Ym

CHUC

MPUMCHATH METOAbI IPOCKTUPOBAHUS HHq)OpMaL[PIOHHLIX cerei 5

JIP 4, JIP 7, TIK 3.5.

3anaHus K IpaKTUYECKUM 3aHATHAM Ne4-6

TEXHOJIOTHIO YIPaBICHHS 0OMEHOM HH(OPMAINH B CETSX ;

JIP 4, JIP 7,TIK 3.5.

3amaHus K IpaKTHIecKuM 3aHATHsIM Ne7-10

PpeaIn30BbIBATH OCHOBHBIC dTAllbl IOCTPOCHUSA cerent

JIP 4, JIP 7,1IK 3.5.

3anaHus K NpakTU4ecKoil moaroroske Nel-6

10



Pe3yabTaThl 00yuenust

Koabl koMneTeHnuii DoH/IbI OLEHOYHBIX CPeICTB

HCII0JIb30BaTh COBPEMEHHbBIC MAKEThl aJMHHHUCTPUPOBAHUS U
JUATHOCTHKH MH()OPMALMOHHBIX CeTedl (QYHKIMOHUPYIOIUX Ha
6asze OC Windows

JIP 4, JIP 7, IIK 3.5. [3apmaHus k mpakTU4ecKUM 3aHATHAM Nel-3

3aaHus K TPAKTUYECKUM 3aHATUAM M MPAKTUYECKHUM MOATOTOBKAM HaXOJSTCS B
METOJMUYECKUX YKa3aHUIX K NPaKTUYECKUM 3aHATHUIM AJs 00ydarmuxcs
cnenuanbHoctu 10.02.05 OOecneuenue uHPOPMAIUOHHON O€30MACHOCTH

ABTOMATHU3UPOBAHHLIX CHUCTCM
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